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Resumo

A maioria dos carros tem entre 10 e 15 ECUs que controlam fungdes, incluindo a motorizacao
e cambio do carro. Carros de luxo chegam 70 ECUs para apoiar as tecnologias mais recentes,
como os carros autbnomos. Os automoéveis estdo cada vez mais conectados por meio de
diversas tecnologias, resultando em risco de ataques através de diferentes vetores. O invasor
pode migrar da comunicacao V2X, back-end ITS, aplicativos de terceiros e outras tecnologias
sem fio. Os pesquisadores sugerem que 0s invasores provavelmente vao ter sucesso se
tiverem acesso a rede de um veiculo. Nossa pesquisa propde um ambiente de testes para
simular a comunicagao V2X, além de um estudo de caso sobre possiveis ataques cibernéticos
e eventuais contramedidas associadas.

Palavras-chave: Automotives, Intervehicular communication, V2X, Cybersecurity, Platoon,
Autonomous vehicles, Self-driving cars, OBU, RSU



Abstract

Most cars have 10-15 ECUs that control functions, including powertrain. Luxury cars have up
to 70 ECUs to support the most recent technologies, such as self-driving (autonomous) cars.
Autos are increasingly connected through various technologies, resulting in risks of attacking
through different vectors. The attacker may pivot from V2X communication, ITS back-end,
third-party apps, and other wireless technologies. Researchers suggest attackers are likely
to succeed when they have access to a vehicle’s network. This research proposes a testing
environment to simulate V2X communication (OBUs and RSUs) and a case study of possible
cyberattacks and associated countermeasures (mitigations).

Keywords: Automotives, Intervehicular communication, V2X, Cybersecurity, Platoon, Au-
tonomous vehicles, Self-driving cars, OBU, RSU
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1 Introduction

The modern automotive industry is currently producing highly complex computers on wheels.
As a result, sensors and communication devices are growing in number. Increasing the
amount of those types of devices in our cars increases the risks associated with cyberat-
tacks. Modern vehicles have between 10 and 70 electronic control units (ECUs), depending
on the price of the vehicle. These devices are responsible for controlling many functions of ve-
hicles, including the powertrain. Cars are also increasingly connected through a wide variety
of technologies. In certain cases, the communication of vehicle systems occurs via message-
oriented transmission protocols that lack encryption or authentication, as specified in (MUCH,
2016). Attempts have been made to implement security features to mitigate risks.

V2X communication, or Vehicle to Everything communication, is the technology that allows
vehicles to communicate with each other, with infrastructure, and with pedestrians. Shared
information includes speed, location, and heading. Figure 1 illustrates the dynamics of V2X

connectivity.
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Figure 1: V2X connectivity example. Source: (SEDAR et al., 2023)

Warnings about traffic congestion, accidents, and pedestrians crossing the road are also
part of the information exchanged between the entities. V2X communication has the poten-
tial to improve road safety, reduce traffic congestion, and make driving more efficient. There
is also V2V communication, or Vehicle to Vehicle communication, which is a subset of V2X
communication that allows vehicles to communicate directly with each other. This direct com-
munication shares information more quickly and accurately than through a centralized infras-
tructure. V2V communication is a crucial technology for the development of autonomous
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vehicles and its systems.

Vehicular Ad hoc NETworks (VANET) is not restricted to V2V communications. A vehicle
within the VANET network will be communicating with a wide range of different nearby nodes
such as pedestrians, cameras, and other adjacent infrastructure usually known as Roadside
Unit (RSU). (LEE; ATKISON, 2021)

As detailed in a recent survey focused on testing V2X communication (WANG, J. et al.,
2019), those technologies are getting popular while still in an exploratory stage. The problems
of traffic safety and information security brought about by V2X applications needs attention.
Before marketization, the reliability and maturity of the technology are essential and must be
rigorously tested and verified. Therefore, testing is an integral part of V2X technology.

Dynamic network topologies, such as the scenario observed in V2X communication, result
in discontinuous transmissions. One of the most significant challenges in the area is dealing
with this situation. There are components known as roadside units (RSU) designed to play
a critical role in communication, providing continuous transmission coverage and permanent
connectivity. However, deploying roadside units have significant challenges, especially when
security risks are at stake. Balancing performance and cost, respecting some target Quality
of Service (QoS) such as energy consumption, service coverage, throughput, and low latency
is quite challenging.

Those new technologies introduce new security risks. Vehicles are increasingly connected
to the internet, which makes them even more vulnerable to cyberattacks. Attackers could use
V2X communication to disrupt traffic, cause accidents, or steal personal information. Recent
work has shown that once an attacker has access to the vehicle’s internal network, it is not
difficult to gain control of it (MILLER; VALASEK, 2015). Pivoting between protocols is a sig-
nificant concern. Considering a scenario where an opponent already has access to a Wi-Fi
network generated by the vehicle, pivoting from the Ethernet network to critical infrastructure
(including other protocols) should also be a significant concern.

The number of automotive cybersecurity incidents has been increasing over the years.
Upstream Security’s 2020 Automotive Cybersecurity Report (UPSTREAM, 2022) shows a 99
percent increase in automotive cyber incidents between 2019 and 2020. Threats to vehicles
regarding their communication channels are responsible for 89,3 percent of the incidents,
vehicle code is associated with 87,7 percent of the cases. More than half of the incidents had
vulnerabilities that could be exploited, and almost all of them were vulnerable to attacks via
external connections.

Recent incidents involving connected and automated vehicles (CAVs) are good exam-
ples of the abundance of interfaces and the lack of attention to security and associated risks.
Tesla’s entire fleet takeover without direct connection with the vehicles is an excellent ex-
ample of a security flaw (HUGHES, 2017). Many automotive manufacturers and technology
companies have established bug bounty programs to encourage researchers to find and re-
port vulnerabilities. Tesla, for example, has awarded large sums of money to researchers who
have responsibly disclosed vulnerabilities in their vehicles.

Identifying reasonable methods to simulate V2X communication scenarios is the first step
in studying the dynamics of vehicle interaction and the associated security risks. Developing
solutions to improve the monitoring of the devices used during the tests of eventual attack
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techniques is essential to comprehend the information exchanged between them. The cre-
ation of defense mechanisms, even if in a testing environment, will be explored further in this
work.

The number of new components connected via IP/Ethernet protocol in current vehicles is
larger every year. Higher data rates are necessary for developing new functions associated
with V2V communication, augmented reality, self-driving cars, and audio-video technology.
(MUCH, 2016) There are challenges and opportunities associated with the growth of con-
nected devices in modern automotives:

Challenges

1. Security: unauthorized access to vehicle systems or data (which could cause accidents
and many other problems).

2. Privacy: steal data about the driver and passengers, which could be used for marketing
or other malicious purposes without their consent.

3. Malfunction: the devices can malfunction, which could also lead to safety issues.
Opportunities

1. Improved safety: Connected devices can be used to improve safety features, such as
collision avoidance and lane departure warning.

2. Increased convenience: Connected devices can be used to provide features such as
navigation, entertainment, and remote vehicle control.

3. Reduced costs: Connected devices can be used to reduce costs by improving efficiency
and reducing the need for human intervention.

Which attack techniques associated with V2V communication are most likely to succeed?
Which platform could be used to create a testbed for such scenarios? How could a researcher
simulate attacks on those networks? How could we improve security by implementing software
protection? In order to answer those questions, our work focuses on creating an enronment
to facilitate testing attack scenarios, such as:

1. DoS (Denial of Service) attacks: Attackers could flood the network, preventing legitimate
messages from being properly delivered.

2. Spoofing: Attackers could spoof the identity of a device, allowing them to send false
messages or intercept legitimate ones.

3. Man-in-the-middle (MITM) attacks and data theft: Modern vehicles might handle sensi-
tive information, such as location, and vehicle identification numbers, which the attack-
ers could steal.
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Preventing attackers from succeeding in using these techniques is essential to guaran-
tee the security of the users. For example, in a Denial of Service attack (DoS) scenario, a
threshold could be implemented on the communication protocol to avoid flooding attacks. In
this case, blocking reception if the number of received messages exceeds a limit in a certain
period would be a possible mitigation. Other threat models and attack scenarios should be
considered.

In this rapidly evolving landscape of modern transportation, V2X (Vehicle-to-Everything)
communication is a pivotal technological advancement with the potential to revolutionize road
safety, traffic management, and the overall driving experience. As the deployment of V2X sys-
tems gains momentum, the criticality of ensuring their reliability, robustness, and compatibility
becomes evident. The creation of assertive testing environments emerges as an imperative
solution.

The complexity of V2X communication scenarios, involving intricate interactions between
vehicles, infrastructure, and advanced communication protocols, necessitates comprehensive
testing that mirrors real-world conditions. Assertive testing environments go beyond rudi-
mentary validation, striving to emulate the intricate dynamics of actual vehicular networks.
By meticulously recreating various driving scenarios, communication behaviors, and potential
challenges, these environments enable researchers, engineers, and policymakers to subject
V2X systems to rigorous scrutiny.

Establishing assertive testing environments empowers the industry to identify vulnerabil-
ities, fine-tune communication protocols and validate safety mechanisms while reducing re-
searchers’ costs. This proactive approach not only enhances the performance and security
of V2X systems but also instills confidence in their real-world implementation. Ultimately, the
creation of such environments is not just a technical requirement but a strategic investment in
the safety, efficiency, and innovation of our future roadways.

Our work goes through the most recent research regarding automotive V2X communica-
tion technologies. Then, we discuss the implementation of an environment to help test and
debug automotive communication scenarios. Finally, we hypothesize that it is possible to build
a low-cost and efficient architecture to simulate possible attack scenarios and its countermea-
sures.
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2 Technical background

Studying modern vehicles’ communication infrastructure and the associated technology was
essential during the first’ weeks of research. This knowledge was necessary to comprehend
attacking tactics and techniques related to automotive networks. Attackers could work with
a wide range of vectors, from physical interventions in the vehicle or nearby areas (such as
image spoofing with objects) to server-side vulnerability exploitation (very far from the vehicle).
(MUCH, 2016)

The ECUs (Electronic Control Units) are the devices responsible for controlling the vehi-
cle’s functions, sometimes accountable for simple sensors, other times dealing with complex
critical calculations. The automotive industry currently relies on various technologies to con-
nect its cars. There is a huge growth in the number of parts integrated by different network
protocols (and associated technologies). The non-availability of space and problems with fault
detection impacted the development of a distributed system. Components connect to different
types of buses. (HVANTH; VALLI; GANESAN, 2012)

When analyzing the integration of various buses in vehicular networks, it is crucial to con-
sider data compatibility, bus protocols, synchronization, and performance requirements. This
process involves creating and implementing suitable gateway modules, ensuring data integrity,
translating protocols, and efficient routing.

Optimizing the functionality of systems, streamlining data exchange, and enhancing com-
munication between subsystems are the main goals of developing integrations. They promote
interoperability, allowing different components from various manufacturers to work together
smoothly. This integration also makes future scalability possible and enables the integration
of new technologies and functionalities in vehicles. In our work, we will further discuss the
consequences of these features on the vehicle’s security.

Integrating different buses in vehicular networks is crucial in achieving efficient and reli-
able communication, coordination, and control within a vehicle. It is an important aspect of
designing and building modern automotive systems capable of supporting advanced features,
connectivity, and safety requirements. (SEDAR et al., 2023)

2.1 Vehicular connectivity protocols

Various communication technologies and standards make up vehicular connectivity protocols,
enabling vehicles to connect with infrastructure and allowing internal components to communi-
cate. These protocols facilitate the exchange of information, data, and commands, improving
driving safety, efficiency, and enjoyment. They encompass networks within a vehicle and those
between vehicles. (KARAGIANNIS et al., 2011)

2.1.1 Intra-vehicular Networks

This kind of vehicular network refers to the communication systems within a vehicle, enabling
interaction among the various components, sensors, control units, and subsystems. These
networks are vital in managing and coordinating the vehicle’s internal operations. Some of
the commonly used intravehicular protocols include Controller Area Network (CAN), Local



2 TECHNICAL BACKGROUND 6

Interconnect Network (LIN), MOST, FlexRay, Ethernet, and IEEE 802.11p (WAVE).

The evolution of network protocols used inside automobiles has basically progressed from
LIN (Local Interconnect Network) to CAN (Controller Area Network) and further to Ethernet.
Each protocol represents a significant advancement in terms of data rate, complexity, and
functionality.

LIN a legacy protocol, which operates at data rates of up to 20 Kbps and is primarily used
for communication with non-safety-critical devices, such as interior lighting, window control,
and seat adjustment. LIN is characterized by its simplicity, cost-effectiveness, and ease of
implementation, making it suitable for basic communication in entry-level vehicles.

As well as LIN, CAN emerged in the mid-1980s and quickly became the dominant protocol
for in-vehicle communication due to its robustness and reliability. It operates at data rates
of up to 1 Mbps and supports both high-speed (CAN-HS) and low-speed (CAN-LS) variants.
CAN is used for real-time, critical communication between electronic control units (ECUs) in
safety-critical systems like engine control, braking, and transmission.The protocol’s message-
based structure allows for prioritization of messages and collision detection, ensuring efficient
data exchange.

Ethernet, widely used in computer networks, found its way into automotive systems to
meet the increasing demand for high-speed data communication and integration of advanced
features. Automotive Ethernet encompasses multiple variants, including 100BASE-T1 (100
Mbps) and 1000BASE-T1 (1 Gbps), operating over a single twisted-pair cable. It offers signifi-
cantly higher data rates, up to 2.5 Gbps, enabling efficient communication for advanced driver-
assistance systems (ADAS), infotainment, and telematics. (MORTAZAVI; SCHLEICHER,;
GERFERS, 2018)

Automotive Ethernet also allows for the convergence of multiple communication protocols
onto a single network, reducing wiring complexity and weight. Its ability to support high band-
width and facilitate data-intensive applications makes it crucial for autonomous driving and
connected car functionalities. The evolution from LIN to CAN and Ethernet reflects the auto-
motive industry’s need for increasingly sophisticated communication protocols to accommo-
date the growing complexity of in-vehicle systems and functionalities. Each protocol’s adop-
tion has been driven by the desire for improved performance, reliability, and future scalability,
paving the way for enhanced safety, efficiency, and user experience in modern vehicles. This
technology is meant to be used in vehicles and supports a range of applications, including ad-
vanced driver-assistance systems (ADAS), infotainment, telematics, and other connected car
features. It has high data rate communication capabilities, including speeds up to 10 Gbps.
(MORTAZAVI; SCHLEICHER; GERFERS, 2018)

100BASE-T1 (IEEE 802.3bw) operates at 100 Mbps and is used in automotive appli-
cations that require lower bandwidth than 1000BASE-T1, 100BASE-TX, and 1000BASE-T.
1000BASE-T is the standard Gigabit Ethernet protocol used in various industries, providing 1
Gbps data rate over four twisted-pair cables. 100BASE-T1 (IEEE 802.3bw) operates at 100
Mbps and is used in automotive applications that require lower bandwidth than 1000BASE-T1,
100BASE-TX, and 1000BASE-T. 1000BASE-T is the standard Gigabit Ethernet protocol used
in various industries, providing 1 Gbps data rate over four twisted-pair cables.

This technology provides sufficient bandwidth to handle data-intensive applications, ensur-
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ing smooth, real-time communication among various automotive systems. It also has a slight
wiring complexity, and support for scalability, allowing for integrating future technologies and
features in automotive systems. Fast and reliable communication is crucial for safety-critical
applications like ADAS, and 1000BASE-T1 meets these requirements.

The following table presents a comparison of various intravehicular network protocols used
in vehicles. Understanding the features and applications of these protocols is crucial for de-
signing dependable and efficient automotive systems. The table offers significant details on
frequently used intravehicular network protocols, aiding in decision-making regarding their
implementation.

Name vs | LIN CAN MOST FlexRay Ethernet
Specif. (automo-
tive) ***
Used On Low-Level | Soft Real- | Audio and | Hard Generic
Subnets Time video ap- | Real-Time
plications
Example Door lock- | Engine Multimedia | Emergency| Infotainment;
of use ing control | Control; protocol Systems Parking
Driving cameras
assistance
Archi- Single- Multi- Master- Multi- Flexible
tecture Master; Master Slave Master
Master-
Slave
Transfer Sync. Async. Both Both Async.
mode
Data rate 20 kBit/s 1 MBit/s 25,50and | 10 MBit/s | 10 MBit/s -
150MBit/s 2.5 GBit/s

Table 1: Comparing Automotive Intravehicular Network Protocols

2.1.2 Inter-vehicular Networks

Inter-vehicular networks enable communication between vehicles (V2V) and between vehicles
and infrastructure (V2I). These networks enable the exchange of safety-critical information,
traffic data, and cooperative applications. (MALIK; SAHU, 2018) Currently, there are two main
types of communication technologies used:

1. Dedicated Short Range Communication (DSRC): A dedicated wireless communication
protocol based on IEEE 802.11p, specifically designed for V2V and V2| communication.
It operates in the 5.9 GHz band and enables direct and broadcast-based communication
for safety and non-safety applications.
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2. Cellular Vehicle-to-Everything (C-V2X): Utilizes cellular networks (4G LTE and 5QG) to
enable V2X communication. It provides both direct communication (PC5) and network-
based communication (Uu). C-V2X offers enhanced capabilities for safety, traffic effi-
ciency, and infotainment applications. (WANG, J. et al., 2019)

Vehicular connectivity protocols are the backbone of intelligent transportation systems.
They facilitate communication between vehicles and surrounding infrastructure, which is es-
sential in realizing the vision of safer, more efficient, and connected vehicles on the roads.
(WANG, J. et al., 2019) The main aspects of each protocol are compared in the table below.

Name vs Specif. | DSRC Ccvax

Used On V2X Communication V2X Communication

Example of use | Direction control and | Internet

ACC
Architecture Decentralized (Adhoc) | Flexible
Transfer mode Both Both
Data rate 27 MBit/s up to 20 GBit/s

Table 2: Comparing Automotive Inter-vehicular Network Protocols

Those connectivity protocols are crucial for enhancing road safety, improving traffic effi-
ciency, and enhancing the overall driving experience. Some of the key objectives of using
such technology are:

1. Safety: Vehicular connectivity protocols enable the exchange of real-time safety-critical
information, such as collision warnings, emergency braking, and traffic signal status.
This helps prevent accidents, reduce fatalities, and improve overall road safety.

2. Traffic Efficiency: By sharing traffic and road condition information, vehicular connec-
tivity protocols facilitate intelligent traffic management, congestion mitigation, and opti-
mized routing, leading to smoother traffic flow and reduced travel times.

3. Cooperative Applications: Vehicular connectivity protocols enable the implementation
of cooperative applications, such as platooning (grouping of vehicles for improved fuel
efficiency), intersection management, and cooperative adaptive cruise control. These
applications enhance traffic efficiency, reduce emissions, and improve fuel economy.

4. Infotainment and Comfort: By providing connectivity between vehicles and external in-
frastructure, protocols enable a wide range of infotainment services, including live traffic
updates, streaming media, remote diagnostics, and remote vehicle control. This en-
hances the driving experience and passenger comfort.
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2.2 Security standards in the Automotive Industry

In the interconnected and technologically advanced landscape of the automotive industry, the
paramount importance of security standards has never been more pronounced. As vehicles
evolve into intricate networks of software, sensors, and communication interfaces, the need
to safeguard these systems from malicious intrusions and vulnerabilities becomes a critical
imperative. This is where security standards step in as the guiding compass, charting the
course for ensuring the integrity, privacy, and resilience of automotive technologies.

The convergence of cutting-edge technologies such as connectivity, autonomous driving,
and smart infotainment systems has brought both unprecedented opportunities and potential
risks. The introduction of security standards serves as a cohesive framework, orchestrating
a harmonized response to the multifaceted challenges that arise. These standards delineate
the requisite protocols, practices, and measures that must be adhered to at every phase of a
vehicle’s lifecycle — from design and manufacturing to operation and maintenance.

In this era of connected vehicles and data-driven mobility, security standards provide not
only a shield against cyber threats but also a beacon of assurance for manufacturers, regula-
tors, and consumers alike. They stimulate innovation within a secure framework, engendering
a culture of cybersecurity consciousness across the automotive ecosystem. This section is
a journey through the landscape of security standards applied in the automotive industry, un-
raveling their significance, evolution, and implications for shaping the future of safer and more
resilient vehicular technologies.

The International Organization for Standardization (ISO) is an international nongovern-
mental organization comprising national standards bodies focused on developing and pub-
lishing a wide range of proprietary, industrial, and commercial standards. ISO 26262-1:2018
addresses the functional safety of electrical and electronic systems within road vehicles. It
focuses on developing safety-related systems and aims to minimize potential hazards caused
by malfunctioning electronics, reducing the risk of accidents and injuries. This standard is
crucial for the automotive industry as it provides a systematic approach to managing safety
throughout the development lifecycle of automotive systems.

2.2.1 IS0 26262-1:2018: audience and stakeholders

This standard impacts various stakeholders within the automotive industry who are involved in
developing, producing, and supplying electrical and electronic systems in road vehicles. The
main goal of the standard is to ensure that these systems are functionally safe and minimize
the likelihood of any potential risks arising from their malfunction.

The audience includes, automotive manufacturers, suppliers, development teams, qual-
ity assurance, consumers, and other interested parties. Legal entities involved in automo-
tive manufacturing and supply chain may be impacted regarding liability and responsibility for
safety-related incidents. Compliance with this standard might help demonstrate due diligence
in addressing safety concerns.

The ultimate beneficiaries are consumers and road users. Compliance with the standard
helps ensure the safety of vehicles and reduces the risk of accidents and injuries caused
by electronic malfunctions. Regulatory bodies responsible for automotive safety standards
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may use ISO 26262-1 as a reference for setting safety regulations and requirements in the
automotive industry.

This ISO standard also affects suppliers of electrical and electronic components, subsys-
tems, and vehicle software. They must adhere to the standard’s safety requirements and
contribute to the overall safety of the end product.

Overall, ISO 26262-1:2018 has a wide-ranging impact on the automotive industry and its
stakeholders, aiming to enhance the safety of vehicles and foster a safety-centric approach to
developing electrical and electronic systems used in road vehicles. There is a wide range of
entities involved in producing safer automobiles.

Main directives

1. Safety Lifecycle: ISO 26262-1 defines a safety lifecycle with specific phases, activities,
and work products. This lifecycle approach ensures that safety considerations are sys-
tematically integrated from concept to decommissioning of the vehicle.

2. ASIL Classification: The standard introduces the Automotive Safety Integrity Level (ASIL)
classification, which categorizes safety requirements based on their potential impact on
safety. ASIL A represents the lowest impact, while ASIL D represents the highest.

3. Safety Requirements: ISO 26262-1 emphasizes the importance of safety requirements
engineering, ensuring that functional safety requirements are well-defined and properly
documented.

4. Verification and Validation: The standard outlines methods for verification and validation
of safety requirements, system architecture, and safety mechanisms to ensure their
correct implementation.

5. Safety Case: ISO 26262-1 requires manufacturers to develop a safety case that demon-
strates the safety of the system through evidence and argumentation.

6. Change Management: The standard emphasizes the importance of managing changes
to safety-related systems to ensure that safety integrity is maintained throughout the
vehicle’s lifecycle.

In summary, ISO 26262-1:2018 is of paramount importance to the automotive industry, as
it provides a comprehensive framework for ensuring functional safety in vehicles. By adhering
to this standard, manufacturers can systematically manage safety risks, improve product relia-
bility, and enhance overall road safety for the benefit of drivers, passengers, and pedestrians.

2.3 Automation levels

ADAS makes up a set of driver assistance systems, providing several levels of automation,
which range from alerts so that the driver understands the context of the vehicle, up to the
execution of actions in systems using Machine Learn algorithms.

As seen in [Nandavar et al. 2023], the adoption of ADAS reduces incidents on roads and
improves vehicle driving safety. Therefore, to corroborate with this fact, some of the systems
that help to improve the steering reliability through ADAS:
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» Adaptive Cruise Control (ACC): When driving a vehicle, legislation requires that a dis-
tance is respected in relation to other cars on the track, as if If braking is necessary,
those involved will have time for the total stop to occur. safely. To achieve this, ACC
helps define the correct spacing of according to the driver’s current speed.

+ Lane Keeping Assist (LKA): On highways with vehicles in opposite or with multiple lanes,
it is necessary for the driver to redouble the attention so that an accident does not
occur. Therefore, systems like LKA are used to prevent the vehicle from accidentally
transgressing the direction, putting passenger safety at risk. In this way, when detecting
unusual behavior, the system issues a warning to the driver, which should urgently
regain control of the vehicle.

+ Electronic Stability Control (ESC): Acts on monitoring and control of vehicle stability
and, if a loss of control is detected, age, whether due to a curve taken at too high a
speed or lack of grip, can act by reducing engine capacity and applying the brakes with
greater pressure and in an asymmetrical way.

» Advanced Emergency Braking (AEB): Responsible for providing emergency assistance
braking, monitoring the relative distance to an obstacle in front of the vehicle.

Furthermore, the system can issue alerts about the need to apply the brakes and In case
of driver inactivity, it can automatically activate the brakes of emergency.

The levels of automation, or interaction between the vehicles and humans, can be defined
on up to 6 scales, according to U.S. National Highway Traffic Safety Administration (NHTSA),
which goes from zero to five, in ascending order according to the level of automation, where
at level zero, there is no automation and, at level 5, there is no longer the need for a human
driver (NHTSA, 2017).

1. At Level 0, the vehicle system can only provide some alerts or relevant information
about the driver’s driving through a ADAS (Advanced Driver Assistance Systems), for
example. Therefore, in this modality, the driver is responsible for monitoring and driving
the vehicle.

2. When moving to level 1, ADAS will be able to issue brake and acceleration interventions
in the event of a lane change, for example, using ADAS systems such as ACC and LKA,
previously described. Therefore, at level 1, the driver must still control and always be
attentive.

3. At level 2, in addition to the braking and acceleration controls present at level 1, ADAS
can control the vehicle’s lateral displacement in systems such as Highway Pilot in which
automation can help keep the vehicle in the lane. However, the driver must still monitor
and drive the vehicle.

4. Upon reaching level 3, the vehicle can drive autonomously. However, many scenar-
ios can result in the system’s operational loss, which passes the responsibility for the
operation to the driver, who must always be attentive.
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5. At Level 4, the driver’'s action becomes optional. It is still possible to take control if you
wish, but the vehicle’s systems can maintain safe operation without needing external
interventions.

6. Finally, at Level 5, the difference from the previous level is that there is no longer the
option for a human operator to drive the vehicle. In this way, an autonomous and self-
sufficient system carries out all operations safely.

2.4 Platoon Control, Roadside Units, and Onboard Units

Platoon control involves a group of vehicles traveling closely together in a coordinated man-
ner, aiming to enhance traffic flow efficiency, reduce congestion, and enhance fuel efficiency
through collaborative and automated driving. This concept is imperative for developing au-
tonomous driving systems, which have attracted significant investment from the automotive
industry.

Roadside Units (RSUs) and Onboard Units (OBUs) are fundamental components of Intelli-
gent Transportation Systems (ITS) and vehicular networks. Both are essential in enabling V2X
(Vehicle-to-Everything) communication and advanced intelligent transportation infrastructure.
(CHEN et al., 2018)
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Figure 2: Platoon control system and its devices Source: (MIAO; VIRTUSIO; HUA, 2021)

In summary, RSUs and OBUs are integral to modern transportation systems and the ad-
vancement of V2X communication. RSUs act as communication hubs facilitating data ex-
change between vehicles and infrastructure, while OBUs enable vehicles to communicate with
each other and the surrounding environment. These components contribute to safer, more ef-
ficient, and more intelligent transportation systems by enabling real-time data exchange, traffic
management, safety applications, and more. Figure 2 depicts the communication dynamics.
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3 Related work

As mentioned in (CHEN et al., 2018), current communication models rely on recent research
material. For example, (MILANES et al., 2014) proposes a joint control communication design
to achieve reliable vehicle platooning. The results were exciting, as they were very close to the
expected parameters. In Figure 3 it is possible to observe the efficiency of ACC assisted by
V2V communication (using DSRC devices), implementing their solution in a real-life scenario.
The acceleration and braking curves are similar to the expected results.
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Figure 3: Vehicle’s response for acceleration and braking maneuvers. Source: (MILANES
et al., 2014)

With the implementation of the Cooperative Adaptive Cruise Control (CACC) (an extension
to the adaptive cruise control (ACC) concept using Vehicle-to-Everything (V2X) communica-
tion), the results are much more consistent and demonstrated by (MILANES et al., 2014). The
research compares ACC and CACC using three variables: speed, acceleration, and time gap.
Reduced gap variability was demonstrated and is visible when comparing Figures 4 and 5.

The average time gap (in seconds) is much smaller in Figure 5 (with CACC). It is noticeable
that the variation is also much smaller in the scenario using V2V communication to support
the ACC.

The results are conclusive, and a proof of the importance of V2V communication in im-
proving Platoon Control Systems’ performance. (GUO; WEN, 2016), for example, establish a



[#+]
(3]

3 RELATED WORK

Spead (m/s)
S o ow
- o oo O

s

Acceleration (g)
[ (=1

&

Time gap (s}
o
g —

Figure 4: Detail of the last deceleration for the ACC test. Source: (MILANES et al., 2014)

I
100

150 200 250
Time (s)

8 &

Speed (m/s)
il [
M = O = w

&b

Acceleration (g)

230

235

—
—= in
T T

Time gap (s)

=]
o
T

[
@

Figure 5: Detail of the last deceleration for the CACC test. Source: (MILANES et al., 2014)

230

235

240 245 250
Time (s)

14



3 RELATED WORK 15

network access scheduling and platoon control codesign framework to resolve network access
conflicts in Vehicular Ad Hoc Networks (VANETS).

(JIA; NGODUY, 2016), for example, has demonstrated a cooperative microscopic traffic
model considering V2X communication. The research also observes the effects of general
vehicular communications to the vehicle’s cooperative driving.

Connected devices in modern automotive are a trend that is likely to continue in the com-
ing years. All the associated challenges and opportunities are directly affected by security
(SEDAR et al., 2023).

Security concerns are growing with the adoption of IP and Ethernet protocols. (MOR-
TAZAVI; SCHLEICHER; GERFERS, 2018) Pivoting from one network to another is a signifi-
cant issue when developing a cybersecurity solution. In its survey, (SEDAR et al., 2023) used
keywords-based search queries to fetch pertinent publications dealing with proactive, reactive,
and Al/ML-based defense approaches in vehicular communications security. The results have
shown a huge growth in the number of publications.

Another good example is the implementation of automated lane changing maneuvers in
a V2X communication environment to reduce the probabilities of collisions. (MILANES et al.,
2014) has also provided insights on the safe execution of such features.

It is important to note that some of the studies mentioned above focused mainly on theo-
retical analysis and did not conduct experiments on realistic V2X communications, and might
be appliable to our research. (CHEN et al., 2018)

During the last two years, researchers have demonstrated how easy it might be for a
vulnerability in a manufacturer’s servers to lead to complete access and control of a vehicle.
(HUGHES, 2017) In a specific incident with Tesla’s infrastructure, Jason Hughes took over an
entire fleet of cars. A single system called “mothership” was responsible for communicating
with all of them. This vulnerable system allowed the security researcher to send commands
directly to the vehicles.

Centralizing control features inside cloud environments might considerably increase asso-
ciated risks and potential threats, as demonstrated in (TAYLOR et al., 2021). In the article
(UCAR; ERGEN; OZKASAP, 2017), the author explores platoon management using the cur-
rent dominant IEEE 802.11p (DSRC) and hybrid DSRC-Visible Light Communication (VLC).

Testing is an active research field to ensure platoon stability. Furthermore, before the
practical deployment of vehicular platoons, DSRC and hybrid DSRC-VLC based management
protocols need to be analyzed in the presence of attackers. The main objective is to identify
security vulnerabilities of DSRC and DSRC-VLC-based platoons under the jamming and fake
platoon maneuver. The research clearly demonstrates that DSRC is highly vulnerable to such
attacks. Although VLC limits the effect of adversaries, hybrid architecture still suffers from
jamming, fake maneuver and other attacks as described in (GAO et al., 2022), (MALIK; KHAN,
et al., 2023), (BERMAD; ZEMMOUDJ; OMAR, 2019), (WANG, R. et al., 2022).

Denial of service (DoS) attacks and uncertain dynamics related to Platoon Systems dis-
rupt communication channels, potentially leading to data loss and jeopardizing control per-
formance, vehicle stability, and safety. To ensure platoon stability during DoS attacks, re-
searchers introduce differente methods to reduce the impact of packet loss, as seen in (PE-
TRENKOV; AGAFONQV, 2021), (WANG, R. et al., 2022). Other major concern is the lack of
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standardized authentication. Most recent research suggests using Software Defined Networks
(SDN) and Aggregated Message Authentication Codes (AMACSs) techniques in 5G-V2X net-
work to reduce handover signaling overhead and communication delay during authentication.
(LI; LAI, 2020)

Data-driven-based distributed security control approaches have shown to be effective with
vehicle-following platoons in the presence of denial-of-service attacks. (CHE; DENG; LIU,
2020). Distributed resilient observers are designed to estimate the trajectories of the leader-
vehicle. Based on the developed observers, data-driven controllers are proposed for the
vehicle-followers. Specifically, a data-driven approach is introduced to identify controller pa-
rameters without relying on the knowledge of system dynamics.

Security platoon control protocols are implemented differently. Some of them consider the
length of lost packets, others analyze internal stability and designs controllers. Simulation re-
sults from (UCAR; ERGEN; OZKASAP, 2017) demonstrate the effectiveness of the proposed
approach. Possible implementations of authentication include blockchain authentication, as
demonstrated in (CARVAJAL-ROCA; SHI; WANG, 2022).

Most of the work observed relates to proprietary technology and expensive equipment.
Cutting-edge technologies, such as 5G networks (as observed in (MUSTAFA; YAO HUANG,
2020), (LIU et al., 2021), and (LI; LAI, 2020)), represent a more significant barrier for re-
searchers, as the cost and availability of equipment are not attractive.
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4 An environment for testing V2X communication

The swift evolution of vehicular technology, driven by the proliferation of connected and au-
tonomous vehicles, has ushered in an era where Vehicle-to-Everything (V2X) communication
is pivotal. V2X communication promises safer and more efficient roadways, where vehicles
and infrastructure seamlessly exchange critical data to enhance road safety, traffic manage-
ment, and the overall driving experience. However, the reliability and robustness of V2X com-
munication systems require rigorous testing and validation in affordable and efficient testing
environments before deployment on real-world roads.

Implementing an environment that facilitates testing and debugging V2X communication
is a relevant achievement, especially in a scenario with multiple vehicles, such as platoon
structures. Through careful orchestration of hardware, software, and simulation tools, this en-
vironment seeks to emulate the intricate dynamics of vehicular networks, enabling researchers
and practitioners to scrutinize the performance, security, and interoperability of V2X systems.
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Figure 7: Proposed architechture for simulating V2X communication using ESP32 boards.
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This section comprehensively overviews the design considerations, components, and method-

ologies underlying possible V2X communication testing environments. It aims to equip readers
with the insights necessary for effective and reliable testing of V2X communication protocols
and applications, as demonstrated in our proposal (Figure 7). The power of V2X communica-
tion testing environments becomes a necessity and a strategic advantage as the automotive
landscape evolves and more researchers can work on testing automotive networks’ security.

The successful implementation and validation of V2X (Vehicle-to-Everything) communi-
cation scenarios demand a robust and well-structured testing environment that accurately
emulates the intricacies of real-world vehicular networks. Pursuing new developments in ve-
hicular technology and ensuring the safety, efficiency, and reliability of the V2X communication
system could be easier with an architecture of the testing environment.

The proposed architecture is essential for accurately replicating and assessing vehicular
communication dynamics and specific scenarios, such as security incidents. By synthesizing
various hardware, software, and simulation components, this architecture aims to simulate the
complex interplay of vehicles (OBUs, for example), roadside units (RSUs), and communication
protocols that characterize V2X scenarios..

Through a systematic breakdown of the architecture’s key elements, design considera-
tions, and interconnections, this section provides a guide for creating a testing environment
for V2X communication. As we observe the complexities of the proposed architecture and the
implementation of communication protocols, real-time simulation tools and logging features
are demonstrated in Figure 6. Such contributions are valuable for building Al models in future
research regarding anomaly detection using Al.

This section aims to elucidate the architecture’s technical aspects and emphasize the
broader significance of its role in shaping the future of connected and autonomous vehicles.
The proposed architecture vividly explores and refines V2X communication. With the coop-
eration of fellow undergraduate and graduate students, engaged with developing automotive
systems and security solutions, it was possible to establish the main aspects of our proposal
(Figure 7):

1. RSU Device simulation

(a) Low-latency gateway - responsible for collecting low-latency data from the ESP32
used as receiver, as well as providing the collected information to consumers such
as our APl and Web Application.

(b) API and Web Application - stores and serves data to applications such as real-
time monitoring.

2. Low-latency oriented monitoring application - focused on providing real-time infor-
mation from the connected devices.

3. Platoon system simulation
(a) Using ESP32 boards to simulate OBU and RSU behavior

4. Attack simulation - on the next section, we will discuss how to test attack scenarios
and possible mitigations.
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Developing the APl and web application is crucial in creating an assertive solution for
future research. As we focus on cybersecurity, testing scenarios with possible attacks and
their mitigations should be easier with tools to assist with data consumption. The low-latency
monitoring application, even though part of our proposed architecture, it is not part of the
scope of our research. In the next section, details of each component will be disclosed.

4.1 RSU Device Simulation

While navigating through the nuances of RSU simulation, readers will gain insights into the
technical intricacies and comprehend the broader implications of RSUs in shaping the future
of connected mobility. This section endeavors to unravel the transformative potential of RSUs
while equipping readers with the essential knowledge to model and simulate these critical
components of the modern road ecosystem.

Through a comprehensive exploration of simulation techniques, software tools, and real-
world deployment scenarios, this section also aims to provide a profound understanding of
how to replicate the behavior of a Roadside Unit. This implementation of a V2X simulated
environment focuses on receiving, storing, and providing data for testing and debugging pur-
poses. Our choices of technologies were based on a good balance between performance and
a good learning curve.

4.1.1 Low-latency gateway

This section of our architecture is part of a parallel research currently being developed by
students from the Informatics Center of the Federal University of Pernambuco. The group
focuses on automotive industry research and innovation. Currently, most students require
working in a reduced environment for testing V2X communication in general. Figure 8 is an
example of a testing environment using an electric toy car for creating a reduced environment
focused on Platoon Control Systems.

The capture of messages between vehicles is accomplished through a serial connection
(USB) utilizing an ESP32 that is purpose-programmed for this function. It is imperative to
note that the ESP32 is an RSU simulator and will be programmed to receive Platoon Control
System-related messages. The API developed during this research, represented by a green
box in Figure 7, receives information via HTTP POST requests forwarded by the Low-latency
gateway. Our solution stores and serves the information for real-time monitoring and other
applications.

4.1.2 APl and web application for debugging and testing purposes

The roadside unit simulator (back-end application) was designed to store and serve data for Al
model training, data science, and real-time debugging. The information includes sensor and
real-time data from the vehicles. This data is stored in a database and made available to Al
models for training and inference. The application would also provide a primary user interface
and an API for data scientists to explore and visualize the data. Additionally, the application
would allow engineers to debug V2X communication in real-time.
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Figure 8: Reduced environment for testing Platoon Control Systems

A roadside unit simulator would be a valuable tool for studying safety and efficiency mech-
anisms of transportation systems. By storing and serving data for Al model training, the ap-
plication would help to develop more accurate and reliable Al models. The application would
make it easier to explore and visualize data by providing a user interface for data scientists.
Furthermore, by allowing engineers to debug V2X communication in real time, the application
would help ensure autonomous vehicles’ safety. As demonstrated by (MILANES et al., 2014),
V2X communication directly impacts ACC implementations.

Defining the framework to develop our application was the first challenge to start our re-
search. After identifying the due dates of the project, as well as the number of necessary
endpoints and the amount of data to be processed, programming in Python has shown to be
the best choice. We have chosen a Python framework called Flask. It has been proven to
be the best option compared to Django and other MVC-based frameworks. If you need to
build a complex web application, Flask may have limitations. However, if you are looking for a
lightweight, flexible, and easy-to-use framework for building smaller web apps and APls, then
Flask was the most interesting option.

As demonstrated in Figure 9, our application is build using a Python framework called
Flask. Three endpoints serve our primary web application:

1. Route: GET '/’ - Action: Lists the vehicles in the page.
2. Route: GET ’/reset’ - Action: Resets the database.

3. Route: GET ’/vehicle/<name>’ - Action: Displays all the logs from a specific vehicle in
the page

However, the most important routes of our applications are associated with the functionalities
relying on the API. The functions are similar to our primary web application. However, there
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are some formatting standards that were followed to facilitate the parallel research.

1. Route: GET ’/api/vehicle/instant’ - Action: Returns a JSON with the list of connected
vehicle and real-time information about them. The format is guided by the developed
front-end application. This APl was developed to receive more information in the future.
The Overview information was the minimum viable product of our research. It contains:

(a) Name of the vehicle

(b) Is the vehicle connected (in the past X seconds)? Is the vehicle the leader of the
Platoon?

(c) Angle, Velocity and Distance

(d) Velocity Setpoint and Distance Setpoint, important to evaluate the efficiency of
maneuvers, for example.

Listing 1 is an example of JSON received by the front-end application when sending a
GET request on this endpoint. It was especially designed to be used by the real-time
monitoring application, as it uses a separate table with only the last message of each
vehicle to provide latest status in reduced latency.

{

"vehicles": [
{
"overview ": {
"name": "test_vehicle_2",
"isConnected": false,
"isLeader": false,

N oo o~ W NN =
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"angle": {
"icon": "speed",
"value": "-12"

b s

"distance": {
"icon": "speed",
"value": "2 m"

b

"distanceSetpoint": {
"icon": "bullseye-arrow",
"value": "2 m"

1

"velocity ": {
"icon": "speed",
"value": "12 RPM"

o

"velocitySetpoint": {
"icon": "bullseye-arrow",
"value": "12 RPM"

1

23

Listing 1: JSON format example for the front-end application.

. Route: POST ’/api/vehicle’ - Receives a JSON in a specific format from the Low-latency
gateway. The information is collected from the vehicles by the ESP32 used as a receiver
for the ESP-NOW protocol.

Listing 2 is an example of JSON sent via POST Request to our API by the Low-latency
gateway, developed in parallel with this research.

© 0o N O 0o~ W DN =

—_ A
N = O

{
"sender":"test _vehicle _name",
"receiver": "test_vehicle_name_2",
"data ":{
"isLeader": "False",
"velocity": "12",
"angle": "-12",
"distance": "2",
"velocitySetpoint": "12",
"distanceSetpoint": "2"
}
1

Listing 2: JSON format example of received data from the Low-latency gateway.

. Route: GET ’/api/vehicle/<name>’ - Returns a crude array of dictionaries, each one of
them is a message stored in the database.
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4.2 Real-time device monitoring research

One of the solution’s requirements was displaying data in real-time or with the minimum pos-
sible latency. An average latency of 2 seconds is acceptable on the front-end visualization.
With that in mind, a local HTTP server hosts the BFF framework. The front-end application
makes regular (parameter-defined) calls to the server, updating data on the application.

Sustaining real-time parameters and updates is challenging, especially considering the
growing data traffic. The application prioritizes instant data. In consequence, lightweight and
robust frameworks are imperative. Those requirements were imperative while developing the
APl and Web application responsible for serving the data.
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Figure 10: Prototype developed by students from LIVE-UFPE

There are numerous front-end development technologies currently available. Flutter was
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chosen because of its flexibility and simplicity, especially considering cross-platform deploy-
ment. In addition to the requirements, Flutter provides features and improvements beyond
cross-platform development (compared to React Native, for example, (WU, 2018)).

As it is not a native framework for the target platform, the performance is a relevant factor
that must be considered, depending on the number of visual components presented on the
screen and constant updates. As described by (WU, 2018), Flutter tends to achieve better
results than React Native, especially in scenarios with large lists and elements that require
high computational resource usage. Another relevant feature is generating Windows/MacOS
applications and web apps. Changing operating systems does not impact the use of the
application.

Created components are updated in "real-time", speeding up the development process
(layout errors can be quickly identified and fixed). Figure 10 is a high-fidelity front-end proto-
type developed by Samuel Souza, who works in cooperation with students from LIVE-UFPE,
a research group focused on smart cities and related topics.

4.3 Platoon system simulation using ESP32 boards

To simulate a V2X environment, we need to create a model of the vehicles, the infrastructure,
and the communication network. We can then use this model to simulate different scenarios,
such as accidents, traffic jams, and cyberattacks.

ESP32 is a wise choice for simulating V2X communication due to its versatility, capabilities,
and cost-effectiveness (especially considering our scenario). Here are some reasons why
ESP32 boards are well-suited for this purpose:

» Wireless Communication: ESP32 boards come equipped with built-in Wi-Fi and Blue-
tooth capabilities. This makes them suitable for simulating wireless communication sce-
narios between vehicles, similar to how V2V communication occurs.

» V2V Protocols Support: ESP32 boards can be programmed to support various V2V
communication protocols, such as DSRC (Dedicated Short-Range Communication) or
IEEE 802.11p. This allows for realistic simulation of communication exchanges between
vehicles.

* Real-Time Capabilities: ESP32 boards offer real-time processing capabilities, enabling
them to process and respond to messages in a time-sensitive manner, which is crucial
in V2V scenarios to ensure safety and coordination.

» Multi-Threaded Operation: ESP32 supports multi-threading, allowing you to simulate
multiple vehicles with individual threads, each executing its own communication be-
havior. This is important for creating a more realistic simulation of simultaneous V2V
communications.

» Low-Cost Solution and customizability
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— ESP32 boards are relatively affordable, making them a cost-effective choice for
creating a fleet of simulated vehicles. This affordability enables scalability in creat-
ing larger-scale simulations.

— Those boards are fully programmable. Associated with different programming lan-
guages and frameworks, it allows you to customize their behavior to match specific
V2V scenarios or communication protocols.

* Integration with Sensors: ESP32 boards can be easily integrated with various sensors
like GPS, accelerometers, and cameras. This allows you to simulate sensor data ex-
change alongside V2V communication.

» Community Support and rapid prototyping

— ESP32 has a large and active community, which means you can find ample re-
sources, libraries, and tutorials to aid in developing your V2V simulation setup.

— The availability of development environments and tools like the Arduino framework
makes rapid prototyping of V2V communication scenarios feasible.

+ Energy Efficiency and Scalability

— ESP32 boards offer power-saving modes and efficient energy consumption, which
can be important when simulating battery-operated vehicles.

— Due to their low cost and availability, you can create a network of interconnected
ESP32-based simulated vehicles to study more complex V2V scenarios.

In summary, ESP32 boards provide a convenient and cost-effective platform to simulate
intervehicular communication scenarios. Their wireless communication capabilities, real-time
processing, and integration potential make them well-suited for emulating V2V communica-
tion protocols and behaviors, helping researchers and developers assess and improve V2V
communication systems in a controlled environment.

4.4 Attack simulation using ESP32

Testing the security and resilience of V2X (Vehicle-to-Everything) systems using ESP32 boards
can be done effectively by simulating attacks. This is a cost-effective way to perform such
tests. In this section, we have demonstrated an environment that emulates V2X communica-
tion behavior. The environment provides an emulated RSU which captures valuable data for
analysis. To simulate any kind of cyberattack in this environment, some general steps outlined
below should be followed.

1. Preparing the Environment Gather the necessary hardware, including ESP32 boards,
computers, and any other equipment required to implement our proposed environment.
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(a) At least four ESP32 boards:

i. 1 with the malicious firmware, responsible for attacking
ii. 2 of them simulating V2X usual communication

iii. 1 as a receiver to enable the low-level gateway application to send real-time
messages to our back-end application.

(b) A server with any linux distribution with the following services:

i. Back-end application: Follow the instructions available at the repository. De-
ploy the Flask application very fast with Gunicorn.

ii. Low-level gateway: Responsible for collecting the messages from the ESP32
receiver and sending them via POST request to the back-end application

iii. Front-end application for real-time monitoring: developed to improve monitor-
ing conditions for researchers.

It is imperative to conduct experiments in a controlled testing environment, such as a
lab or testbed, for maximum safety and accuracy.

. ldentifying Attack Scenarios This is the most important step of security testing. Spe-
cific attack scenarios should be defined. These could include attacks on message in-
tegrity, confidentiality, availability, or other aspects of V2X communication.

. Develop Attack Code Write code for the ESP32 boards to simulate the chosen at-
tacks. Depending on the type of attacks you want to simulate, this might involve send-
ing malicious messages, spoofing GPS data, jamming wireless signals, or other attack
techniques. In the next section we will further discuss an example of malicious code.

. Implement Security Measures If you're testing a V2X system’s security features, im-
plement the necessary security measures on the ESP32 boards to protect against the
simulated attacks. For example, use encryption and authentication protocols, or simpler
solutions like rate limiters to avoid flooding, for example.

. Data Collection using the proposed infrastructure Execute the attack scenarios
while monitoring and collecting data from the ESP32 boards using the proposed in-
frastructure. The results will be logged and displayed in real-time using the provided
solution.

. Iterate and Improve It will be possible to analyze the data collected to identify anoma-
lies and weaknesses in the V2X system. Modify your attack code or security measures
to refine the testing process. Repeat the testing and data collection process until you
have a good understanding of the system’s strengths and weaknesses.

. Document and Report Document the results of the simulations, including the tech-
nique’s name, the impact on the V2X system, and any recommendations for improving
security. Create a detailed report that can be shared with stakeholders or used to im-
prove the V2X system’s security.
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8. Repeat and Validate Continue to iterate and validate the simulations as new attack
vectors or vulnerabilities in V2X systems are identified by researchers.

Testing should comply with relevant regulations and ethical guidelines. Obtain any nec-
essary permissions or approvals for conducting these simulations, especially if they interfere
with real-world V2X communications. Be sure to implement safety measures to prevent any
unintended consequences or interference with real-world V2X communication.

It is important to keep in mind that conducting security testing and simulations in V2X
communication is a complex task that necessitates a thorough comprehension of both V2X
technology and cybersecurity principles. Furthermore, it is crucial to prioritize safety and
ethical considerations when conducting these simulations, in order to prevent any potential
harm or legal issues.
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5 Testing V2X cyberattacks and possible mitigations

As previously discussed in this paper, Vehicle-to-everything (V2X) communication is a rapidly
emerging technology that has the potential to revolutionize transportation safety and efficiency.
V2X allows vehicles to communicate with each other, with roadside infrastructure, and much
more. Sharing information about the vehicles’ location, speed, intentions, and the surrounding
environment is part of its functions.

However, V2X communication enables many different attack vectors. Our case study will
demonstrate a simple attack vector that could disrupt or turn off connectivity, resulting in safety
hazards. We will also demonstrate a possible mitigation to prevent this specific scenario.

5.1 Flood attack scenario

In this section, our primary goal is to execute a DoS attack, flooding the ESP-NOW protocol
with useless messages. Here is a simple attack example that could test the effectiveness of
any mitigation measures and monitoring systems.

The code below takes advantage of the Arduino IDE, providing excellent abstraction. It
starts up the ESP32 unit and its connectivity protocols (WiFi and ESP-NOW - as seen in the
setup() function). Later on, using the loop function, we remove the delay and any control
variables to generate a fast and infinite message sender, flooding the ESP-NOW protocol.

// ESP-NOW flood generating example

// Common libraries
f#finclude <ESP32WiFi.h>
#include <espnow.h>

// Constants

const char »ssid = "YOUR SSID";

const char <password = "YOUR PASSWORD" ;

const uint64_t peer_address = 0x0000000000000001 ;

// Starting Wi-Fi and ESP-NOW
void setup () {
Serial .begin(115200) ;
WiFi.begin(ssid, password);
while (WiFi.status () != WL CONNECTED) ({
delay (500) ;
Serial.print(".");
}
Serial . println () ;
Serial . println ("Conectado ao Wi-Fi");

esp_now_init () ;
esp_now_set_peer_info (peer_address, ESP_ NOW_ROLE SLAVE, NULL, 0);
esp_now_register_recv_cb (onReceive) ;

}

// Loop
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void loop () {
// Send a packet
char message[] = "Hello world!";
esp_now_send(peer_address, message, sizeof(message)) ;

// Wait X seconds - commented to avoid any interval and generate flooding with
the loop
// delay(1000);

}

Listing 3: Firmware for ESP32 devices to generate DoS attacks on ESP-NOW protocol
networks.

The complexity of the exploitation depends on the complexity of the associated vulnera-
bility. In this case, we are taking advantage of the architecture of ESP-NOW protocol, which
leads to simple exploitation opportunities. As a simples multicast protocol, without reason-
able security features, there is a wide range of attack vectors that could be exploited (such as
Man-in-the-middle (MITM)and Spoofing).

5.2 Implementing security mitigations

There are multiple possible implementations to be included in the device’s firmware to fix this
kind of vulnerability. Below there are are some mitigations for DoS/Flooding attacks in general:

1. Use a rate limiter. prevents a device from sending too many messages in a short period
of time.

2. Use a message filter. allows you to ignore specific messages or messages from specific
sources.

3. Use encryption: makes it more difficult for attackers to intercept and manipulate mes-
sages.

4. Monitor your network for suspicious activity: allows you to detect attacks early and take
steps to mitigate them.

On our research, we demonstrate a method to implement a mitigation against flooding
attacks ESP-NOW protocol. In this case, we will take advantage of a rate limiter. The code
below implements the rate limiter in the callback function associated with receiving packets. It
is a simple implementation for testing purposes, and could also be implemented using different
mechanisms under different platforms.

// Loop

void loop () {
// Send a packet
char message[] = "Hello world!";
esp_now_send(peer_address, message, sizeof(message)) ;
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// Wait X seconds - commented to avoid any interval and generate flooding with
the loop
// delay(1000);

}

// Define the constants
const int max_messages_per_second = 10;

// Callback for received packets
void onReceive(uint8_t =data, uint16_t len) {
Serial.print ("Received: ");
for (int i = 0; i < len; i++) {
Serial.print(data[i]) ;
}
Serial . println () ;

// Check if the rate Ilimiter has been exceeded

if (esp_now_get tx_queue_len(0) >= max_messages_per_second) {
Serial.println ("Rate limiter exceeded.");
return;

}

Listing 4: Firmware for ESP32 devices to generate DoS attacks on ESP-NOW protocol
networks.

In Line 24 of Listing 5.2, the number of messages in the queue of the ESP-NOW protocol
is validated. The code prints an error if it is larger than the maximum of messages per second
(defined as a variable in Line 13). At that point, the code could prevent the device from reading
the messages using a timeout. This implementation is not a complex example of a security
mechanism but illustrates how the firmware could be adjusted to avoid flooding. There are
some benefits of using a rate limiter:

1. Improve the performance of a system by preventing it from being overwhelmed by re-
quests.

2. Helps to prevent legitimate users from being denied service due to flooding attacks.

3. Protects a system from security threats, such as DoS attacks.

However, there are also some drawbacks to rate limiting usage, in general, that should be
considered:

1. Difficult to configure correctly.
2. Consequently slows down legitimate traffic.

3. ltis not very difficult to be bypassed by attackers.
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Overall, rate limiting effectively prevents flooding attacks and is a good starting point. How-
ever, it is crucial to consider more complex alternatives and implement a comprehensive se-
curity approach. Considering the V2X communication scenario, we have identified other al-
ternatives to prevent DoS in general. These methods have caught our attention because they
effectively prevent different attacks associated with malicious network traffic.

1. Traffic shaping: Used to control the flow of traffic on a network. This can be used to
prevent certain types of traffic, such as flooding traffic, from reaching a system.

2. Intrusion detection systems (IDSs): Used to detect malicious traffic, such as flooding
traffic. IDSs can be used to alert administrators about flooding attacks and to take steps
to mitigate them, taking advantages of detection rules to identify anomalies.

3. Intrusion prevention systems (IPSs): IPSs are similar to IDSs, but they can also take
active steps to mitigate attacks, such as blocking malicious traffic.

This research provides information and tools to facilitate testing V2X communication sce-
narios and develop such defense mechanisms. It is essential to understand that cybersecurity
is always a work in progress. Penetration testing, threat hunting, and other security-related
activities are imperative to build a safer environment on automotive networks.
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6 Conclusion

Automotive networks are considerably new in the world of information warfare. However,
we have seen that even though, to the best of our knowledge, there have been no accidents
caused by cyberattacks. Researchers have shown that it is possible to develop remote exploits
without user interaction by reverse engineering a modern car (with the proper time, effort, and
knowledge). A few of them could even remotely control the car’s physical functions. Exploiting
centralized infrastructure might spread worm malware across cars and the V2X environment.
In case of any malicious intentions, they could cause widespread defacement and potentially
many deaths.

In order to support security standards, such as ISO 26262:2018, it is necessary to design
security features and mitigations for a broad spectrum of attack vectors. Proper encryption
methods and availability are the most important aspects to be implemented and tested. Co-
operative adaptive cruise control systems play an essential role in improving the performance
of autonomous vehicles. Testing scenarios in reduced environments is imperative to achieve
the desired results.

This research demonstrates that it is possible to create a testing environment for V2X
communication scenarios with considerably small financial resources using ESP32 boards. In
addition to the details of the architecture and implementations, we provide a case study of
our proposal, in which we demonstrate a cyberattack and its possible mitigations using the
provided infrastructure.

While working on this research with undergraduate and graduate students from UFPE
(Federal University of Pernambuco), debugging tools with rich logging and real-time moni-
toring features were imperative to developing security solutions. For example, developing Al
models for automotive intrusion detection systems demands centralized information sources,
such as the developed web applications and API, with structured information from the devices’
communication. Real-time monitoring of testing environments is also essential and will sup-
port future research on simulating V2X communication scenarios and observing the results.
Real-time charts can easily be generated by using reference (setpoint) and vehicle (real) val-
ues, as shown in Figure 3.
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