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Sec-MoSC Translation Framework: An approach to transform business 
process models into executable process considering security 

requirements 

Abstract 

The emerging of Service Oriented Computing (SOC) as a new 

programming paradigm carries with it a lot of good characteristics, such as the 

enabling of programming in the large, easier integration between systems of 

different enterprises, scalability, but mainly, the focus on high-level business 

logic. But, while this focus on business logic is more productive and very crucial 

to business users that don’t have technological expertise (and in fact don’t really 

need it), there’s still a semantic gap between what the user describes in the 

business logic and what actually is executed in the machine. 

In this context, we present the Sec-MoSC Translation Framework, an 

approach proposed to circumvent this gap, responsible for making the 

translation between high-level business process models and executable 

processes. Two main advances arose from this work: an easier and reusable 

way of creating new translation artifacts and the incorporation of non-functional 

requirements (such as security) into the modeling-to-execution translation 

process, specifically, with an implementation for the two most used languages 

for modeling and executing business process, respectively BPMN and BPEL. 

Keywords: Web Service, Service Composition, Business Process, Model to 
Model Translation, BPEL, BPMN 
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Ferramenta de Tradução Sec-MoSC: Uma abordagem para transformar 
modelos de processos de negócio em processos executáveis 

considerando requisitos de segurança 

Resumo 

O surgimento da Computação Orientada a Serviços (COS) como um 

novo paradigm de programação trouxe muitas características boas, como 

permitir a programação em massa, integração mais fácil entre sistemas de 

empresas diferentes, escalabilidade, mas, principalmente, o foco na lógica de 

mais alto nível do negócio. Mas, enquanto este foco na lógica do negócio é 

mais produtivo e muito crucial aos usuários de negócio que não possuem 

conhecimento tecnológico (e de fato, não precisam dele), ainda há uma brecha 

semântica entre o que o usuário descreve na lógica de negócio e no que 

realmente é executado na máquina. 

Neste contexto, apresentamos a Ferramenta de Tradução Sec-MoSC, 

uma abordagem proposta para evitar esta brecha, responsável por fazer a 

tradução entre modelos de processo de negócio alto-nível e processos 

executáveis. Dois avanços principais são extraídos deste trabalho: uma forma 

mais fácil e reusável de criar novos artefatos de tradução e a incorporação de 

requisitos não-funcionais (como segurança) no processo de tradução 

modelagem-para-execução, especificamente, com uma implementação para as 

duas linguagens mais usadas para modelar e executar processos de negócio, 

respectivamente, BPMN e BPEL. 

Palavras-chave: Web Services, Composição de Serviços, Processos de 
Negócio, Tradução Modelo-a-Modelo, BPEL, BPMN 
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1. Introduction 

This chapter presents the context, motivation, and objectives of this work. 

At first, the motivation and the context of the work is presented, showing the 

importance of the work and its background inside the service oriented 

composition. Next, a description about the chosen problem to solve will also be 

given, followed by an overview of actual solutions to this problem. It is followed 

by the description of the work proposal. Lastly, it presents the document 

structure. 

1.1. Context and motivation 

With Internet growth in the last years, not just as an entertainment media, 

but mainly as a service provider, where people are buying products, making 

payments, reading the news almost at same time they occur, it has been 

noticed a big increase on use of distributed systems, and as consequence, its 

natural evolution. What initially was restricted to Remote Procedure Calls 

(whose focus was on “how the service works”), nowadays happens through 

much more complex interactions between the services, where clearly there is a 

change of focus, being more related to “what the service does” and “how the 

services interact with each other”. 

This Internet usage scenario (as a service provider) is known as Service 

Oriented Architecture (SOA), and web services have a key role as integration 

point between provider entities of these services (on most cases, enterprises) 

and their consumers. However, with the increasing complexity of current 

systems, it does not make sense uses just a single service to do everything, 

and thus raises the need of grouping them to acquire extended functionality; 

this grouping is called service composition. 

In such way, service composition appears as a way to, from isolated 

services, design more complex and sophisticated applications. While most of 

software architects are aware just with regards to functional aspects of the 

services (e.g., input parameters, possible return error codes), another kind of 
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aspects are worth to be considered as well: the non-functional ones (e.g., high 

availability, enhanced security). 

Once it’s clear the need for considering those two aspects while creating 

a services composition, not just modeling tools, but execution engines have to 

provide this support as well. Hopefully, there are many standards whose 

purpose is to allow modeling of business process (these processes can 

represent services composition in a more abstract way), and other bunch of 

languages whose objective is to enable the realization of executable processes, 

making this a more concrete representation of services composition. 

1.2. Problem characterization 

On the previous section, it was mentioned that there are standards for 

specifying business process and executable processes. Behind the idea of 

having different kinds of representation level for the same service composition 

(e.g., abstract business models x concrete executable processes), there is 

another important point to consider: for each level of representation, it’s 

common to have people with different responsibilities and levels of detailed 

knowledge, but working on the same service composition. 

If the same service composition can be represented by different 

representation levels, it’s fair to reason how a user from a more abstract 

representation (e.g., a designer) can communicate its intentions to an user with 

more concrete knowledge (e.g., a technical specialist). This question, when 

generalized, leads to the main problem to be focused on this work: How to 

transform a model abstraction into an executable process, while representing 

the same service composition? Moreover, how to do this including security and 

other non-functional requirements in such transformation process? 

1.3. State-of-art 

The two de facto standards used when representing a service 

composition are BPMN (Business Process Modeling Notation) (OMG, 2009) for 

modeling and WS-BPEL (Business Process Execution Language) (JURIC, 

MATHEW e POORNACHANDRA, 2006) (OASIS, 2007) for execution. So, an 

initial approach to analyze what is being done in the domain of model-to-
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execution translation is to make some research if there is some effort in the 

BPMN to BPEL transformation. Ouyang (OUYANG, DUMAS, et al., 2006) 

specifies several transformation rules between BPMN and BPEL, and some of 

those rules aren’t relevant to business process modeling, e.g., a mapping 

between an entity rarely used in BPMN and its correspondence in BPEL, 

making its translation effort not too much relevant for the context of this work. 

Ouyang (OUYANG, DUMAS, et al., 2006) work doesn’t take into account 

non-functional requirements while translating BPMN, but Menzel’s (MENZEL, 

THOMAS e MEINEL, 2009), in turn, proposes an approach to describe security 

requirements during business process modeling. These security requirements 

are later mapped into platform independent security enforcements. 

Additionally, new standards are being proposed to describe and/or 

execute business process: XPDL (XML Process Definition Language) (WFMC, 

2008), ebXML (Electronic Business using eXtensible Markup Language) 

(OASIS, 2001), among others. There is an effort to make these two new de 

facto patterns. 

1.4. Objectives 

This work proposes an extensible modeling-to-execution translation 

framework, allowing the translation of a business process into an execution 

language, provided that the transformation rules are specified for both 

languages. This framework is proposed as a part of the Sec-MoSC solution 

(Security for Model-Oriented Service Composition) (SOUZA, SILVA, et al., 

2009), that will be introduced along this work, on Chapter 3. 

There are many arguments to convince the use of a translator between 

modeling and execution, such as: reuse, extensibility, readability, transparency 

of technology, platform independence, and so on; however, the argument taken 

as main motivation for this work is to take benefit of main features of each 

language while using it, without necessary having to incur with the cons, such 

as having to ignore aspects of the language and lose representation or 

reimplement some functionality not present in the original language. 
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In a more clear way, once BPMN was designed initially to describe 

processes graphically and has little or almost no execution support, and BPEL 

has well structured decision blocks, (so, very similar to a programming 

language), but poor modeling expressivity, doesn’t fit well using BPMN as an 

execution language and/or BPEL as a modeling one. 

1.5. Document structure 

In addition to this introductory chapter, the current work has other six 

chapters structured as following: 

 Chapter 2 gives all background information and basic concepts 

needed to understanding this work, such as Service Oriented 

Architecture, web services technologies (WSDL, SOAP, UDDI), 

service composition, service security and model transformations; 

 Chapter 3 introduces Sec-MoSC Methodology, giving the context 

where the proposal is contained and some other useful concepts 

utilized in this work; 

 Chapter 4 presents the proposal itself, describing both the 

framework for translation from business process into executable 

ones and the extended BPMN-to-BPEL translation considering 

security requirements; 

 The case study is shown on Chapter 5, being responsible for the 

validation of the proposal; 

 On Chapter 6, related work are discussed and analyzed; and 

 At last, the Chapter 7 is responsible for this work’s concluding 

remarks, as well emphasizing the contributions, limitations and 

future works. 
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2. Basic concepts 

This chapter introduces basic concepts and technologies needed to 

understand the rest of this work. This chapter starts with a brief overview about 

SOA (Service Oriented Architecture) and related technologies and 

implementations, such as Web Services and Service Composition. After this, 

the basics of security service are presented. Model transformation and its 

corresponding topics (validation, parsing and translation) conclude this chapter 

of basic concepts. 

2.1. SOA 

A growing number of organizations have implemented information 

systems in its various departments, and these systems are going beyond the 

company limits. The challenge that arises in this context is to find a solution that 

is extensible, flexible and is compatible with existing systems. Replacing the 

legacy systems in order to enable incorporation of new technologies and 

requirements can bring risks to the application normal functioning, and generally 

has a high cost associated. 

SOA (Service-Oriented Architecture) (PAPAZOGLOU e HEUVEL, 2007) 

is a style of software architecture based on principles of distributed computing, 

where the functionality implemented by the applications should be available in 

the form of services. This architecture allows developers to overcome many 

challenges of distributed computing in organizations, including application 

integration, transaction management and security policies. 

The atomic unit of SOA is the service, and systems operate through a 

collection of independent services, where they can interact with several other 

services to perform certain tasks. One of the main points of this technology is 

the reuse of services previously implemented and tested, reducing the total 

project time, costs and reducing risks in development and maintenance. 

Building SOA-based systems differs significantly from traditional 

development methods, such as those based on object-oriented or functional 

programming. The use of services can seem deceptively simple at first glance, 
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but there are some additional tasks, such as: analyzing of the application's 

functionality, designing composite services through compatible primitive 

services (services that have the same functionality can present different 

interfaces), modeling the composition in such way that it reproduces the desired 

business rules and manage changes made to services provided by third parties 

(external providers). 

Making a service discoverable and consequently, able to be used by a 

consumer, SOA defines the idea of service broker. If a service provider wishes 

to offer its services for use by consumers, it must register them later with the 

broker (repository) where consumers can search for the desired service and 

use it as needed. Figure 2.1 illustrates how the relationship between the broker, 

provider and service consumer happens. 

 

Figure 2.1 – Relationship between service broker, provider and consumer 

In this figure is shown that not only the three main actors of SOA 

(customer, provider and procurer) are detailed, but also their relationships. 

Initially, the provider registers the service in a broker, which is responsible for 

storing the names of services and their respective locations. After this 

registration, the customer contacts the broker to ask for information, more 

specifically, about the address of a provider for a specific service. In possession 

of this information, the client accesses the server in order to perform the desired 

operation. 
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Even SOA not being directly related to any technology, it is most often 

implemented through Web Services, and these Web Services must be used 

according to the concepts defined by SOA: 

 Self-described interfaces: the services are consumed and used, 

through their interfaces. The service interface defines a set of 

public operations along with their signatures, and is separated 

from implementation, self-descriptive and platform-independent; 

 Exchanging messages: operations are defined as a set of 

messages. They specify the data exchanged between participants 

and describes it independently of language and operating system 

using XML (BRAY, PAOLI, et al., 2008); 

 Synchronous and Asynchronous Communication: the 

exchange of messages is accomplished via a transport protocol 

such SOAP. Consumers can invoke operations in synchronous 

mode, where the client blocks until receives a response, or 

asynchronous mode, where the client invokes the service without 

blocking (and if it needs a response, must provide a callback 

operation in its interface to receive it); 

 Loose coupling: It is achieved through the use of self-described 

interfaces, data exchange and structured support for synchronous 

and asynchronous communication. Makes possible that changes 

in other services that depend on a particular service do not have 

great impact on this one; 

 Services registry: Information about the services are kept stored 

in a repository, seeking the purposes of automation and 

simplification of search. This way, service providers register their 

services and consumers, where appropriate, retrieve that services 

from that repository. UDDI (Universal Description, Discovery and 

Integration) (CLEMENT, HATELY, et al., 2004) is an example of 

service registry; and 
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 Quality of Services (QoS): Some quality attributes can be 

associated to services, such as security, reliability, management, 

transaction, availability, among others. In the context of Web 

Services, these attributes are described by WS-* standards 

(ROSENBERG e REMY, 2004), such as WS-Policy, WS-Security, 

WS-Federation, among others. 

The Web Services related technologies are presented in the following 

subsections. 

2.2. Web-Services Standards 

Many software systems need to interact with each other through a 

corporate network or the Internet. More traditional technologies such as RMI 

(Remote Method Invocation) (SUN MICROSYSTEMS INC., 2004) and CORBA 

(Common Object Request Broker Architecture) (OMG, 2008) provide facilities 

for this interaction between applications, but the large number of different 

programming languages and numerous security mechanisms appear as the 

main difficulties of their use by organizations. 

The use of Web Services enables the development of complex 

applications where heterogeneous systems, developed on different platforms, 

for example, Microsoft.NET and J2EE, are capable to interact through standard 

Internet protocols, allowing it to interact in new and legacy applications on local 

networks or the Internet. 

For Web Services achieve the desired transparency and interoperability, 

it is essential to use standardized technologies and usable on the Internet. The 

data presentation and packaging of messages exchanged between clients and 

Web services are done in XML (Extensible Markup Language) . 

The SOAP (Simple Object Access Protocol)(W3C, 2007), which is based 

on XML, specifies the rules for using XML to marshal services messages. After 

packaging, the SOAP message uses protocols such as HTTP (Hypertext 

Transfer Protocol), TCP (Transmission Control Protocol) or SMTP (Simple Mail 

Transfer Protocol) as transport mechanism. 
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SOAP enables synchronous and asynchronous interaction over the 

Internet, specified as a set of information in XML. SOAP messages are 

composed of a header that contains information pertinent to the communication 

protocol, not visible to the application, and its body containing the data input, 

output and fault, usually referred as SOAP Envelope. 

The interface definition of a Web service is made using WSDL (Web 

Services Description Language) (W3C, 2001), also an XML-based language, 

that describe the services, specifies how they should be accessed and which 

operations and methods available. WSDL describes a service interface that 

serves as a contract between the provider and service consumer. 

Before a service can be used, its interface described in WSDL should be 

made available to the consumer. Many providers of Web services normally 

provide the WSDL through the Internet or deliver it directly to consumers 

interested in the service. However, this information may be provided in a service 

broker such as UDDI (Universal Description Discovery & Integration) 

(CLEMENT, HATELY, et al., 2004). UDDI defines a set of services supporting 

the description and discovery of services by organizations. 

2.3. Web Services Composition 

Reuse is one of the main ideas defined by the SOA, where complex 

systems can be developed using basic ones. In this context, appears the 

service composition, enabling the creation of new services by putting together 

other services. 

As an example of services composition, we can cite a currency converter 

that has as requirement the conversion between U.S. Dollars to Euro. 

Considering that converters between U.S. Dollars to Brazilian Real and 

Brazilian Real to Euro already exist, then a composition could be created using 

these two converters to achieve the desired functionality. 

The basic types of compositions are shown in Figure 2.2 below: 
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Figure 2.2 – Types of services compositions 

The first type is the iterative composition (a), where a service runs 

several times using its own output as input. The second type is the sequential 

composition (b), where a service S1 runs, finishes running, and then the service 

S2 is invoked, using the result of S1 as input. When the use of a service 

depends on some condition, the composition is defined as a choice composition 

(c). The choice operator, denoted by C, is responsible for assessing the 

condition that defines what service have to be used, or if appropriate, randomly 

chooses one of them. Finally, we have the parallel composition (d), where the 

parallelism operator (P) runs two or more services at the same time 

concurrently. 

The fact that a service composition is also a service is one of the most 

important properties of a composition. This allows a gradual and iterative 

development, and facilitates the testing of smaller modules, ensuring that they 

work well before integrating them with the rest of the system. 

Although there is no standard that specifies a composition of Web 

services, what has been done towards this aim is to describe the compositions 

in the form of business processes, mainly using the WS-BPEL standard, 

presented in the next subsection. 
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2.3.1. WS-BPEL 

The Web Services Business Process Execution Language (OASIS, 

2007), or simply WS-BPEL, is a notation used for describing business 

processes, as well to describe the relationship between Web Services 

participating in a services composition. WS-BPEL has some similarities with 

existing programming languages, once it offers certain types of constructions 

such as loop structures, conditional structures, declaration of variables and 

variable assignments. This fact allows that the business process can be 

described algorithmically, and thus, executed in an orchestration engine. An 

orchestration engine is a kind of tool responsible for coordinating invocations 

between web services, among other responsibilities. 

A composition of services specified in WS-BPEL is seen as a service, 

that means, who uses a business process defined in WS-BPEL has no idea that 

actually he or she can be using several services to perform a given operation. 

Once it’s defined as a Web Service, the composition naturally has an interface 

described in WSDL, exchanges messages with other Web services through 

SOAP standard and may be registered in a UDDI repository to be found by 

potential service consumers. 

The most important property of WS-BPEL is related to the invocation of 

Web Services, because WS-BPEL allows that Web service operations can be 

invoked synchronously or asynchronously, just by using simple XML constructs. 

These operations can be invoked sequentially or in parallel, and the most 

important features of WS-BPEL are described below: 

 Description the logic of business processes through the service 

composition; 

 Treatment of operations invocations in a synchronous mode or in a 

asynchronous mode;  

 Invocation of services sequentially or in parallel; 

 Provision of mechanisms for handling errors during the invocation of 

services; 
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 Maintenance of long-duration activities (transactions) and the ability to 

rollback that transactions if needed; 

 Possibility of restarting a composition that was interrupted or 

presented some error; and 

 Scheduling of the execution of activities and definition of the order in 

which they will run. 

In a typical scenario of WS-BPEL, a business process receives a 

request, and to process it, the composition invokes its Web services and at last, 

responds to the client that originated the request. 

The communication of a composition with other Web services is strongly 

linked with the WSDL description of each service. These relations are called 

partner links. The main elements of a composition in WS-BPEL are described in 

Table 2.1 below: 

Table 2.1 – Description of main WS-BPEL elements 

Element name Description 

import Used to import the WSDL of all Web services 

involved in the composition 

partnerLinks Contains a collection of child elements 

partnerLink that informs the server location of 

where the Web Services are available. Each 

element partnerLink represents a Web Service, 

also called a partner 

variables Used to store the messages exchanged between 

the WS-BPEL process and the partners, or to keep 

some information during the execution of process; 

acts as a variable in most programming languages 

sequence Used to define a set of activities that will be 

invoked sequentially 

Flow Used to define a set of activities that can be 

invoked in parallel 
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Receive Waits the client invocation to the business process 

through a message sent. It is the entry point of the 

composition, i.e., is related to the operation which 

was defined in the WSDL of the composition 

invoke Represents the invocation of an operation on a 

partner Web Service 

assign Used for the attribution of values to variables; 

those values can be static, i.e., independent of 

invocation of partners, or dynamic, where values of 

variables are copied from one to another 

reply Used to send the response to an operation invoked 

synchronously. 

 

In Figure 2.3, a simple WS-BPEL is shown, describing the Loan Approval 

process presented in (JURIC, MATHEW e POORNACHANDRA, 2006). This 

process receives a credit information message, and, based on the loan amount, 

the process sends the message to an assessor and/or an approver whose jobs 

are to approve or reject the loan. The assessor and the approver are 

represented here by invocations of partners. 
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Figure 2.3 – Loan Approval Process 

The treatment of failures or errors that occur during the execution of the 

composition is done by an <faultHandlers> element (actually not appearing 

on this example). Such errors can be caused by some communication problem 

or even by the business logic of the composition itself. 

 

2.4. Security in Web Services 

According to Coulouris (COULOURIS, DOLLIMORE e KINDBERG, 

2007), "there is a widespread need for measures to ensure privacy, integrity 

and resource availability in distributed systems", and with Web Services is not 

different. The SOAP messages exchanged between Web services can pass 

through untrusted or even unknown network points until it reaches their 

destination. Therefore, is not sufficient to apply security only to the transport 
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layer, but instead of this, it must be applied in the own message (ONYSZKO, 

2002). 

Figure 2.4 shows a client invoking a Web Service (Composition 1). This 

Web Service (Composition 1) in turn, invokes two other Web services (Web 

Service and Composition 2) and all these invocations are done without the 

client being aware what is actually happening. In this exchange of messages, 

confidential data can be accessed by eavesdroppers, compromising 

confidentiality, or even suffer malicious attacks that could compromise the 

integrity and availability of such data. 

 

Figure 2.4 – Invocation between two web services composition 

With this exposure of Web services and the exchange of information with 

other services, the Web services may suffer various kinds of threats. 

Mechanisms such as encryption and authentication are very important to 

ensure integrity and confidentiality, both the data and to the Web Service itself. 

SOAP messages used by Web services can be protected by WS-

Security (ATKINSON, DELLA-LIBERA, et al., 2002). WS-Security extends the 

SOAP standard to include security mechanisms that can be used to build 

secure Web Services and to keep the integrity and confidentiality of messages 

(OASIS, 2006). 
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The WS-Security specification is designed to be used with a variety of 

security models, including PKI (KUMAR, PRAJAPATI, et al., 2010), Kerberos 

(COULOURIS, DOLLIMORE e KINDBERG, 2007) and SSL (OPPLIGER, 2009), 

encryption technologies, security tokens (LAVARACK e COETZEE, 2010) and 

timestamps within an element in the SOAP message header called Security. 

The elements present in Security are: 

 UsernameToken: Used to load user authentication information, 

such as user name and password; 

 BinarySecurityToken: Contains information that does not fit into 

the XML format and require a special type of encryption (such as 

X.509, for example); 

 SecurityTokenReference: Used as a security token when the 

certificate information are located elsewhere; 

 Signature: Contains information about a digital signature; 

 KeyInfo: Specifies the key used to encrypt the message; 

 ReferenceList: Used to identify which parts of the message are 

encrypted; and 

 EncryptedData: Used to indicate the message parts that are 

encrypted. 

This specification allows multiple signatures and signature formats in 

different parts of a message and both the message body and header can be 

encrypted. This permits a SOAP message traverses multiple paths, passing 

through different users, and each one won’t be able to have unauthorized 

access to information, thereby providing a better degree of security. 

2.5. Transformations 

After introducing basic concepts of security, Web service and service 

composition, we now concentrate on describing basic facts related to 

transformation of business processes. Transformation is a concept highly 
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diffused in diverse fields of science, such as mathematics, chemistry, biology, 

and computing. Even inside the Computer Science, there are different 

definitions of transformations. For example, program transformation, data 

transformation, and model transformation. For the scope of this work, we are 

interested just in the last one. 

Models are the core of the Model Driven Architecture (MDA) (OMG, 

2003), and this approach consists of a conceptual framework for software 

development. The model describes concrete or abstract entities and is closely 

related to the context which it is part of. 

MDA separates specific key models of systems and proposes a 

consistent structure to these models, presenting three different types of models: 

Computation Independent Model (CIM), Platform Independent Model (PIM) and 

Platform Specific Model (PSM). 

 Computation Independent Model (CIM): this type of model 

considers the system from a computational independent 

viewpoint. In other words, the modeling of this model cannot 

consider computational configurations or constraints. The main 

objective of this model is to use expressions and concepts that are 

familiar to the business experts. 

 Platform Independent Model (PIM): in this model type, the 

system should be described without referencing any specific 

platform (e.g., operational system and orchestration engine). This 

type of model has more specific notations than the CIM, but it 

does not provide specific details to execute the requirements in a 

specific platform. Requirements engineers and programmers can 

use this file to discuss about implementation strategies. This 

model contains components and functions, and also describes the 

interaction between them. Using this model as a basis, various 

specific configurations can be generated for diverse platforms. 

 Platform Specific Model (PSM): this type of MDA model is 

generated based on the previous platform independent model; 
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when the target platform is chosen, it is inserted specific 

configurations directly related to the system execution considering 

the chosen platform. In practice, a PSM combines the 

specifications in the PIM with the details that specify how that 

system uses a particular platform type. It is important to highlight 

that a PSM model may not have all necessary details to produce 

an executable configuration file to be used directly in the chosen 

platform. 

One of the main benefits of adopting the MDA in software development, 

especially for systems involving safety, is that you can use practice enough 

known and well-defined security model by creating a reusable creating security 

policies that can be updated consistently without minimal manual intervention). 

2.6. Concluding remarks 

This chapter introduced basic concepts used in this dissertation. Initially, 

we presented a brief overview about SOA, Web Services and Service 

Composition. After this, the basics of service security related to web services 

were shown. Lastly, model transformation and the corresponding topics directly 

related to this work concluded this chapter of basic concepts. 
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3. Sec-MoSC Methodology 

This chapter presents the Sec-MoSC methodology, where this 

dissertation scope came from and whose understanding is crucial to proposal 

evaluation. Divided in three sections, this chapter initially presents some 

formalism used as basis for this methodology, followed by the methodology 

itself and finishes with the Sec-MoSC architecture explanation. 

3.1. Overview 

Modeling and guarantee of security requirements are important 

challenges in service composition, because commonly the logic of a service 

composition is specified through a business process by a business expert, and 

then transformed into executable code, such as WS-BPEL. The explicit 

treatment of security requirements in this context remains a challenge for many 

reasons: variety of knowledge about the security of people involved in defining 

the business process; lack of a clear definition of security requirements for the 

definition of the business process; absence or complexity of notation for 

expressing security requirements; complexity in mapping these requirements in 

security mechanisms, and finally, the possibility of runtime guarantees of these 

requirements. 

The methodology Sec-MoSC (SOUZA, SILVA, et al., 2009) was created 

with clear objective of overcoming those challenges. Its main capabilities 

include: to incorporate security requirements during business process definition; 

to translate automatically business processes into executable code along with 

security requirements; to translate security requirements into security 

mechanisms, and to support implementation of these requirements in the 

execution environment of service composition. 

The proposed methodology consists of a set of tools including a BPMN 

editor with security extensions, a translator of models to transform the 

annotated BPMN into WS-BPEL code with security mechanisms, and an 

auxiliary engine, called Sec-MoSC Engine, whose objective is to work alongside 

the existing orchestration engines to support and guarantee security 
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mechanisms. As mentioned earlier, the Sec-MoSC Translator is the object of 

study of this work. 

The standard BPMN (Business Process Modeling Notation) (OMG, 2009) 

provides a notation that is easily understood by business experts. For modeling 

a business process, BPMN offers a set of graphics abstractions for expressing 

business processes. The adoption of BPMN by the Sec-MoSC methodology 

was because of the fact that it is widely accepted and widespread, and also has 

good support in existing tools for modeling business process. 

3.2. NF-* abstractions 

In order to express security requirements, the work of Rosa (ROSA, 

2001) was extended. It defines the set of abstractions NF-Attribute, NF-

Statement, and NF-Action systematically to model non-functional requirements. 

Figure 3.1 shows the graphical notation used to represent these abstractions: 
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Figure 3.1 – NF-* Security Abstractions 

• NF-Attribute: defines a non-functional feature that can be measured 

precisely, for example, performance, or non-functional features that can't be 

quantified, but can be defined as a requirement in the software at certain level, 

like security. Moreover, NF-Attributes can be primitive or composite (composed 

by one or more primitive NF-Attributes); 

• NF-Actions: models any aspects of software that affects a NF-Attribute. 

Aspects of software mean design patterns, algorithms, data structures and so 

on, while the hardware features are related to the resources available to the 

operating system software. Encrypting data is an example of NF-Action; and 

  

 

Encryption 
Type

Asymmetric 

 

Low Medium 

 

High 

 



 

 
22 

• NF-Statement: It is a high level of restriction often described in terms of 

levels (high, medium, low, custom) set in the NF-Attributes. In practice, an NF-

Statement implies the sets of NF-Actions to perform a specific task. 

It was defined a set of NF-Attribute primitives (Audit, Authentication, 

Authorization, Availability, Confidentiality, Integrity, Non-Repudiation of Origin) 

and a set of NF-Actions that can be used to affect these NF-Attributes in Sec-

MoSC Methodology, as shown in Table 3.1. 

Table 3.1 – Relationship between NF-Attributes and NF-Actions 

NF-Attribute NF-Action (s) 

Access Control 
UseAccessControl 

RestrictAccess 

Authentication 
UseAuthentication 

UseDigitalSignatures 

Confidentiality 
UseCryptography 

UseAutentication 

Data Retention DeleteInformation 

Data Sharing 

Restriction 

ClassifyInformation 

Integrity CheckDataIntegrity 

Monitoring Log 

Service Certification CertifyServiceBehavior 

 

It is important to note that in Table 3.1 is shown only a set of NF-

Attributes and Actions, since the Sec-MoSC approach allows a security expert 

to add, edit or remove any NF-Actions associated to any NF-Attribute. 

3.3. Methodology 

The Sec-MoSC Methodology, shown in Figure 3.2, has as objective the 

incorporation of security requirements from business process modeling to 

execution of the composition and realization of security requirements. 
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The methodology can be divided into three basic steps: modeling, 

translation and execution. 

In the model, initially a business specialist makes the initial definition of 

business process, then a security expert, using the abstractions shown in 

Section 3.2, insert security requirements in the process. After this step, it is 

necessary to include information about which services (Web Services) will 

perform the tasks previous modeled using BPMN. Services are selected from a 

repository, where only services meeting the requirements model can be used. 

Steps 4, 5, 6 and 7 refer to the enrichment of the model to allow the automatic 

translation of BPMN to WS-BPEL, whose focus is described in the next chapter 

of this work. The output of this step is a process with BPMN annotations and 

security services. 

 

Figure 3.2 – Sec-MoSC Methodology 

During the translation phase are generated, using a intermediate and 

orquestration engine-independent notation, generic representations of the 

executable composition (generic WS-BPEL), in addition to a services 

information descriptor and a non-functional requirements file. 
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The execution phase takes as input artifacts provided by the translation 

phase for generating executable code in WS-BPEL composition specific to an 

orchestration engine and configuration files to provide security, both when the 

engine provides or not support for security mechanisms and/or NF-Actions. 

3.4. Architecture 

Figure 3.3 shows the general architecture of an environment that 

supports the methodology Sec-MoSC. The solution includes a security 

extension for a BPMN editor, called Sec-MoSC Editor, a set of repositories 

(Security, Logging and Service), the Sec-MoSC Translator and the Sec-MoSC 

Engine. 
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Figure 3.3 – Sec-MoSC Architecture 

The Sec-MoSC Editor is a tool used to provide support in development 

time for business process modeling using BPMN notation standard with 

extensions for security and service. The Sec-MoSC Translator is responsible for 

making the mapping of annotated BPMN model to WS-BPEL, and other XML 

files, such as the services information descriptor and the non-functional 

requirements file; those files are independent of engine or orchestration security 

mechanisms. The Security and Service repositories store information about 

registered services and NF-Actions supported, while the Log repository stores 

information about the composition execution. Finally, Sec-MoSC Engine 
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represents the execution and has two main roles: to generate specific WS-

BPEL and configuration files for an orchestration engine, and, along with the 

orchestration engine, to execute the composition and to ensure the non-

functional requirements are being obeyed. 

3.5. Concluding remarks 

This chapter gave a brief overview about Sec-MoSC methodology, a 

model based approach to incorporate security requirements into service 

composition, from modeling to execution. Its importance on this work’s 

understanding comes from the fact that this work is part of one of steps of the 

methodology. 
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4. Sec-MoSC Translation Framework 

This chapter presents the proposal of this work. It initiates by presenting 

an overview of the contributions, as well as an explanation about the context 

where they are merged inside the Sec-MoSC Methodology, previously 

presented. Next, the requirements associated to the proposal are listed, and, 

after this, comes the architecture of the solution. Next, it presents details about 

the proposed framework, with some diagrams describing relationships between 

the classes defined to solve the problem. Following the project subsection, the 

technical details, code-related patterns and issues found while developing the 

framework are presented on the implementation section. 

4.1. Overview  

As mentioned previously in Chapter 1, this work is about a translation 

framework for SOA, presented as a subset of a solution called Sec-MoSC. 

Initially, this work consisted only of the incorporation of non-functional 

annotations into a very specific translation case: BPMN-BPEL. However, this 

idea has been shown generic enough to be extended to other concepts, so 

called “translation artifacts”, as they are detailed in the rest of this chapter. 

The Sec-MoSC Translation Framework is an important part of the 

solution for reducing the gap between modeling artifacts and execution (SILVA, 

SOUZA, et al., 2009). It takes as input a business process model (possibly 

annotated with non-functional requirements), and gives as output the 

corresponding execution artifacts, translated directly from the BPM provided as 

input. In the particular case of Sec-MoSC, the modeling notation and the 

corresponding execution language are respectively, BPMN and WS-BPEL. 

These languages were chosen by their large usage and acceptability on several 

enterprises, with a lot of good knowledge base and community support as extra 

points in favor of this choice. 

The BPMN models are created in another tool of the Sec-MoSC solution, 

the Sec-MoSC Editor (SOUZA, SILVA, et al., 2009). This Editor creates security 

annotations based on information provided by different kinds of users (e.g.: 
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business experts, security analysts, and so on), and invokes the Sec-MoSC 

Translator, responsible for translating the annotated BPMN diagram into three 

different artifacts: a generic WS-BPEL file, a service information file and a non-

functional requirements file. These files are used by a third tool, called Sec-

MoSC Auxiliary Engine, responsible for generating real executable WS-BPEL 

code, and resolving and enforcing security requirements for each actual 

orchestration engine that is running under this environment (e.g. Apache ODE 

(APACHE SOFTWARE FOUNDATION, 2009) with Rampart (APACHE 

SOFTWARE FOUNDATION, 2009), JBoss with interceptors (JBOSS 

COMMUNITY, 2010)). More information about Sec-MoSC as a whole can be 

seen on (DAMASCENO, SOUZA, et al., 2009), (SOUZA, SILVA, et al., 

2009),(SOUZA, SILVA, et al., 2009) and (SILVA, SOUZA, et al., 2009). 

 

4.2. Requirements 

 

From Figure 3.3, and enforced by the restrictions imposed by the Sec-

MoSC Architecture, it is possible to enumerate some important features of the 

Sec-MoSC Translator Framework. Firstly, because of the dynamicity that is 

characteristic of SOA architecture, this framework must be easily extensible, 

once new standards for modeling and/or executing business process may arise 

at anytime. Secondly, the translation strategy should not have human 

intervention in any of its steps. This is a very important characteristic when you 

consider automatic and evolutive service composition, so, for example, extra 

annotation on the modeling phases should be supplied for supporting 

executable code to be generated, if needed. Thirdly, a user creating a business 

process model certainly would like to be aware of errors occurred during 

translation process, raising from bad modeling and/or missing information 

provided. Fourthly, the Sec-SC Translator Framework must have support to 

translate non-functional requirements defined during modeling; it is needed 

when a user wants to express its security intention into a real action to be taken 

at runtime. Fifthly, all artifacts generated by translator must conform to a 

standard previously defined and known to involved entities with the objective of 
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integration with other tools and even reuse. At last, also because of SOA 

context where the translator is contained, the framework must be made 

available as a service, making its integration with other tools easier and 

transparent.  

Using these general features described above, the functional 

requirements identified for the tool are listed in Table 4.1: 

Table 4.1 – Sec-MoSC Translator Functional Requirements 

Requeriment Description 

FR01 The tool must be provided as a service, to enable integration 

with the Sec-MoSC tool, such as Editor and Auxiliary Engine, or 

even others 

FR02 The framework must offer an intuitive and extensive way of 

generating new translation artifacts, according to new standards 

and/or improvements on old ones 

FR03 The translation process must be divided into different phases, 

taking benefit of layered software development characteristics, 

such as well-defined modules, each one with clear objectives, 

for example 

FR04 The translation process must be made available as a service, 

and all information used to generate new artifacts have to be: 

(1) provided, as input (2) inferred by other information provided 

FR05 The framework must provide specific and user-friendly 

messages, detected in a model validation phase, with objective 

of supporting a modeling user in its design process 

FR06 The tool must have support to translate non-functional 

requirements in a structured form. 

FR07 The tool must provide, always as possible, strategy to reuse 

previously defined translation artifacts for a standard, when 

creating new artifacts for similar standards. 

FR08 The framework must provide some translation artifacts, for 

purposes of validation of its extensibility and also for serving as 

examples for new translators 
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Considering specifically the purposed BPMN-BPEL translation artifact as 

starting point, three further functional requirements can be listed exclusively for 

this purpose, as shown in Table 4.2. 

Table 4.2 – BPMN-BPEL Translation Artifact Functional Requirements 

Requirement Description 

FR09 The translation artifact must understand BPMN code created 
by Sec-MoSC Editor enriched with non-functional and service 
annotations. 

FR10 At least the BPMN entities necessary for describing service 
compositions must be supported on the translation process  

FR11 The generated WS-BPEL, while not “really” executable at an 
orchestration engine, must be constructed in such way that it is 
easier to do specific code generation by the auxiliary engine, 
provided that service information and non-functional models 
are also generated. 

 

4.3. The Translation Process Phases 

The Sec-MoSC Translation Framework uses a process to define the 

steps that must be followed when translating from one language to another. 

Moreover, new translation artifacts must provide modules to realize each one of 

those phases. The phases of the translation process are shown on Figure 4.1. 
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Figure 4.1 – Sec-MoSC Translation Framework Process Phases 

There are three phases in the process, as following: 

 Parsing – Responsible for converting the Input File into an 

Intermediate Source Model Classes; 

 Translation – Makes the translation itself, receiving as input the 

Intermediate Source Model Classes generated by the previous 

phase. This translation is made between intermediate model 

representations; a good argument in favor of the choice for an 

intermediate translation is the independence of the source/target 

file formats; and 
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 Serialization – Receives the Intermediate Target Model Classes 

and converts it back to the desired file format (Output File). 

More information about how the translation process is used on the 

Framework is presented on the next section, containing the first case of a 

translation service as well. 

4.4. Architecture 

In order to implement the aforementioned requirements, an architecture 

must be proposed, and in this section is presented the proposed architecture for 

the Sec MoSC Translation Framework. Figure 4.2 show this architecture, 

divided conceptually into the following modules: 

 

Figure 4.2 – Sec-MoSC Translation Framework Architecture 

 Service Interface: this module was created to serve as the contract of 

use of the framework [FR01]. It consists of a web service with all 

functionalities of the proposal exposed [FR04]; 

 Dispatcher: contains the logic of the translation process for a specific 

translation artifact, also responsible to delegate actions to each phase 

module [FR02] [FR03]; 
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 Parser: responsible for the parsing phase of the translation process, 

getting the model described in XML schema and converting it on 

instances of corresponding classes of the chosen programming language 

[FR07] [FR06]; 

 Translator: it is the core of translation itself, converting between 

instances of modeling and execution classes, respectively [FR09] [FR07] 

[FR10] [FR06]; and 

 Serializer: this module is responsible for converting instances of 

execution classes into target XML schema of the execution language, 

while in the last phase of translation process (serialization phase) 

[FR11]. 

Initially, the Service Interface receives the user-provided business 

process model, and passes to the Dispatcher module. It takes this modeling 

artifact and the desired target execution language as input, and intermediates 

all phases of the translation process, invoking the responsible modules. First 

phase is the parsing, where the modeling file is provided to the Parser Module 

as input, and it converts the file into modeling classes of the chosen 

programming language. Those modeling classes are used by the Translator 

Module, to generate the execution classes, and it is on this step that the real 

translation is performed. Those execution classes are then used by the 

Serializer to generate the XML representation of this execution language; each 

module has some internal validation, being responsible for the semantic and 

syntactic analysis of the involved artifacts (XML files, classes of modeling and 

execution), also informing if some error has raised [FR05]. After the whole 

process, the dispatcher module sends the results to the requester through the 

service interface. 

When considering the second part of the proposal (the BPMN-to-BPEL 

translator with security annotations), the architecture shown in Figure 3.3 shows 

its benefits with regards to reuse, once the already explained Sec-MoSC 

Auxiliary Engine needs three different artifacts, and only the annotated BPMN is 

provided to the translator. Figure 4.3 shows this approach [FR09] [FR10] 

[FR11]. 
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Figure 4.3 – BPMN-BPEL Translation Artifacts 

4.5. Project 

This section presents details about how the proposed architecture was 

realised. Because of the Sec-MoSC context and also because of the [FR 01] 

requirement, the framework should be made available as a service, as well as 

its interaction with other Sec-MoSC modules as shown in Figure 3.3. 
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Using the proposed architecture as basis, the project was divided into 

packages, with purposes of modularity and better code readability, and whose 

relationships can be seen in Figure 4.4. The following subsections provide 

details for each one of those packages. 

 

Figure 4.4 – Sec-MoSC Translator Package Relationships 

4.5.1. Model 

This package contains all model classes used by the translation process 

phases to describe entities in the various different standards that the 

Translation Artifacts registered in the repository are able to handle. 
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Most of those classes are divided into their specific subpackages, for 

purposes of organization, and also because some standards have a large 

number of entities in these specification, many names colliding with entities in 

other standards (i.e., Process in BPMN and Process in WS-BPEL) that does not 

represent exactly the same information. 

There are four subpackages of model package, as following: 

 BPMN: contains all classes of the BPMN specification, with the 

most important classes related to this scope of modeling of 

business process detailed in Table 4.3. 

Table 4.3 – BPMN Model Classes 

Class Description 

BusinessProcessDiagram Represents the root element in the 
BPMN specification 

Process Contains the representation of a 
Process in BPMN 

TaskReceive Represents the reception of a 
message sent by an external 
participant; 

TaskSend Describes the instant that the process 
will response to the invoker with a 
message; 

TaskService Contains information related to an 
external web service invocating, such 
as partner link or remote address 

GatewayExclusiveDataBased Represents a fork in the flow of the 
process, normally used when some 
decision must be taken based on 
condition(s) 

End Indicates the end of a path in the 
business process 

 

 BPEL – contains the classes of the WS-BPEL specification, used 

when representing an executable process. The main entities 

represented are listed in Table 4.4: 
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Table 4.4 – BPEL Model Classes 

Class Description 

Process It is the element of the WS-BPEL 
specification, and describes an 
executable business process in WS-
BPEL 

Sequence Represents a sequence of steps that 
have to be executed in a ordered way, 
one after other 

Receive Defines the entry point of a 
composition described in WS-BPEL, 
acting as the reception of the invoker’s 
messages 

Send Represents the response of the WS-
BPEL process to the client that 
invoked it’s execution in a 
synchronous way 

Invoke Allows the representation of a call to 
an external service by the WS-BPEL 
process 

If... Else Denotes a choice of alternative paths 
based in the process 

 

 NFR – Contains all classes that gives support to the 

representation of all non-functional requirements abstractions, as 

defined in (ROSA, 2001) and described in Table 4.5 

Table 4.5 – NFR Model Classes 

Class Description 

Statement A Statement represents a degree (high, medium, low, 
customized) of some non-functional requirement, 
denoted by a choice of specific Actions and values for 
its properties. 

Attribute Denotes an element that represents some 
characteristic of a non functional requirement, and 
contains a collection of Actions that realize that 
Attribute. 

Action Represents a realization of an Attribute, normally 
implementing it in the case of security 
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Property Subdivision of an Action that configures it properly. 

 

 SI – Contains all classes that gives support to detailed description 

of service usage inside a business process, such as web services 

and partner links. These classes are described in Table 4.6 

Table 4.6 – SI Model Classes 

Class Description 

ServiceInformation It’s the root class of this package; represents all 
service information contained in a process, such as 
the composition interface (input and output 
parameters), service descriptions and conditions 

CompositionInterface Denotes the input and output parameters for the 
composition, and have the following attributes: 
operation name, target namespace, process name 
and a list of input and output variables 

Variable Represents a single input or output variable, in a form 
of a name-type pair 

ServiceDescription Describes each service invoked by this composition, 
divided into WSDL information (name, namespace, 
URI, port name, port address) and business 
information, such as name, business type, partner 
link, organization and role 

Condition This element represents the conditional branches of 
the composition, normally represented in BPMN via 
gateways. It contains the related variable, and 
operator and the value that have to be evaluated 

AssignCopy Makes the binding of variables, assigning values from 
one variable to another 

 

4.5.2. Service 

The Sec-MoSC Framework was instantiated for use into the Sec-MoSC 

Architecture and made available as a web service. Hence, the package that 

represents the Service Interface is naturally chosen as the entry point of the 

system, in this case, the service package. 

This package comprises all service delimitations that compose the Sec-

MoSC Translator set of functionalities. The class TranslationService is 

responsible for receiving the source input file(s) and the desired target 
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transformation output (the choice of which output should be generated) and 

delegates it into the TranslationDispatcher class. This class takes these inputs 

to resolve that service class will be delegated to resolve how to translate from a 

source model to a target, and also to receive the response of the service after 

all the phases of the translation process are done. It is worth observing that all 

translation artifacts are stored in a repository located inside the 

TranslationArtifacts (see the Repositories on Figure 4.2) 

When a specific translation artifact is chosen, the appropriate subclass of 

the TranslationArtifact abstract class is instantiated. In the specific case of the 

BPMN-BPEL translation artifact, all classes generated for this artifact are shown 

in Table 4.7, where each one is described in its own package: 

Table 4.7 – BPMN-BPEL Translation Artifact Classes 

Class Description 

BPMNSecurityBPELArtifact Defines the BPMN XML file as input and the 
three XML files as outputs, respectively the 
WS-BPEL file, the Non Functional file and the 
Service Enrichment file 

EclipseSTPBPMNParser Parser for converting the annotated BPMN file 
generated by the Sec-MoSC Editor into BPMN 
objects 

 BPMN2BPELCoreTranslator Translator to convert BPMN objects into WS-
BPEL objects, through the appliance of several 
transformation rules 

BPMN2SICoreTranslator Takes the BPMN objects and extracts all 
service information from them, generating 
service information objects 

BPMN2NFRCodeTranslator Receives the already mentioned BPMN object 
and returns all non-functional requirements 
found on its annotations 

BPELSerializer, SISerializer 
and NFRSerializer 

All artifacts of type serializer takes as input the 
corresponding modeling objects and generates 
the appropriate output files for it, respectively, 
a WS-BPEL “skeleton” file, a service 
information descriptor and a non-functional 
requirements file. All these three files will be 
used later by the Auxiliary Engine to generate 
WS-BPEL executable files enriched with 
security measures to each specific 
orchestration engine, as described previously 
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on Section 3.3 

Modeling classes Many classes were created to represent the 
entities of each language involved, such as 
Task, Pool, DataObject for BPMN 
Specification or Invoke, Sequence, Reply, and 
so on for WS-BPEL. Once this list consists of a 
big amount of classes, (it is not necessary to 
describe all of them in here) does not make 
sense putting it here, there class diagrams on 
the appendix showing which modeling classes 
were created 

 

4.5.3. Parser 

This package contains classes of the first phase of the translation 

process: the parsing. There is an abstract class that receives the file as input 

and creates the corresponding modeling classes for that standard. The choice 

of using a parser from file to classes, instead of translating directly between two 

files is justified by the fact that if the file format changes, but the entities 

represented not, there is no need to change the translation mapping itself. 

Considering the BPMN2BPEL Artifact, the Eclipse STP BPMN Parser receives 

an XML file with pure BPMN elements and service / non-functional annotations 

and returns a Business Process Diagram as result, the root modeling class of 

the BPMN specification. 

4.5.4. Translator 

The Translator package contains the mapping between the modeling and 

execution models classes. It was defined a class which receives a modeling 

class instance and an indication of which execution language it will be 

translated to. This method returns as response the target class instance 

corresponding to that translation. It makes the mapping easier because of the 

fact that is a translation between instances of the defined classes, independent 

of the source or the target files structure. 

For the proposed BPMN2PBEL Translation Artifact, were created three 

different translators: BPMN2BPEL Translator, BPMN2SI Translator and 

BPMN2NFR Translator, to translate the annotated BPMN generated into, 
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respectively, the WS-BPEL classes, the service information classes and the 

Non-Functional Requirements classes 

4.5.5. Serializer 

All artifacts generated in the previous packages need to be serialized into 

the specific file formats. The package responsible for this is the Serializer 

package, and it also had defined an abstract class to achieve this. This class 

defines methods created with the purpose of generating XML files from the 

class instances translated in the previous phase of the Translation process. 

Considering specifically the BPMN2BPEL contribution, the three classes – 

BPEL Serializer, SI Serializer and NFR Serializer – that takes the translated 

specific model classes instances and creates files for each one. 

4.6. Implementation 

This section presents details on how the project described previously 

was implemented in the Sec-MoSC Translator Framework. The modules 

described in Figure 4.2 were implemented using the Java programming 

language on the Eclipse IDE (ECLIPSE, b). The tool was made available in 

form of a Spring Framework 2.5 Web Service, and the integration with the rest 

of the Sec-MoSC solution is done via these Spring facilities. 

4.6.1. Model 

The Model module contains all classes necessary for representing the 

XML standards used as input/output of a Translation Artifact as objects. These 

classes are used in all phases of the translation process, and represent, in vast 

majority, POJO’s (Plain Old Java Objects, i.e., they are quite simple). POJO 

objects just have get and set methods, and are objects that just carry data and 

holds information. 

Once the standards have a large number of classes to represent their 

entities (just as a real example, the BPMN package has 94 classes to represent 

Activities, Tasks, Events, Pools, and so on), it is almost unviable to create all 

modeling classes manually, so, some code-generation tool should be used. 
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 In this context, the Eclipse Modeling Framework Technology (EMFT) 

was used to create the Java classes for this module by using just modeling 

artifacts, like UML diagrams. In the context of this dissertation, an UML diagram 

model was defined for the NFR classes, and this diagram was used as input to 

a tool that creates all Java classes defined for that package. All those UML 

diagrams were created based on the related standard. 

4.6.2. Service 

The Service package is the entry point for the Translation Framework 

Web Service, and is responsible for executing all three phases of the translation 

process orderly. In Code 4.1 is shown the code for the BPMN-BPEL Translation 

Artifact service. 

Code 4.1 – BPMN-BPEL Service 

1 
  public TranslationOutput translate(TranslationInput input, Token 

token) throws AuthenticationException, TranslationException { 

2 
    BusinessProcessDiagram bpmn = new EclipseSTPBPMNParser() 

.parse(new ByteArrayInputStream(input.getModellingFile())); 

3  

4 
    NonFunctionalRequirements nfr = new BPMN2NFRTranslator() 

.translate(bpmn); 

5     ServiceInformation si = new BPMN2SITranslator() .translate(bpmn); 

6     Process bpel = new BPMN2BPELTranslator() .translate(bpmn); 

7  

8     TranslationOutput output = new TranslationOutput(); 

9      

10     ByteArrayOutputStream bpel_out = new ByteArrayOutputStream(); 

11     new BPELSerializer().serialize(bpel, bpel_out); 

12     output.setBpelFile(bpel_out.toByteArray()); 

13      

14     ByteArrayOutputStream nfr_out = new ByteArrayOutputStream(); 

15     new NFRSerializer().serialize(nfr, nfr_out); 

16     output.setSecurityFile(nfr_out.toByteArray()); 

17      

18     ByteArrayOutputStream si_out = new ByteArrayOutputStream(); 

19     new SISerializer().serialize(si, si_out); 

20     output.setServiceFile(si_out.toByteArray()); 

21      

22     return output; 

23   } 

The translate method (line 1) takes the annotated BPMN as input, and 

generates three files: generic WS-BPEL, generic service information and 



 

 
43 

generic non-functional requirements file, returning them as output (line 22). To 

perform this, the translation process is divided in three phases. 

In the first phase (Parsing), the annotated BPMN file is passed as 

parameter to the EclipseSTPBPMNParser, creating a BusinessProcessDiagram 

Java object (line 2). 

Now, begins the second phase, the Translation one. On this phase, three 

CoreTranslators are created (BPMN2BPELTranslator, BPMN2SITranslator and 

BPMN2NFRTranslator), and the aforementioned BPMN object is passed as 

parameter, to convert to the respective objects (lines 4-6). 

The third and last phase is the Serialization one, where the converted 

Java objects are serialized on their respective file formats. To perform the 

serialization, three Serializers are created (BPELSerializer, SISerializer and 

NFRSerializer) (lines 10-20). 

The implementation details for each phase are detailed in the next 

subsections. 

4.6.3. Parser 

As shown in Figure 4.1, Parsing is the first phase of the translation 

process, responsible for extracting all relevant information from input files and 

storing it on objects. All parsers must implement the Parser interface. The code 

of this interface is shown in Code 4.2. 

Code 4.2 – Parser Interface 

1 public interface Parser<T> { 

2    

3   T parse(InputStream instream) throws ParserException; 

4  

5 } 

It declares just one method, parse (line 3), that receives as parameter an 

InputStream object. This kind of object represents a stream of data, such as 

bytes from a file, a URL connection, a database connection, and so on. The 

method returns a generic type parameter as result, defined just when 

implementing this interface. 
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In fact, when considering the BPMN-BPEL Translation Artifact, the 

hardest part to implement in this work was the BPMNParser, because if its 

complexity and also because of the BPMN specification size. Makes no sense 

putting the entire source code here, once it has ~750 lines, so, it is better to 

explain it step-by-step. 

The EclipseSTPBPMNParser was created extending the Parser 

interface, receiving an annotated BPMN file generated by the Sec-MoSC Editor 

and returning a BusinessProcessDiagram object, the root element of the BPMN 

model package. 

The parse method code for the BPMN Parser is shown in Code 4.3, and 

contains the main ideas behind of this parsing. 

Code 4.3 – EclipseSTPBPMNParser parse method 

1 
public BusinessProcessDiagram parse(InputStream instream) throws 

ParserException { 

2 
  final BusinessProcessDiagram bpd = 

BPMN_FACTORY.createBusinessProcessDiagram(); 

3 
  final Document xml = 

XMLUtils.createDocumentFromInputStream(instream); 

4  

5   ... 

6  

7   final Element rootElement = xml.getRootElement(); 

8   readXMLDataRecursively(0, rootElement, bpd); 

9  

10 
  GraphicalElement rootVertexStartingPoint = getEntryPoint( 

this.possibleGraphicalElements.values()); 

11   createSequenceRecursively(rootElement, rootVertexStartingPoint); 

12  

13   final Process process = bpd.getPools().get(0).getProcessRef(); 

14   process.getGraphicalElements().add(rootVertexStartingPoint); 

15   populateNfActions(rootElement); 

16 
  process.getAssociations() 

.addAll(populateAssociations(rootElement)); 

17   updatePropertyIds(); 

18   return bpd; 

19 } 

The first step is to create an empty BusinessProcessDiagram object (line 

2), and just after this step, an XML Document is created from the provided 

InputStream object (line 3). Between lines 4 and 6 some steps were omitted, 

such as the creation of lots of empty lists to permit a recursive execution of the 

reading XML code to extract information from the XML (line 8). In this recursive 
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step, all information is already extracted; however they still are in a “raw” format 

that needs to be converted to each specific BusinessProcessDiagram attribute. 

This conversion starts in another recursive step, where the main flow is created 

(lines 10-11) and set on the Process attribute (lines 13-14). Following this, the 

non-functional requirements annotated with each BPMN element are set on the 

object (line 15). Next step is related to the associations present on the XML file. 

Associations are a type of linkage between two BPMN entities, such as a Data 

Objects and Tasks, for example (line 16). At last, the already-populated 

instance of the BusinessProcessDiagram class is returned as result (line 18). 

Other method that deserves a look is the createSequenceRecursively 

method, also present on the aforementioned class. This recursive method 

iterates through all elements created at the recursive reading step (Events, 

Gateways, DataObjects, Tasks, and so on) and puts them in an ordered tree, in 

such way that the root element is always the entry point of the BPMN Diagram 

and the deepest leaf node is an Empty End Event. 

The idea of depth is slightly modified (actually, it would be called “reverse 

depth”) to make the implementation possible: to the leaf nodes are given the 

minor number as possible as value for depth; if that leaf node is an Empty End 

Event, then its depth is set to zero, otherwise, it has an static value of -300 for 

depth. After this step, with all End Events as leafs, the recursion selects the 

items with depth 1 (i.e., the second-to-last node before an End Event), and so 

on. So, this way, those elements are then ordered in a decreasing order of their 

depths. 

Most of the elements needed for representing a service composition 

when modeling with BPMN was considered in the parser. The complete list of 

considered elements and its mapping are shown in Table 4.8: 

Table 4.8 – Mapping of BPMN XML Elements and Java Objects 

BPMN 

XML Element 

BPMN 

Java Class (es) 

Description 

BpmnDiagram BusinessProcessDiagram Represents the root element of 

the BPMN model classes 
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hierarchy; contains attributes 

such as name, version, author, 

language, creation date and 

pools 

pools Pool, Process, Entity In BPMN, a pool represents an 

interaction with a partner, 

normally when modeling a 

service composition just one 

pool is used; if there is more 

than one pool, exactly one of 

them have to be marked as 

the ‘main pool’ 

eAnnotations Property The annotations are the point 

of extensibility of the BPMN 

file, so, the service information 

and non-functional 

requirements are created 

based on those annotations 

NfAction Action See Table 4.5 

NfAttribute Attribute See Table 4.5 

DataObject DataObject Represents a variable 

association and all information 

related to the data that passes 

from one service invocation to 

another 

Task Task Element that can represent a 

service invocation 

(TaskService), an input 

(TaskReceive) or an output 

(TaskSend). Further 

information about the using of 

different task types can be 

seen on (DAMASCENO, 
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SOUZA, et al., 2009) 

EventStartEmpty Start Represents the entry point of 

the service composition 

EventEndEmpty End Represents the last step on 

the service composition 

GatewayData 

BasedExclusive 

GatewayExclusive 

DataBased 

Similar to an “switch” 

command from a general-

purpose programming 

language, it chooses exactly 

one path 

EventEndError End, EventDetailError Represents and unsuccessful 

termination of the service 

composition 

GroupNfAction List<Action> Groups one or more Actions 

for Non-Functional 

Requirements, as described in 

Table 4.5 

lanes Lane Lanes are subdivisions of the 

pools. Rarely are used in the 

context of services 

compositions 

associations Association, 

DirectionType 

Responsible for linking some 

types of artifacts (such 

DataObject) to Tasks 

 

4.6.4. Translator 

The Translation of the model classes into executable classes is done on 

the second phase of the translation process (see Figure XX), the Translation 

phase. To achieve this, an interface was created: the CoreTranslator Interface 

(see Code 4.4): 

Code 4.4 – CoreTranslator Interface 

1 public interface CoreTranslator<S, T> { 
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2    

3   T translate (S source) throws CoreTranslatorException; 

4    

5 } 

It can be noted in line 1 that this interface has two generic type 

parameters: S and T. The first one, S, denotes the Source model and the T, the 

Target. In the defined method, translate (line 3), S is the input parameter type 

and T is the output parameter type. 

Three CoreTranslators were implemented for the BPMN-BPEL 

Translation Artifact: BPMN2BPELTranslator, BPMN2NFRTranslator and 

BPMN2SITranslator. From the challenge point of view of the solution, there’s no 

big contribution here; the classes provided as input have their attributes visited 

and matched to corresponding attributes in the target classes. 

4.6.5. Serializer 

The third and last phase of the translation process is the Serializing 

Phase. All classes responsible for this phase of the translation process must 

conform to the Serializer interface defined in Code 4.5. 

Code 4.5 – Serializer Interface 

1 public interface Serializer<T> { 

2    

3   String serialize(T object) throws SerializerException; 

4    

5 } 

This interface has only one method, serialize (line 3), that receives as 

input a generic parameter, defined when implementing this interface. The 

expected implementation must serialize that object, and return its XML 

representation. 

Considering the BPMN-BPEL Translation Artifact, three classes were 

created to implement this interface, BPELSerializer, NFRSerializer and 

SISerializer, to create respectively WS-BPEL, Non Functional Requirements 

and Service Information files. 
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Using the facilities provided by the Java language to create XML files 

from Java objects, the serialization is pretty straightforward and have no 

technological challenges, just having to pay attention to each corresponding 

attribute of the Java object and correlating it to a XML element. 

4.7. Concluding remarks 

This chapter presented the Sec-MoSC Translator Framework for 

translating business processes with non functional annotations into executable 

processes. Requirements used as basis for defining the architecture were 

presented, and the architecture itself also was shown. Finally, it was made a 

detailing about the project and implementation, including all modules in which 

the framework was structured. 
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5. Evaluation of the Sec-MoSC Translation Framework 

This chapter presents the evaluation of the proposed framework. The 

evaluation is divided into three parts: an example of usage for the BPMN to WS-

BPEL Translation Artifact, a new example of Translation Artifact (XPDL to WS-

BPEL) and numeric validation results. The case study shows how the proposed 

framework was instantiated initially, the new example shows the extensibility of 

the framework and the numeric validation results serves as a comparison basis 

for future frameworks with similar features. 

5.1. Virtual Travel Agency Case Study 

5.1.1. Overview 

The Virtual Travel Agency, initially introduced in (STOLLBERG, 

LAUSEN, et al., 2004), consists of a travel agency that acts as an interface 

between many different travel business companies/government services and 

end-users interested in travel. VTA takes care about all aspects of customer´s 

travel in such way that customers usually only defines their travel requirements 

and the VTA, using computational resources (e.g. Internet and Web Services), 

works to achieve them. 

In addition to functional aspects (i.e. business aspects) of services 

provided by VTA, it also explicitly addresses security issues in order to 

guarantee that customers are able execute his business requirements in a safe 

environment, which depends on services delivered over the Internet. 

5.1.2. Actors and Roles 

In the VTA case study, a set of stakeholders appears and contributes in 

the system management and utilization. In this section, it will be highlighted a 

brief description of the VTA actors and their related roles. 

 Customer: end-user that requests a service provided by the 

Virtual Travel Agency. This user interacts with VTA for service 

usage, payment, and non-computational assets (e.g. to receive 

the flight reservation confirmation); 
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 Commercial Service Provider: company that provides specific 

services to the Virtual Travel Agency  (e.g., air companies, tourism 

agencies, rental car companies, booking portals, insurance 

companies, hotel, credit card companies and so on). It provides 

service(s) as a Web Service(s). In addition to that, these 

companies have a usage and allowance contract with the Virtual 

Travel Agency which defines the rules of the business; 

 Virtual Travel Agency: the company that provides aggregated 

tourism services. VTA provides travel services to customers via 

user interface (which can be web-based for direct human 

customers interaction or an API for machine-users; actually, it is 

being implemented using the second option); and 

 Government Service Provider: government entities (e.g. 

National Health Surveillance Agency, Secretariat of Federal 

Revenues and Ministry of Justice) that provide needed official 

information and documents to customers in international trips. It 

provides information/certificates to customers in international 

travels (e.g. International Certificate of Vaccination according to 

International Health Regulations, justice negative declaration, 

accompanied baggage declaration, and so on). 

5.1.3. Functional Requirements 

A considerable number of functional requirements appear in the context 

of the Virtual Travel Agency case study, such as “buy a national airline ticket”, 

“buy an international airline ticket”, “rent a car”, “book a hotel”, “buy a tourism 

packet” and “request visa”. For the purpose of this proposal, only the “buy a 

national airline ticket” will be considered. 

In the use case, the customer accesses the VTA portal to buy a national 

airline ticket. The VTA portal processes the request and payment, and sends 

the e-ticket to the customer. The main actors involved in this use case are the 

Customer, the Commercial Service Providers (airline company and credit card 

company), and the Virtual Travel Agency. The main success scenario is: 
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1. Customer accesses the VTA portal and selects the national airline ticket 

operation; 

2. VTA portal brings the online application form required for buying a national 

airline ticket; 

3. Customer fulfill the form (name, personal identification, contact numbers, 

departure date, departure airport, arrival date,  arrival airport, number of 

passengers, credit card number); 

4. VTA portal sends the form to the air company; 

5. Air company processes the request (checks flight availability, ticket cost, 

airport embarkation taxes, and legal conditions); 

6. VTA portal receives the processing results from the airline company; 

7. VTA portal sends the credit card information to the credit card company for 

the payment approval; 

8. Credit card company processes the request (authorizes the payment);   

9. VTA portal receives the processing result from credit card company; and 

10. VTA portal sends an e-mail containing the national e-ticket. 

Considering the main success scenario, some extensions may occur. For 

example, in step 5, if there is no flight that satisfies the customer request, he 

should change its flight preferences (step 1) and go to step 3. In step 8, if the 

payment is not authorized by the credit card company, the customer should 

change the credit card information and go to step 3 to provide a new credit card 

number to process the payment one more time. 

5.1.4. Non-Functional Requirements 

The security requirements that appear in the context of the presented 

use case are shown as follows: 

1. VTA needs to encrypt credit card information. 
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2. VTA must delete credit card information immediately after sending the e-

ticket to the Customer (if the Customer is not registered in VTA). 

3. VTA must delete the personal identification immediately after the travel 

date/time (if Costumer is not registered in VTA). 

4. VTA must delete the Customer registration data 6 (six) months after the 

last engagement and notify him/her about this (for those registered in 

VTA). 

5. Commercial Service providers must be registered and authenticated in 

VTA prior it uses their services. 

6. VTA and its partners need valid digital signatures. 

7. VTA must check communicated information against data corruption, 

which may occur in the communication process. 

8. Any document received from government services must be immediately 

deleted after being sent to the Customer. Specifically in Brazil, VTA may 

be punished if it divulgates information like the Justice Negative 

Declaration or Annual Revenue Declaration of a Customer. 

9. Authentication mechanisms must be used in all interactions among Web 

Services accessed by VTA. 

10. VTA partners may require that their Web services may accept only 

requests coming from some specific IP addresses, or Web services 

having particular characteristics. In this case, the VTA must satisfy this 

requirement. 

These requirements can be realized by the NF-* abstractions described 

in section 3.2, and are detailed as follows: 

Firstly, the requirement (1) is directly related to the security requirement 

[SR 01], Confidentiality. It is worth observing that it is not restricted only to the 

credit card information, but it can be used to any classified information in the 

VTA system. This requirement is also related to the use of 

encryption/decryption in exchanged messages between participant critical 
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services involved in the business process execution. The utilization of 

cryptographic algorithms can increase considerably the security of the system; 

in addition to that, the adequate choice of cryptographic algorithm type and key 

length may help to achieve the user security needs.   

The requirements (2), (3), (4) and (8) are logically connected to the 

security requirement [SR 02], Data Retention. These requirements introduce 

the concept of lease time, i.e. the data have a lifetime, after which it must be 

archived or permanently excluded. What will determine what action should be 

taken is the level of secrecy required by the user and by the importance of the 

information. The Data Retention requirement acquires a high relevance when 

dealing with more sensitive data, such as credit card information or personal 

identification of the customer. 

Requirements (5) and (9), which presents authentication concerns, are 

related to the security requirement [SR 03], Authentication. This requirement 

was also considered as an important requirement for the proposal and is also 

inserted in the previous chapter. Authentication (combined with access control) 

ensures that only appropriate users have access to the information between 

services, and also ensures that an action X was performed by a user Y, and by 

nobody else. The use of digital signatures can be a way to provide 

authentication between partners in a business process executed by a web 

service composition.   

Another important point is to have mechanisms to check the integrity of 

data exchanged between participant services during communication over the 

net (especially considering the utilization of Web Services, which are most 

commonly executed over the Internet). The requirement (7) acquires a high 

relevance considering this context, and it is directly related to the security 

requirement [SR 05], Data Integrity, also presented in the previous chapter. 

Internal algorithms may be used to check if modifications (which may have been 

intentional) were performed in the information.   

Finally, the requirement (10) presents a restriction that only pre-

registered users/services should be able to access and use the VTA services 

provided by trustable partners. Some partner services may require an extra 
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security factor, such as the use of a single access point to the system, or 

restriction of access based on IP (or a set of IPs). This requirement is 

associated to the security requirement [SR 04], Restricted Access, and it is 

used to filter communication between different users/locations over the net and 

the participant services. This filtering can be based on domain names, set of IP 

addresses or even allowing only request coming from a specific IP address. The 

main concern of this requirement is to keep the communication restricted to 

known and trustable partners. This requirement is common in business 

environments that partners have a long business relationship and may have to 

exchange internal information over the net. 

5.1.5. Implementation 

To test the proposed BPMN-to-BPEL translation artifact, the use case 

was modeled using the proposed Tool Editor and tested with the real version of 

the Translator and Auxiliary Engine. Figure 5.1 shows the modeled process, 

which includes both functional and security requirements. It is important to 

highlight that it was not included all security requirements presented in the case 

study; instead of that, it was chosen just some security actions, as will be 

presented. 

 

Figure 5.1 – UC-01 - Buy a National Airline Ticket 

The BPMN diagram presented above presents five tasks, in which three 

of them (Check Flight Availability, Process Payment, and Confirm Flight) has 

task type “service”. These tasks were enriched with service information by the 
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service expert. The security expert also specified the necessary security NF-

Action parameters as follows: 

 RestrictAccess: 

o IP: 209.93.4.0 - 217.114.221.0 

o policeType: allow 

 UseAuthentication 

o Session Time: 3600000 

o Use Digital Signature: Yes 

o Token Type: UsernameToken 

 UseCriptography 

o Encrypted Message Parts: Body 

o Encryption Type: Asymmetric 

o Algorithm: TripleDesRsa15 

The security/service/WS-BPEL models were generated by the translator 

following the steps shown in Figure 3.2. In Code 5.1 is presented a relevant 

fragment of the generated security model, which shows the connection between 

the task CheckFlightAvailability and its security requirements: 

Code 5.1 – Non-Functional Requirements File for Buy National Air Ticket 

1 
<?xml version="1.0" encoding="UTF-8"?> 

2 
... 

3   <nf-requirements xmlns="http ://www.cin.ufpe.br/sec-

mosc/nfrequirements"> 

4 
    <nf-statement name="Customize" taskID="airServID"> 

5 
      <nf-actions> 

6         <nf-action name="UseAuthentication" nf-

attribute="Security\Confidentiality"> 

7 
          <nf-properties> 

8             <nf-property name="Token Type" value="UsernameToken" 

/> 

9 
            <nf-property name="Session Time" value="3600000" /> 
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10             <nf-property name="Use Digital Signature" value= 

"UsernameToken"/> 

11 
          </nf-properties> 

12 
        </nf-action> 

13 
      </nf-actions> 

14 
    </nf-statement> 

15 
    <!-- Additional NFStatements --> 

16 
  </nf-statements> 

17 
</nf-requirements> 

18 
... 

The line 04 indicates the security NF-Statement selected by the 

business/security expert: “customize” (which indicates that this expert created 

his own NF-Statement). This statement is composed of the UseAuthentication 

security action, which is specified 06-12. The security NF-Properties of this NF-

Action are also presented (lines 08-10). 

The service model contains useful information related to the services 

(partner links), helping to generate the executable WS-BPEL, in conjunction 

with the other two artifacts. In Code 5.2 is shown the relevant part of the 

generated service information file. 

Code 5.2 – Service Information File for Buy National Air Ticket 

1 <?xml version="1.0" encoding="UTF-8"?> 

2 <service-information xmlns="http://www.cin.ufpe.br/sec-

mosc/service-information"> 

3 
  <composition-interface operationName="buyNationalTicket" 

targetNamespace="http://www.cin.ufpe.br/secmosc/vta" 

processName="PoolProcess"> 

4     <parameter name="flightArrivalAirport" type="string" 

paramType="input" /> 

5     <parameter name="flightArrivalDate" type="date" 

paramType="input" /> 

6     <parameter name="flightDepartureAirport" type="string" 

paramType="input" /> 

7     ... 

8     <parameter name="success" type="boolean" paramType="output" /> 

9     ... 

10   </composition-interface> 

11   <services-desc> 

12 
    <service-desc name="AirService" 

portName="AirServiceHttpSoap11Endpoint" 

portNamespace="http://air.services.secmosc.cin.ufpe.br" 
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taskID="airServID"> 

13       <businessType>Air Company</businessType> 

14 
      <wsdl namespace="http://air.services.secmosc.cin.ufpe.br" 

URI="http://127.0.0.1:8080/WSAirService/services/AirService.AirSer

viceHttpSoap11Endpoint/" /> 

15       <operation portType="AirServicePortType" 

name="checkFlightAvailabilit" /> 

16       <organizationName>WS Air</organizationName> 

17       <partnerLink type="AirServiceServicePartnerLinkType" 

role="airCompany" /> 

18       <assign> 

19         <copy> 

20           <from>|buyNationalTicketRequest| 

flightArrivalAirport(string)</from> 

21 

          <to>|airServID|checkFlightAvailabilitRequest| 

parameters|flightrequest(FlightRequest{http://air.services.secmosc

.cin.ufpe.br})|arrivalAirport(string{http://core.secmosc.cin.ufpe.

br/xsd})</to> 

22         </copy> 

23         <copy> 

24           <from>|buyNationalTicketRequest| 

flightArrivalDate(date)</from> 

25 

          

<to>|airServID|checkFlightAvailabilitRequest|parameters|flightrequ

est(FlightRequest{http://air.services.secmosc.cin.ufpe.br})|arriva

lDate(dateTime{http://core.secmosc.cin.ufpe.br/xsd})</to> 

26         </copy> 

27       </assign> 

28     </service-desc> 

29   ... 

30   </services-desc> 

31   <conditions> 

32     <condition taskID="airServID"> 

33 

      <variable>|airServID|checkFlightAvailabilitResponse| 

parameters|return(FlightAvailabilit{http://air.services.secmosc.ci

n.ufpe.br})|available(boolean{http://core.secmosc.cin.ufpe.br/xsd}

)</variable> 

34       <operator>=</operator> 

35       <value>true</value> 

36     </condition> 

37     <condition taskID="creditCardID"> 

38 

      <variable>|creditCardID| 

processPaymentResponse|parameters|return(PaymentResult{http://paym

ent.services.secmosc.cin.ufpe.br})|approved(boolean{http://core.se

cmosc.cin.ufpe.br/xsd})</variable> 

39       <operator>=</operator> 
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40       <value>true</value> 

41     </condition> 

42     ... 

43   </conditions> 

44 </service-information> 

The lines 04-10 describe the interface of the composition, in terms of 

input and output parameters. Descriptions of external services involved to this 

composition are provided between lines 11-30, through a collection of service 

descriptors. Each service descriptor defines its name, portName, namespace 

and id (line 12), its category (line 13) and the WSDL binding information (lines 

14-17). For each service, is also provided a mapping of which variables will to 

be used as input/output parameters, called assign (lines 18-28). Concluding the 

services information file, all conditions defined for the gateways are listed in a 

condition element (lines 32-44), where each one contains the reference of the 

related task (line 33), the variable (line 34), the operator (line 35) and the value 

(line 36) used for comparison. 

At last, the third file generated is the PIM WS-BPEL, which is not 

executable while alone, but leads to the possibility of generation of PSM WS-

BPEL in conjunction with other files; an example of PIM WS-BPEL for the “Buy 

National Air Ticket” is shown in Code 5.3. 

Code 5.3 – PIM WS-BPEL File for Buy National Air Ticket 

1 
<?xml version="1.0" encoding="UTF-8"?> 

2 <process xmlns="http://www.cin.ufpe.br/sec-mosc/bpel/process" 

name="PoolProcess"> 

3 
  <sequence name="main"> 

4 
    <receive name="_THonC57DEeC9UcPKuIKbXw"/> 

5 
    <invoke name="airServID"/> 

6 
    <if name="_THonG57DEeC9UcPKuIKbXw"> 

7 
      <sequence name="if-sequence"> 

8 
        <invoke name="creditCardID"/> 

9 
        <if name="_THonHZ7DEeC9UcPKuIKbXw"> 

10 
          <sequence name="if-sequence"> 

11 
            <invoke name="confirmID"/> 
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12 
            <reply name="_THonH57DEeC9UcPKuIKbXw"/> 

13 
          </sequence> 

14 
          <else> 

15 
            <sequence name="else-sequence"> 

16 
              <throw name="_THonF57DEeC9UcPKuIKbXw"/> 

17 
            </sequence> 

18 
          </else> 

19 
        </if> 

20 
      </sequence> 

21 
      <else> 

22 
        <sequence name="else-sequence"> 

23 
          <throw name="_THonGZ7DEeC9UcPKuIKbXw"/> 

24 
        </sequence> 

25 
      </else> 

26 
    </if> 

27 
  </sequence> 

28 
</process> 

The code above resembles a WS-BPEL complaint file, having known 

structures as process (line 02), sequence (lines 03, 07, 10, 15, 22), receive (line 

04), invoke (line 05, 08, 11), reply (line 12), if (lines 06, 09), else (lines 14-21). 

The three files shown previously contain references to the elements 

present in the original BPMN file (observe the “ID” attributes present on the 

XML of the three files). The integration between of these three files is through 

those ID references, and is not the scope of this proposal, being responsibility 

of the Sec-MoSC Auxiliary Engine, as shown on Section 3.3. 

5.2. XPDL-BPEL Translation Artifact 

With purposes of testing the extensibility and reusability of this work, 

another Translation Artifact was created. In this context, the XPDL-BPEL 

Translation Artifact was proposed as the second case of Translation Artifact of 

the Sec-MoSC Translator Framework. 

The XPDL acronym stands for XML Process Definition Language, and 

provides a way to represent a business process. It is intended to be the default 
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serialization standard of the graphical BPMN Diagrams and also offers some 

support to execution, putting together in only one language modeling and 

execution. 

But, why that language was chosen? The answer is quite straightforward: 

because it is very close to BPMN Translation Artifact, and once the main focus 

is to test the reusability, it has been shown a good choice. Once it is a 

serialization of the BPMN standard, it is fair to say that all entities used in BPMN 

for modeling business processes can be represented in XPDL. 

In Figure 5.2, an example of BPMN process is shown; this example has 

the main elements used to describe most business processes that represent 

service compositions: Start and End Events, Gateways (conditional structures) 

and Tasks. It has only a decision if the cost is less or equal than 200, it calls the 

Approve task, otherwise, calls the Reprove task, and after that, it ends 

successfully independent of the result. 

 

Figure 5.2 – BPMN Sample Process for XPDL 

The XPDL serialization of this example can be seen in Code 5.4. It is 

valid to mention that the graphical element information (such as coordinates), 

and other irrelevant elements were omitted on the XPDL file for didactical 

purposes. 

Code 5.4 – XPDL Sample Process 

01 <?xml version="1.0" encoding="UTF-8"?> 

02 <Package> 

03   <Pools> 

04     <Pool Id="pool1" Name="Manager"> 
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05       <Lanes> 

06         <Lane Id="LNE_1" Name="" ParentPool="pool1" /> 

07       </Lanes> 

08     </Pool> 

09   </Pools> 

10   <WorkflowProcesses> 

11     <WorkflowProcess Id="WFP_1" Name="WorkflowProcess"> 

12       <Activities> 

13         <Activity Id="STE_0" Name="Start Event"> 

14           <Event> 

15             <StartEvent /> 

16           </Event> 

17         </Activity> 

18         <Activity Id="GTW_1" Name="Gateway 1"> 

19           <Route GatewayType="XOR" /> 

20           <TransitionRestrictions> 

21             <TransitionRestriction> 

22               <Split Type="XOR"> 

23                 <TransitionRefs> 

24 
                  <TransitionRef Id="TRN_1" Name="Transition 1" 

/> 

25 
                  <TransitionRef Id="TRN_2" Name="Transition 2" 

/> 

26                 </TransitionRefs> 

27               </Split> 

28             </TransitionRestriction> 

29           </TransitionRestrictions> 

30         </Activity> 

31         <Activity Id="TSK_2" Name="Approve" /> 

32         <Activity Id="TSK_3" Name="Reprove" /> 

33         <Activity Id="GTW_4" Name="Gateway 4"> 

34           <Route GatewayType="XOR" /> 

35           <TransitionRestrictions> 

36             <TransitionRestriction> 

37               <Join Type="XOR" /> 

38             </TransitionRestriction> 

39           </TransitionRestrictions> 

40         </Activity> 

41         <Activity Id="EDE_5" Name="End Event 5"> 

42           <Event> 

43             <EndEvent /> 

44           </Event> 

45         </Activity> 

46       </Activities> 

47       <Transitions> 

48 
        <Transition Id="TRN_0" Name="Transition 0" From="STE_0" 

To="GTW_1" /> 

49 
        <Transition Id="TRN_1" Name="Transition 1" From="GTW_1" 

To="TSK_3"> 
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50           <Condition Type="CONDITION">cost<=200</Condition> 

51         </Transition> 

52 
        <Transition Id="TRN_2" Name="Transition 2" From="GTW_1" 

To="TSK_2"> 

53           <Condition Type="CONDITION">cost>200</Condition> 

54         </Transition> 

55 
        <Transition Id="TRN_3" Name="Transition 3" From="TSK_3" 

To="GTW_4" /> 

56 
        <Transition Id="TRN_4" Name="Transition 4" From="TSK_2"  

To="GTW_4" /> 

57 
        <Transition Id="TRN_5" Name="Transition 5" From="GTW_4"  

To="EDE_5" /> 

58       </Transitions> 

59     </WorkflowProcess> 

60   </WorkflowProcesses> 

61 </Package> 

A XPDL file is divided into two main parts: the definition of the pools 

(lines 03-09) and of the processes (lines 10-60). Each pool can define its lanes 

(line 06), if needed; most pools have just one lane, however. The process is 

described via a WorkflowProcess tag (line 11), and is divided into Activities 

(lines 12-46) and Transitions (lines 47-58). The activity may represent an Event, 

a Gateway or a Task, among others. If the task is an Event, it must describe 

what type of event is being represented (Start, at line 15, or End at line 43). For 

Gateways, the type of gateway is also denoted by inner elements too (lines 19-

29 shows a ‘fork’ gateway and lines 34-39 shows a ‘join’ gateway). At last, the 

Transition tag represents a link between two activities, and can define 

conditions for vertexes if needed, as shown on lines 50 and 53. 

To create the XPDL-BPEL Translation Artifact from scratch, the two 

classes necessary to be created to implement it are: a XPDLParser (from XPDL 

XML file to XPDL model classes) and a XPDL2BPELTranslator (that converts 

XPDL model classes into already defined WS-BPEL model classes). But taking 

a look at Figure 4.3, we clearly see one of the framework modularization 

benefits: all WS-BPEL infrastructure already defined can be reused (model 

classes and BPELSerializer). Moreover, once XPDL is the serialization of 

BPMN, even the BPMN model classes can be reused, and thus, the 

BPMN2BPELCoreTranslator as well. To achieve this, the XPDLParser must be 

created in such way that it gives as result model classes from BPMN 

specification. 
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The XPDL-BPEL Translation Artifact Architecture is very similar to the 

shown in Figure 4.3, except the Parsing layer. All other classes from the BPMN-

BPEL Translation Artifact can be reused with no implementation changes. 

5.3. Validation 

According to (SONI, 2009), some metrics can be used to validate object-

oriented frameworks. Those metrics are subdivided into five quality attributes, 

as following: 

 Functionality: It is related to the features the framework proposes 

offering, such as number of features, which features are covered, 

and so on; 

 Effectiveness: Defines how good is the solution proposed by the 

framework for the problems it is supposed to resolve; 

 Understandability: Once the framework will be extensively used 

by other programmers, this attribute is responsible for measuring if 

the code and functions are clear and well-defined; 

 Reusability: Defines how the proposed solution is flexible and if 

the framework can be extended to provide enhanced functionality 

to their user; and 

 Maintainability: Describes how easy is changing the modules of 

the framework. 

There are metrics for each one of those quality attributes, and based on 

those metrics, and based on the implementation of the Sec-MoSC Translation 

Framework, these metrics were calculated and are shown in Table 5.: 

Table 5.1 – Evaluation Metrics for the Sec-MoSC Translation Framework 

Metric Value 

Number of Classes (NOC) 18 

Number of Hierarchies (NOH) 8 
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Number of Ancestors (NOA) 3 

Maximum Depth of Inheritance (MDIT) 2 

Number of Aggregation Hierarchies (NAH) 0 

Cohesion Among Methods of Class (CAM) 1 

Number of Polymorphic Methods (NOP) 3 

Data Access Ratio (DAR) 0 

Functional Abstraction (FA) 1 

Direct Class Coupling (DCC) 3 

Class Interface Size (CIS) 1 

Number of Methods (NOM) 1 

Number of Aggregation Relationships (NAR) 4 

Extent of Documentation (EOD) - 

From the data provided above, we can conclude that the framework itself 

is very compact, but still highly cohesive and loosely coupled. These are very 

valuable characteristics expected in a framework. Moreover, this evaluation is 

important to serve as a comparison basis for future improvements on this work 

or even other projects with same characteristic. 

It is also valid to mention that those metrics are static (i.e., taken in 

design time). Even existing dynamic metrics, such as execution time, response 

time, amount of data transferred, generated files size, it couldn’t make sense for 

this context to provide them. 
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5.4. Concluding remarks 

In this chapter, it was presented the Virtual Travel Agency case study, 

used as a real world example to showcase this work’s proposal. This case study 

was proposed in order to extract common security requirements for a real world 

system. It was shown relevant functional and security requirements to be 

considered. The main idea was not to extract all possible security requirements 

of the case study, but select a set of representative requirements that can be 

used to showcase the proposed approach. 

It was also presented the XPDL-BPEL translation artifact, created to 

show the generality and extensibility of the framework. This language was 

chosen by its similarity with the existing translation artifact, thus, the reuse of 

existing code is also benefited from the framework usage. At last, the validation 

numbers related to the framework were presented, concluding this evaluation 

chapter. 
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6. Related work 

In the context of this work, there are several related works, and usually 

related to specific parts of this proposal. This chapter presents the most 

important researches related to the problem of this proposal and also provides 

comments considering the actual moment of the corresponding area. 

6.1. Introduction 

Business process modeling standards are being adopted and used to 

specify business flows to be used in diverse contexts. Security is being 

considered, actually, a key concern in the actual environment of the Computer 

Science. A natural need that arises is the association between these two areas. 

An additional important improvement is to consider the possibility of executing 

business process with security requirements from high-level models; such 

improvement imposes the proposition of a set of methodologies/techniques to 

support the automation requirement. 

The research of the state of art in this work aims to identify key 

contributions to the area of security-aware business process automation. 

Existing research related to business process automation and security usually 

concentrates at translation mechanisms to transform high-level requirements 

into low-level resources, being subdivided into translation of functional 

specification to executable business processes and translation of security 

requirements to executable configurations. In the next sections, each one of 

these sub-areas will be presented and detailed. 

6.2. Translation of Functional Specification to Executable Business 
Processes 

In a recent time, people specify business processes using a standard 

widely adopted in the workflow context: the Business Process Model Notation 

(OMG, 2009). This standard was adopted as the “the facto” technology for 

business process modeling. However, despite of the fact that this is the “the 

facto” standard, BPMN does not provide support for non-functional 

requirements such as security and performance. In addition to that, generally 
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most BPMN tools do not provide capabilities for service enrichment, which is 

essential in the context of business process automation.  These facts lead to 

the necessary proposition/utilization/adoption of strategies in order to 

incorporate security requirements in business process automation. In this 

section, it will be presented related works that address the presented topics. It 

will also be considered in this section works related to the insertion of security 

requirements at process level; there are some authors that advocate this 

strategy. 

Initially, Rodriguez (RODRÍGUEZ, FERNÁNDEZ-MEDINA e PIATTINI, 

2007) proposes MDA-based transformations in order to enforce the security 

requirements in the execution level. It can be noted that standards like BPMN 

that were traditionally used only for modeling purposes, now are being used as 

well for guiding the enforcement of functional requirements in execution level 

resources. This fact leads to reduce the existing gap between modeling 

notations and implementation artifacts, especially when non-functional (such as 

security) requirements must be used in the application context. 

Menzel (MENZEL, THOMAS e MEINEL, 2009) presents a strategy based 

on MDA as well, which proposes a domain-independent security model and 

security patterns. The aim of his work is to facilitate the generation of security 

configurations based on the modeled requirements. For this purpose, it is used 

a model-driven approach: information at the modeling layer is gathered and 

translated to a domain-independent security model. Concrete protocols and 

security mechanisms are resolved based on security patterns. Models in 

Menzel’s approach are also specified based on the Business Process Model 

Notation standard (BPMN) (OMG, 2009), a widely adopted standard in the 

context of business process modeling. Menzel also proposed an UML-based 

configuration that represents the relationship of the security elements (security 

domain) and the business process elements (process domain). Figure 6.1, 

introduced in (MENZEL, THOMAS e MEINEL, 2009), present this relationship. It 

can be noted that the common security requirements are modeled, in his model, 

as security goals. 



 

 
69 

 

Figure 6.1 – Security policy model proposed by Menzel 

In another related work, White (WHITE, 2005) (WHITE, 2004) presents 

an approach to translate BPMN models into WS-BPEL specifications. The 

approach focuses on how to translate BPMN elements into WS-BPEL primitives 

and how necessary parameters are set. The type of the task is used to identify 

how the activity will be implemented (e.g. using a service or using a script). 

Figure 6.2, presented in (WHITE, 2005), show an example of a translation in his 

strategy. This specific example show a task with type “service” being translated 

into a WS-BPEL element. It can be noted that some attributes of the BPMN task 

object (e.g. implementation and participant) are used in the translation process. 

 

Figure 6.2 – Task translation from White’s work 

The strategy presented by White is very didactic, showing, using a simple 

example, how a business process described in BPMN can be translated to WS-

BPEL. A considerable number of high-level translation rules were described and 

BPMN/WS-BPEL specific properties were detailed.  

However, the proposal does not consider, for example, possible 

orchestration engines to execute the generate code. Other point that the 

proposal doesn’t consider is related to the non-functional requirements 

translation. In addition to that, the translation mechanism is not implemented in 
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a tool. Finally, White covers a small number of BPMN elements in his strategy, 

making impossible the translation of some more complex business processes 

specified using this standard. 

The most important related work in the functional requirements 

translation process is (OUYANG, DUMAS e AALST, 2009) (OUYANG, DUMAS, 

et al., 2006). Ouyang proposes a translation mechanism that maps BPMN 

models in WS-BPEL business processes. This mechanism was implemented in 

an open-source tool named BPMN2BPEL. 

Ouyang identifies two classes of BPMN models: structured process 

models and synchronized process models (OUYANG, DUMAS e AALST, 2009). 

The first type can be mapped on the WS-BPEL structured control flow 

constructs. The second type can be mapped in WS-BPEL control links. These 

two strategies are merged in order to have a unique translation mechanism to 

perform the translation. Based on the Ouyang’s proposal flow, it will be focused 

the structured process models. After that, the focus will be on the synchronized 

process models. 

The first step of the Ouyang’s approach is to transform business process 

diagrams into a block structure, named components. According to the author, 

the component is a subset of the original BPMN diagram that has only one entry 

point and one exit point. This “componentization” is important to generate a 

readable WS-BPEL code. After this step, it is started the translation of the 

components into structured WS-BPEL activities. Five important activities are 

highlighted in this case: sequence, flow, if, pick and while. Figure 6.3, created 

by Ouyang (OUYANG, DUMAS e AALST, 2009), describes the mapping of 

three BPMN possible components into WS-BPEL activities. Figure 6.3 (a) 

component represents a “sequence component” that can be mapped to the WS-

BPEL activity <sequence>. Figure 6.3 (b) component represents a “flow 

component”, which can be mapped to the WS-BPEL activity <flow>. Finally, 

Figure 6.3 (c) represents a “if component”, which can be translated to the WS-

BPEL <if> primitive. Other mappings between components and WS-BPEL 

primitives are also presented in the paper. In the presented context, it is 

important to highlight that the author does not considered the task type in the 
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translation. In other words, the mechanisms proposed by Ouyang just map the 

BPMN task into a generic WS-BPEL activity. The reason for that, according to 

the author (OUYANG, DUMAS e AALST, 2009), is because the main goal of the 

work is to translate business process diagrams with arbitrary topology to valid 

WS-BPEL processes. This decision has important consequences, which will be 

described later.  

 

Figure 6.3 – Mapping of structured components into a WS-BPEL structured activity 

Regarding to the synchronized process models, it is important to 

describe initially some difficulties presented by Ouyang. Firstly, based on the 

fact that BPMN is a graph-oriented language that nodes can be connected in a 

considerable number of forms, a business process described in this standard 

may have very chaotic, in a structural point of view, components topology. 

Based on this fact, translating this type of topology can be considered a 
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complex task. The author uses two WS-BPEL constructs to execute non-

structured components: “control link” and “event handler”. The first one can be 

used for a considerable number of business process components. The second 

is used in other cases that the presented strategies has no effect. The basic 

idea of using the “event handler” construct is to translate each object in WS-

BPEL event handlers. In this case, the sequence of the events constitutes a 

basic concern in this strategy. Based on the presented ideas, Ouyang states 

that it is possible to translate any well-formed business process diagram into 

WS-BPEL. 

Ouyang’s approach has some limitations. Initially, the main objective is to 

generate valid WS-BPEL processes, but not valid executable WS-BPEL 

processes (which is the focus of this work). The task is one of the main 

elements of the BPMN standard, based on the fact that the major activities are 

represented using this element. The fact that this work does not consider the 

type of the task contributes to not generate an executable version of the 

diagram, leading to an abstract WS-BPEL file that cannot be executed by, for 

example, a web service composition. If the business expert wants to execute a 

specific business activity using this approach, he will  not succeed, because the 

approach do not consider the task type “service” in the translation process. A 

WS-BPEL expert has to enrich the generated file in order to have an executable 

version of the modeled BPMN business process. In addition to that, the 

utilization of “control links” and “event handlers” structures has relevant issues. 

For example, the use of control links may hide errors such as deadlocks 

(OUYANG, DUMAS e AALST, 2009); this may happen because a business 

expert may perform a modeling error that in other languages would result in a 

deadlock. However, given the dead-path elimination semantics of WS-BPEL 

(OASIS, 2007), the error is masked. Other related issue is the generation of 

less readable WS-BPEL code, due to the use of the “event handler” structure. In 

comparison to this work, the task type is considered in the translation process 

(and service information is used to provide information of how to execute the 

service BPMN task) and some restrictions are applied in which BPMN models 

can be enforced. These restrictions were chosen based on the related low 
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impact on the business process modeling and prevents the utilization of 

unnecessary and unstructured WS-BPEL structures such as “event handler”. 

To conclude the research related to the functional translation, some 

commercial tools that work with the BPMN to WS-BPEL translation were found. 

Two tools were chosen, analyzed and will be focused here: the eClarus 

Business Process Modeler for Business Analysts (ECLARUS, 2009) and the 

Oracle Business Process Analysis Suite (ORACLE, 2010). 

The eClarus Business Process Modeler for Business Analysts is a BPMN 

oriented tool to support the business process specification and implementation. 

Firstly, it is important to observe that this tool is an Eclipse Plug-in, which 

facilitates the integration of this tool with other resources (e.g. external 

translators and enforcement modules). Among various features, the most 

important point to be highlighted in the context of this work is the capability of 

translation BPMN models into WS-BPEL specifications. Yi Gao (GAO, 2009) 

describes the BPMN to WS-BPEL mapping process. One interesting point in 

this mapping process is the utilization of the type of the task to evaluate which 

actions have to be enforced to execute the business process. This tool also 

support a new task type that is not included in the BPMN 1.2 specification: rule 

task.  

In order to enable the translation of the BPMN model to a WS-BPEL 

specification, the tool includes in the modeling phase fields to inform WS-BPEL 

information to be used in the translation process. To generate a richer WS-

BPEL configuration, this tool includes WS-BPEL notations in the business 

modeling level. In comparison to the Sec-MoSC proposal, it can be stated that 

including WS-BPEL information in the modeling phase is not considered a good 

approach. Business experts, in general, don’t have sufficient knowledge to 

inform WS-BPEL parameters. Other difference is related to the fact the tool 

doesn’t generate security artifacts from security annotations 

Finally, the Oracle Business Process Analysis Suite (ORACLE, 2010) is 

a suite that focus on the business requirements engineering, the simulation of 

such business requirements and the conversion of them into an executable 

process. The main idea of this suite is the complete lifecycle management of 
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business processes. The main point of this tool, considering the context of this 

work, is the capability of translate BPMN models to WS-BPEL processes. 

 

Figure 6.4 – Screenshot of the Oracle Business Process Architect 

Figure 6.4 presents a screenshot of the Business Process Architect, an 

internal tool of the Business Process Analysis Suite that is responsible for the 

modeling of the BPMN-based business process. It is important to note the 

“transform business process into BPEL process” capability, in the SOA menu, 

and the concept of “automated activity”, an internal concept of this tool, which is 

associated to the BPMN task in the modeling area. This concept is directly 

related to the automation of the business task; the business expert has to insert 

additional information to enable this feature. 

Limitations of this tool includes: the business expert has to insert 

additional information in the “automated activity” task to enable its translation 

and execution; structural rules for the BPMN construction are imposed in order 

to allow the translation process; and, this tool presents a considerable large 

number of resources and internal routines, which in most cases can incur into a 

poor execution performance. However, the most important point of this tool 

considering the context of this work is the need of WS-BPEL information 

insertion at high-level by the business expert. This fact may impose barriers in 



 

 
75 

the adoption of this strategy by business experts, which are generally not 

familiarized with this standard. 

6.3. Translation of Security Requirements to Executable 
Configurations 

A relevant work in the context of the translation of high level 

requirements into security actions is (MENZEL, WARSCHOFSKY e MEINEL, 

2010). Menzel proposes a MDA-based transformation process which is able to 

translate high-level system models enriched with security requirements (or 

security intentions) into executable level security artifacts. It incorporates MDA 

concepts and design pattern ideas in the same approach, which can be used to 

guide the generation of the required security configuration files. 

Figure 6.5 presents a general overview of the proposed strategy. This 

strategy is composed by three layers. The security intentions, incorporated at 

security modeling layer (which corresponds to the Security Design Language 

layer), are transformed to a platform independent model (PIM), which 

corresponds to the SOA Security Meta-Model layer. This translation process 

also handles the mapping of security intentions to security constraints and the 

mapping of security profiles (that is very similar to the notion of NF-Statement 

presented in this work) to security patterns. The resulting model is considered a 

PIM model. Finally, WS-Security assertions are generated based on the 

security constraints and they will serve as a basis to enforce the security 

requirements. 
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Figure 6.5 – Model-Driven Security Translation 

Two important points should be highlighted in the context of Menzel’s 

work: 

I. A policy meta-model is used to support the security 

requirements specification. The author proposes a meta-model 

which serves as an abstraction layer for security process 

languages and standards. This is important to enable the 

generation of security configuration files in different policy 

standards and security enforcement resources.  The idea of meta-

modeling is considered very interesting in the MDA context, and 

its utilization facilitates the adoption of other security modeling 

tools in the approach. 

II. Utilization of security patterns. Design Patterns is a well-known 

concept in diverse areas of Computer Science, and Menzel 

proposed its utilization based on the fact that it is provided 

reusable expert knowledge. He proposes a security pattern 

approach that is based on a formalized meta-model; generally, 

these patterns are represented in an informal way. A pattern 

general structure is presented in his work and is related to the 

main concepts of his work. For example, security intentions are 

related to the security pattern “problem” and the security 

constraints are related to the security pattern “solution”. In this 
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way, MDA and Design Patterns are used together to provide the 

desired solution of the incorporation and enforcing security 

requirements. In addition to that, a domain-specific language for 

security configurations patterns is proposed and described in his 

work (MENZEL, WARSCHOFSKY e MEINEL, 2010). 

Menzel does not generate full execution code that can be executed 

directly by the security enforcement modules. In fact, only code fragments are 

generated. This fact has an important consequence as this proposal cannot be 

actually used to generate automatically executable security configuration code. 

Another relevant work in the context of this section is by Wolter 

(WOLTER, MENZEL, et al., 2009). Wolter focuses on the translation process by 

proposing an approach for inserting business requirements into business 

processes enriched with more MDA essential elements and more details in the 

translation architecture. 

Firstly, it is important to highlight an important start point of Wolter’s work, 

which impacts on the form that the modeling will be performed and how 

translations mechanisms will be incorporated: the initial focus and presentation 

of the collaborative environment that serve as a basis for the system. It was 

stated earlier in this work that several stakeholders appears in the context of the 

security-aware business process automation area. Wolter presented initially 

which stakeholders are considered in his work and described the interaction 

between them. One important relevant addition in this environment in 

comparison to Menzel (MENZEL, THOMAS e MEINEL, 2009) is the concerned 

user, which has more information of which services can be invoked and how to 

invoke them. This is an important initiative for enabling the execution of 

business process using web service composition. 

6.4. Summary of Related Work 

In this chapter, some related works were presented and detailed. In order 

to present a more clear comparison of these works, they were also presented in 

Table 6.1. This table summarizes the comparison between related works and 

this proposal. Two aspects are chosen to perform the comparison: 1) translation 
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between the functional specification (e.g. BPMN standard elements) to an 

executable business process (WS-BPEL) and 2) translation of high-level 

security information to specific executable configurations (CIM/PIM to PSM). 

After the presentation of this table, a brief comparison between these works and 

this work will be presented. 

Table 6.1 – Related works comparison 

Work Translation of 

Functional 

Specification to 

Executable 

Business Processes 

Translation of 

Security 

Requirements to 

Executable 

Configurations 

Model-driven approach 

(MENZEL, THOMAS e 

MEINEL, 2009), (MENZEL, 

WARSCHOFSKY e MEINEL, 

2010), (WOLTER, MENZEL, 

et al., 2009) 

  

Security-aware Business 

Process  

(DAMASCENO, SOUZA, et 

al., 2009), (SOUZA, SILVA, et 

al., 2009), (SOUZA, SILVA, et 

al., 2009), 

  

Security Requirements in 

Business Process Modeling 

(RODRÍGUEZ, FERNÁNDEZ-

MEDINA e PIATTINI, 2007) 

  

Business Process Functional 

enforcement (WS-BPEL) 

(OUYANG, DUMAS e AALST, 

2009), (OUYANG, DUMAS, et 

al., 2006), (WHITE, 2005), 

(WHITE, 2004), (ECLARUS, 
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2009), (ORACLE, 2010) 

 

6.5. Concluding remarks 

Actually, there are a considerable number of strategies to show how to 

translate business process and security requirements to Web services 

compositions. In addition to that, there is also an expressive number of works 

related to the business process automation. This chapter presented the most 

important related works considering the main topic of this work: security-aware 

business process automation. 
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7. Conclusion and future works 

This chapter presents conclusions, main contributions, its limitations and 

future work that may come from it. 

7.1. Conclusions 

SOA has drawn too much attention because of its facilities of 

intercommunication between different enterprises. However, this facility brings 

as cons different classes of problems, but mainly, how to trust on services 

provided by third parties? This indicates a clear need of specifying security 

requirements while modeling a composition and choose carefully service 

providers that satisfies that requirements. 

Other difficulty pointed on the SOA lifecycle is the communication 

between people with different roles: how a business expert can express its 

intentions in a more abstract way to a developer, for example, if they have 

different level of detail about the business or the underlying technology? 

In this work, it was presented an approach for generating execution 

artifacts from high-level specifications in abstract modeling standards, among 

other things. This approach reduces the gap between model and execution, 

thus enabling a quicker interaction between people involved on the SOA 

lifecycle (business experts, developers, security specialists). 

7.2. Contributions 

The main contribution of this work is the provision of an extensible 

framework for business process translation, thus, allowing security-annotated 

models being converted into enhanced executable process, able to execute in a 

secure environment. Embedded with this contribution, there are two standard 

translation artifacts already implemented: BPMN to BPEL and XPDL to BPEL. 

The acceptability of these standards and its large usage on the industry make 

them natural choice candidates for testing the extensibility of the framework. 

Considering specifically the individual translators, the following can be 

also listed as minor contributions: the detailed study of XPDL format as another 
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modeling and execution process language, and the identification of most used 

BPEL entities while modeling a business process (making the effort to improve 

translation concentrated on those entities). 

Another important contribution of this work related to the BPMN to WS-

BPEL artifact is related to the capability of considering security annotations 

while translating. This is the greatest differential between the proposed solution 

and similar ones, whose purposes are for solely translating the functional part. 

Once we are also concerned with “practical” WS-BPEL (e.g., the most WS-

BPEL entities used while modeling business processes), the generated code is 

designed to be simpler and smaller than general-purpose code WS-BPEL 

7.3. Limitations 

Because of the limited scope and objectives of this dissertation, some 

aspects were not taken into account while doing it, so, they can be considered 

limitations of this work, listed as following: 

 A small subset of BPMN was considered when implementing the 

BPMN to WS-BPEL translator artifact; 

 Some types of BPMN structures don’t fit into WS-BPEL (e.g., a 

workflow implemented in a GOTO command-like, or with some 

specific types of loops), and can’t be translated as well; 

 The WS-BPEL class model generated from the BPMN to BPEL 

translation artifact is too generic to execute directly on a 

orchestration engine automatically (e.g., some information has to 

be provided manually before putting it to execute); 

 The class models for XPDL are very simplified, once they were 

implemented initially for demonstration of the framework 

extensibility; 

 All translation artifact modules (Parser, Translator and Serializer) 

must be provided to the framework at compilation time, it means, 

it’s a static framework; and 
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 The framework gives little information about errors encountered on 

parsing and/or translating steps of translation process. 

7.4. Future works 

Using this work as a basis, some further works can arise. Once this work 

is about an extensible framework, another translation artifact is a natural 

candidate for a first future work. The languages or standards to choose as 

source and target when extending the actual work are up to the developer, of 

course, according with need and demand. 

Another option, instead of creating a brand new translation artifact, 

current ones can be improved. In relation to this case, an improvement that 

could be made on the BPMN  WS-BPEL translation artifact is to consider 

more BPMN entities while translating them into WS-BPEL. Annotating the 

BPMN with further information before giving it as input the translation process 

can solve the problem of the “too generic WS-BPEL”: that given information can 

be used to generate specific WS-BPEL capable of running on an orchestration 

engine. Improving the XPDL  WS-BPEL translation artifact is another 

example of future work too. 

Those possibilities of future work listed until now are related with creation 

or improvement of translation artifacts. And what about improvements made on 

the framework itself? It’s planned to make it dynamic, which means, devise a 

way to make possible the insertion and update of translation artifacts on-the-fly, 

without a need to recompile the framework. 

With regards to the lack of detailed error messages, a design solution to 

circumvent this problem is to create a validation module; used whenever a 

checking about the model have to be done. The validation module would be 

responsible for providing useful error messages based on each model 

constraints (e.g, all BPMN tasks when translated to WS-BPEL must have only 

one Empty Start Event, but many End Events, provided that there is only one 

Empty End). 

Supposing the following statement could be true in the quotidian use of 

framework: what if I want to do the translation between two languages, but I 
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don’t have a translation artifact directly between them, but I can have it 

indirectly? (e.g., AB and BC are existent translation artifacts, but, A  C 

should be an indirect possible translation artifact using the previous ones). So, 

providing this transitivity checking is an interesting and useful future work as 

well. 

Finally, there are plans to make a performance evaluation on the 

translation framework, to verify its impact on the Sec-MoSC Methodology as a 

whole. This evaluation has as objective to discover if the translation process is a 

bottleneck on the methodology, or its overhead is minimal and thus, has no 

significant impact. 
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