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AbstractAbstractAbstractAbstract    
 

Currently, resource sharing and service offering remains subject to troublesome 

manual configuration and extensive previously established agreements. Because of the 

different access technologies, the heterogeneity of devices and services and the mobility 

of the users, the management of the resources becomes even more a complex task to 

deal with. 

Ambient Networks have emerged to facilitate cooperation between 

heterogeneous networks usually from different administrative domains and 

technologies. This is achieved through the adoption of a new key networking concept 

that we refer to as network composition. Composition allows services to be provided 

and resource sharing, through a composition agreement. 

The performance of composition is a key factor for determining the feasibility of 

Ambient Networks, since it is expected to be extensively used during a typical 

interaction between a user and the network. These compositions change the complete 

scenario and bring more difficulty to the process, so that evaluating their stability and 

scalability becomes an important issue. 

Since the evaluation of network composition in a practical and real way is not 

feasible today, a simulator for Ambient Network Composition was implemented, called 

ANCSim. The main goal of this simulator is to evaluate the performance of the 

composition showing that it does not represent an obstacle to the deployment of 

Ambient Networks. 

Keywords: Ambient Networks, Network Composition, Simulation. 
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ResumoResumoResumoResumo    
 

Atualmente, o compartilhamento de recursos e oferta de serviços entre redes são 

permitidos apenas através de intensa configuração manual e acordos prévios entre as 

redes envolvidas. Devido às diferentes tecnologias de acesso, à heterogeneidade dos 

dispositivos e dos serviços e a mobilidade dos usuários, o gerenciamento dos recursos se 

torna uma tarefa ainda mais complexa. 

As Redes de Ambiente surgem para permitir a cooperação instantânea e 

dinâmica de redes heterogêneas pertencentes a diferentes domínios administrativos e 

tecnológicos, através de um novo conceito chamado de Composição de Redes. A 

Composição permite a disponibilização de serviços e o compartilhamento de recursos 

entre redes, via Acordo de Composição. 

O desempenho da composição tem um fator crucial na viabilidade das Redes de 

Ambiente, devido à alta demanda por composição em uma interação de um usuário 

típico com a rede. Estas composições de redes mudam todo o cenário e trazem novas 

complicações para o processo tornando necessária a avaliação da estabilidade e da 

escalabilidade das mesmas. 

Diante da impossibilidade de testar tais conceitos de forma prática e real, optou-

se por fazê-lo através de simulação. Para atingir este objetivo foi especificado e 

implementado um simulador para Composições de Redes de Ambiente. Este simulador 

tem como objetivo principal avaliar o desempenho da composição mostrando que a 

mesma não representa um gargalo para a implantação das Redes de Ambiente. 

Palavras Chaves: Redes de Ambiente, Composição de Redes, Simulação. 
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IntroductionIntroductionIntroductionIntroduction    
    

 

This chapter presents a brief introduction to the problems approached by this 

dissertation, for evidencing the importance of a performance analysis of network 

composition. It also details the main goals to be attained and the organization of this 

document. 

1.1.1.1.1.1.1.1. Motivation and ContextualizationMotivation and ContextualizationMotivation and ContextualizationMotivation and Contextualization    

The evolution and growth in the systems scale, Computer Networks, Internet, 

Web and IT (Information Technology) solutions, associated to the high cost on 

providing IT services emphasize the need for sharing resources, providing instant 

services and establishing network cooperation, which is done through agreements. 

Currently, this agreements need extensive manual configuration, as well as a previously 

knowledge about the network behavior. However, the heterogeneity of the devices, the 

diversity of the available services, the dynamism, the mobility and the asynchronous 

nature of devices and services make unfeasible the complex task of centralized 

management and the prediction of the state or operation context [7]. 

Ambient Networks (AN) [6] have been proposed to allow the competition and 

cooperation in the aforementioned context. It is a new networking concept, which aims 

to enable the cooperation of heterogeneous networks belonging to different operator or 

technology domains. This cooperation should be transparent, under demand and “plug-

and-play”, i.e. no previous configuration or negotiation is required between network 
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operators. This new vision have been studied and developed in the Ambient Networks 

Project [1], [2], which is part of the World Wireless Initiative (WWI) [3], [4], and is co-

sponsored by the European Commission under the Information Society Technologies 

(IST) [5]. The project was started in 2004 and its end is expected for 2009. The 

objective is that Ambient Networks will be operational between 2015 and 2020 [7]. 

The main innovative concept of AN is Network Composition, in order to allow 

fast adaptation of the network domain topology as required for mobile users and moving 

networks, providing access to any network, including personal mobile networks, 

through instantaneous and on demand agreements between the networks, called 

Composition Agreement. Composition can be thought of as a mechanism for automatic 

negotiation of roaming and/or service level agreements (SLAs), which today are done 

manually. 

These new features need to be managed in an integrated and flexible way. 

Policy-based Management (PBM) seems to adequately address it because it is an 

approach for the administration of complex network infrastructures by establishing 

policies to deal with situations that are likely to occur in a largely automated fashion. 

Policies can be used, for example, to manage and control the access to network 

resources by using high-level rules and decisions. 

Furthermore, it is important to evaluate the performance of composition, since it 

represents a critical factor in the feasibility of Ambient Networks, due to the expected 

high demand for composition in an interaction of a typical user with the network. 

Moreover, a deep understanding of the main characteristics of composition and 

decomposition of Ambient Networks are also needed. Since these concepts are 

innovative, new management models must be developed and therefore performance 

analysis will provide significant help for guiding this activity. Some relevant 

characteristics to be well understood are establishment, duration, efficiency, stability 

and frequency of compositions. 

This work evaluates the feasibility of using dynamic network composition as a 

mechanism that is capable to providing instantaneous service access for the users. A 

brand-new simulator was developed to allow the understanding of a performance 



Chapter 1 – Introduction  14 

 

analysis study and to provide new insights, as well as, to improve the general 

comprehension of the network composition mechanism. 

1.2.1.2.1.2.1.2. ObjectivesObjectivesObjectivesObjectives    

The main objective of this work is the analysis of the mechanism of network 

composition for Ambient Networks. This mechanism should be sufficiently scalable to 

fulfill the high demands for ubiquitous services from mobile users. Complex 

compositions should be more stable and occur less frequently, introducing a lower 

impact not only in the user response time, but also in terms of the amount of resources 

needed to deploy them. On the order hand, frequent compositions should be performed 

in a fast and inexpensive way. 

Since today is not realistic to test such concepts in a practical and real scenario 

(ANs are not available), a natural choice for a performance analysis study is using 

simulation. In order to achieve this goal, the Ambient Network Composition Simulator 

(ANCSim) has been designed and implemented. It is a specific purpose simulator for 

Ambient Network Composition, focusing on some important features of the mechanism. 

In order to evaluate the performance of Composition, some experiments were 

carried out with this simulator. First, simple scenarios were considered, aimed at 

observing and understanding the basic behavior of the mechanism. More complex 

scenarios were evaluated after some important properties were identified. 

The set of experiments were designed in such a way that the final results should 

provide a broader knowledge of the stability and scalability of the composition 

mechanism. The composition behavior was evaluated taking in consideration some 

metrics defined with the specific intention mentioned above. Examples of metrics 

considered in this work are number of composition requests, duration of compositions 

and number of active compositions. 

Additional contributions of this work are the development of a useful tool for the 

simulation of Ambient Network Composition, as well as a set of metrics for 

understanding the behavior of this mechanism. As a matter of fact, specifying 

meaningful metrics was a challenge and took a good deal of effort, since no previous 
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work has been found. Furthermore, the analysis of the composition behavior has an 

impact in the deployment of Ambient Networks and is also a contribution. 

1.3.1.3.1.3.1.3. Organization of the DissertationOrganization of the DissertationOrganization of the DissertationOrganization of the Dissertation    

This introduction is the first chapter of a document comprised of 6 chapters, 

organized as follows: 

Chapter 2 presents the Ambient Networks Project, introducing the Ambient 

Networks concept, foundations, characteristics and its main innovation, which is 

Network Composition. 

Chapter 3 describes a framework proposed and implemented to manage Ambient 

Network Composition, called PBMAN, which focus on composition mechanism 

implemented. This work was based on the PBMAN framework. 

Chapter 4 describes the simulator ANCSim, proposed and developed to evaluate 

the performance of Network Composition. It describes its main functionalities and 

structure. 

Chapter 5 presents the simulation scenarios, the parameters and the metrics 

utilized to evaluate the Network Composition discussing the importance of each one. 

The obtained results are also discussed in this chapter. 

Chapter 6 draws some conclusions for this dissertation, stresses its contributions 

and discusses some interesting considerations for future work on this subject. 

 



 

Chapter 2Chapter 2Chapter 2Chapter 2  

    
Ambient Ambient Ambient Ambient NetworksNetworksNetworksNetworks    
 

 

This chapter details the Ambient Networks Project, introducing the project 

objectives, key impacts and main phases. After that, it explains the innovations, the 

principles and the characteristics of the Ambient Networks. It emphasizes the concept of 

Network Composition considering its features, the Composition Agreement (CA), 

requirements, types and the complete procedure to achieve a composition. 

2.1.2.1.2.1.2.1. Ambient NetworksAmbient NetworksAmbient NetworksAmbient Networks Project Project Project Project    

Ambient Networks is an Integrated Project (IP) which aims to create network 

solutions for mobile and wireless systems beyond 3ª Generation. This project is part of 

WWI (World Wireless Initiative) [3], [4]. WWI is a major joint effort from industry, 

academia and government which main goal is define functions and mobile systems that 

provide to users the best utilization and lowest cost. 

Figure 2.1 shows the different projects that compose the WWI. Each project is 

coordinated by a specific company. For example, the Ambient Networks project is 

coordinated by Ericsson Research. These projects are self-contained in each research 

area but complement each other. In other words, the results found for each project bring 

together to form a more complete solution [9]. 

In order to guarantee the consistency of the WWI expected results, some 

companies such as Elisa, France Telecom, DoCoMo, Telefonica and Vodafone, work in 

teams as project managers (WWI Coordination Team) to allow inter-project 
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collaboration on common topics. These companies are responsible for updating the 

common information among the different projects that composes the WWI. 

 
Figure 2.1. Current WWI Structure [9]  

The strategic objectives of the WWI are the following [9]: 

1. To provide rich, high performance communication systems providing 

ubiquitous access to many new services, professional, personal and multi-

media. 

2. To provide affordable wireless systems that will enable four billion people 

and forty billion devices to communicate by 2020. Achieving this will allow 

many more people to participate in the economic process, thus considerably 

reducing inequality in the world. 

In order to achieve the WWI objectives, a commonly agreed timetable was 

defined and is expected to be followed by all WWI projects. This timetable has three 

phases, lasting two years each. The phases are specified as following: 

1. Phase 1: Technology Exploration and Assessment (2004 – 2005) 

During this phase new concepts and technologies will be explored and 

evaluated. Generic user requirements will be identified. The expected results 

include (a) the identification of a set of technologies able to fulfill the project 

objectives, (b) the first systems concepts and evolution scenarios, and (c) the 

definition of flexible solutions that fulfill the user needs. 
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2. Phase 2: Technology Development and Specification (2006 – 2007) 

In this phase, collaborative work will result in simulators and prototypes that 

show the technology viability. Specifications will be prepared for 

standardization forums. The expected results include simulators, prototypes 

and standards submissions. 

3. Phase 3: Validation and Demonstration (2008 – 2009) 

In this phase, the concepts developed in the different integrated projects will 

be verified in large scale tests, showing the viability of the proposed system. 

Results include (a) system concepts totally agreed and (b) demonstrators that 

show significant aspects of the Wireless World. 

Currently, the projects are in phase 2. The concepts studied and defined in Phase 

1 are now implemented as simulators and prototypes. The main concepts developed in 

phase 1 will be detailed in sections 2.2 and 2.3. 

The Ambient Networks project will allow scalability and reliability to the 

wireless networks and also provide easy and quick access to anyone using the 

communication services. This project allows increased competition and cooperation, 

enabling efficient use of resources in an environment populated by a multitude of 

devices, technologies and business actors. 

The expected project results include a coherent and complete solution to 

wireless networks; an architecture for self-management components that reduces 

operational costs; and a protocol suite to network composition ensuring connectivity, 

resource management, security, manageability, conflict resolution, and content 

handling. 

2.1.1.2.1.1.2.1.1.2.1.1. WorkWorkWorkWork    areas and Workareas and Workareas and Workareas and Work----packagespackagespackagespackages    

In order to organize the different types of work, the Ambient Networks project 

divides the technical work into work areas [9]. Each work area is managed by a leader 

responsible to disseminate the results to the other work-packages and to the research 

community. The main work areas are the following: 
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1. Work Area 1 – Concepts and Architecture 

The main goal of this work area is create the main project concepts and 

provide the architecture needed by the main framework. It is also responsible 

to monitor the information changed among the other areas. Its main task takes 

place in the beginning and in the end of the project, organizing workshops in 

order to disseminate the developed concepts and the obtained results. 

2. Work Area 2 – Key Technical Problems 

This work area is responsible to realize the technical work developing 

algorithms, protocols and performance evaluation studies. It is also 

responsible to identify the critical issues of the project development. 

3. Work Area 3 – Business Interfaces and Commercial Viability 

This work area emphasizes the evaluation of the commercial viability 

including business scenarios that reflects the different network environments 

which shows the studied networks. The validation of the mechanisms of the 

Ambient Networks is also considered. 

4. Work Area 4 – Prototyping and Validation 

The main goal of this area is to prove the concepts and technical solutions for 

Ambient Networks developed. This goal could be achieved through 

prototyping, proof-of-concept implementations and testbeds. 

Considering the size of these work areas and the current project phase, the work 

will be divided into tasks or packages [9]. The main work-packages for the phases 1 and 

2 are the following: 

1. Work-package 1 (WP1) – Concepts, Architectures and Technical 

Coordination 

The main goal of this work-package is to develop and disseminate the 

Ambient Networks framework based on user scenarios. It is also responsible 

to harmonize the interaction functions and mechanisms developed by the 

Ambient Networks project. 
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2. Work-package 2 (WP2) – Multi-Radio Access 

The goal of this package is to propose multi-radio access architecture to allow 

the wireless access as part of the Ambient Network concept. The objectives 

are to find and analyze some critical elements in network access in order to 

provide technical and economic viability to the proposed architecture. 

3. Work-package 3 (WP3) – Network Composition and Connectivity 

This package aims at provide connectivity mechanisms to facilitate the simple 

and dynamic Ambient Network composition among networks with different 

sizes and capabilities. The main goal is described in details the composition 

mechanism and the behavior of the networks involved. 

4. Work-package 4 (WP4) – Mobility and Moving Networks 

The goal of this work-package is to investigate, develop and evaluate 

innovative concepts and mechanisms for the mobility and moving networks 

management in an Ambient Network. It defines the mobility architecture 

considering the general concepts established in WP1. 

5. Work-package 5 (WP5) – Smart Multimedia Routing and Transport 

The main goal of this work-package is investigate new routing approaches 

and transport architectures based on adaptation and routing decision 

functions, integrating the context aware network management (WP6), 

connectivity (WP3) and mobility (WP4). 

6. Work-package 6 (WP6) – Context Aware Networks 

This work-package will investigate, model and structure the information that 

a context manager will lead with. It will also investigate flexible data 

description schemas to provide the representation of the data context 

facilitating the information exchange among the entities belonging to an 

Ambient Network. 
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7. Work-package 7 (WP7) – Security 

The main goal is to provide a uniform and comprehensive security framework 

which makes possible the Ambient Networks security in an environment 

characterized by easy management, authentication, privacy and robustness 

under attacks. 

8. Work-package 8 (WP8) – Network Management 

The main goal is to explore, develop and evaluate innovative management 

solutions to make possible the dynamic network composition, to reduce 

operational costs and increase the Ambient Networks scalability. 

Figure 2.1 shows the relationship among the areas and work-packages of the 

Ambient Networks project. 

 
Figure 2.2. Work Areas and Workpackages [9] 

2.2.2.2.2.2.2.2. AAAAmbient Networksmbient Networksmbient Networksmbient Networks Concepts Concepts Concepts Concepts    

Nowadays it is common that a user owns different devices such as palmtops, cell 

phones or laptops. However, there is no network that interconnects these devices to 

share resources. An Ambient Network is a collection of networks, nodes and/or devices 

sharing a common control plane, called Ambient Control Space (ACS) [2] (detailed in 
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section 2.3). Each Ambient Network has a unique identifier and it is accessible for users 

or other Ambient Networks in a controlled way through well defined external interfaces. 

The main Ambient Networks aspects are illustrated by the scenario shown in 

Figure 2.3. This scenario involves an imaginary business woman called Maria who is 

traveling on a subway (a) to the place for an important meeting. Maria owns a PAN 

(Personal Area Network) that consists of some devices, supporting different access 

technologies. During her travel, she needs to check her email (d) and to download a 

document she will use during the meeting (c). Furthermore, she must be in contact with 

her business partners through a video-conference (e). She also wants to be available for 

contact by her family and friends. The network services will be supplied by the AN or 

by legacy networks to allow Maria to remain in contact while she is moving. 

a

b c

d e

aa

bb cc

dd ee
 

Figure 2.3. An Ambient Networks Scenario  

While in the subway, Maria can use the PAN conference resource to participate 

in the video-conference. She can keep contact with her family through the cellular (b) 

and talk with her friends using e-mail or instantaneous messages. Everything can be 

made while the meeting document is being downloaded. Maria wants a good quality of 

voice and video and expects that no additional configuration will be necessary. While 

she is moving, several handoffs can happen among several access networks. These 

networks can be ANs or Legacy Networks and can belong to different providers and 

have different capacities. This scenario contains some examples of interaction between 

different Ambient Networks as well as between Ambient Networks and Legacy 

Networks. 
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2.2.1.2.2.1.2.2.1.2.2.1. InnovationsInnovationsInnovationsInnovations    

Ambient Networks extend the current networks with several innovations [2]. 

The three main innovations are the possibility of network composition, enhanced 

mobility and effective support for heterogeneity in networks. 

1. Network Composition: This mechanism is introduced by the AN Project and is 

expected to be dynamic and instantaneous. A universal framework that works 

without user involvement will be developed. The execution of the composition 

process has to be efficient in order to keep up with fast topology changes as 

expected. 

2. Mobility: This process will happen in a fast way supporting effective local 

communication. Furthermore, mobility must interact efficiently with the control 

interfaces needed to enable QoS and optimal routing and rerouting of individual 

multimedia flows. 

3. Heterogeneity: Different operators and technologies must be integrated in a 

seamless and secure solution provided by Ambient Networks. Diversity of 

access technologies, especially of links provided by mobile networks, will be 

supported by a Generic Link Layer (GLL) concept, which will efficiently enable 

the use of multiple existing and new air interfaces. 

2.2.2.2.2.2.2.2.2.2.2.2. PrinciplesPrinciplesPrinciplesPrinciples    

The main goal of Ambient Networks is to allow the cooperation between 

heterogeneous networks and different administrative and technological domains. This 

cooperation must occur on demand, without pre-configuration or negotiation between 

network operators. To achieve this, a conceptual framework is defined, including the 

control functions necessary to achieve the required network capabilities. This 

framework is based on the following five principles [10]: 

1. Ambient Networks are build upon open connectivity and open networking 

functions, in a way that any Ambient Network that wants composition can do it, 

removing the architectural restrictions on who or what can connect to what. The 
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goal is to enable all networking services for connected networks instead of 

connected nodes. 

2. Ambient Networks are based on self-management and self-composition, using 

network composition as basic, locally founded building blocks of a networking 

architecture. These features will broaden the business case for the operator and 

enable fast introduction of new services in all connected networks. 

3. Ambient Networks functions could be added to existing networks, such as 

connectivity and control level, logically separated in Ambient Networks. The 

control level (ACS) can enhance existing technologies with distinct control 

functions that are compatible across all domains of an Ambient Network. 

4. Ambient Networks secure and simplify network control; using overlay 

techniques to reduce the overall networking control architecture and enable 

future growth of functionality in a cost-effective manner. Security will be used 

as a generic feature in all network control functionalities. 

5. ANs range between PANs and WANs using the same protocols, treating the user 

domain like a small scale operator. A part of this principle is to allow for 

disconnected operation since not all parts of a network will be interconnected all 

the time. Particularly, the smaller networks like PANs will often be disconnected 

from their composition partners as well as from their central components and 

still have to work consistent to their policies. 

2.2.3.2.2.3.2.2.3.2.2.3. CharacteristicsCharacteristicsCharacteristicsCharacteristics    

In summary, the main characteristics of an Ambient Network are the following 

[2]: 

1. AN provides well defined control interfaces to other ANs and service platforms 

or applications; 

2. AN supports management control functions implementing the Ambient Control 

Space (ACS); 
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3. AN can be dynamically composed with others Ambient Networks to form a new 

Ambient Network. 

2.3.2.3.2.3.2.3. Network CompositionNetwork CompositionNetwork CompositionNetwork Composition    

 Network Composition [6] is the key architectural concept and the main 

challenge of Ambient Networks that aims at enabling control-plane interworking and 

sharing of control functions among networks. Intuitively, composition can be thought as 

a mechanism for automatic negotiation of roaming and/or service level agreements 

(SLAs), which today are done manually nowadays. Composition goes beyond what the 

Internet and mobile networks can provide today and is not restricted to basic addressing 

and routing. Composition enables seamless mobility management, and improved 

network and service efficiency. It also hides interconnection details of cooperating 

networks to the outside. 

 A network composition may result in a new Ambient Network with a new 

identifier, or may extend an already existing Ambient Network with the same existing 

identifier [11]. When Ambient Networks compose, their ACSs interact with each other 

and the composed Ambient Network can appear to the outside as a unique Ambient 

Network. These ACSs are responsible for deciding which services and/or devices will 

be shared in the new network. 

 The ACS is comprised of a collection of functional entities (FEs), each one 

reflecting different control and management tasks, such as composition, mobility, 

security, QoS and congestion control. These FEs work independently but cooperate with 

each other to guarantee total interaction between the networks. In order to provide this 

cooperation, a set of identifiers is provided to allow other networks to contact and share 

resources. Services and/or devices, both managed by the control plane, are treated as 

target objects to be shared through the composition. They will be accessed by users 

belonging to different Ambient Networks. 

 Figure 2.4 depicts the current Ambient Network structure, showing the ACS, the 

ASI (Ambient Service Interface), the ANI (Ambient Network Interface), the ARI 

(Ambient Resource Interface), the GANS (Generic Ambient Network Signaling) 

protocol and the functional entities already defined, detailed below. 
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Figure 2.4. Ambient Control Space [10] 

 The cooperation across different Ambient Networks is allowed by the ANI. This 

interface offers standardized means to share management information and facilitates the 

network-to-network communication. The ASI provides service infrastructures and 

allows applications and services to issue requests to the ACS concerning the 

establishment, maintenance, and termination of end-to-end connection between 

functional instances connecting to the ASI. The ARI offers control mechanisms that the 

ACS can use to manage the AN resources. These resources can be routers, switches, 

filters and proxies. 

 In order to compose with others ANs, the ACSs of the Ambient Networks 

communicate via ANI using GANS. This protocol doesn’t replace the standard 

protocols responsible for sharing information or mobility support. GANS is used to 

share information not covered by these standard protocols. For example, the negotiation 

of the Composition Agreement (CA), detailed in section 2.3.2, will be performed by 

GANS. 

 The Composition Functional Entity (C-FE) is responsible for coordinating 

composition related control and management issues. It provides the means for the other 

Functional Entities (FEs) to agree on the details of a Composition procedure in 

accordance with established policies and information obtained from FEs. Together, the 

FEs are responsible for realizing the composition and for assuring that the networks will 

follow the Composition Agreement. 
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2.3.1.2.3.1.2.3.1.2.3.1. CharacterisCharacterisCharacterisCharacteristicsticsticstics    

 The Composition is a network operation between Ambient Networks and it has 

the following features [11]: 

1. Generic: the presence of particular control functionality does not influence the 

composition process. This process is not specific to a particular network type. 

The interconnection and sharing of any control functionality between different 

types of networks can use the same procedure. Therefore, Composition fits well 

for heterogeneous environments in which there are different types of networks. 

2. Scalable: composition provides scalabity not only to single devices but also to 

large networks. The composition procedure is the same, regardless the network 

size. 

3. Extendable: composition can be easily extended to include new types of control 

functions. 

4. Plug and Play: composition is an automatic operation that works without (or 

with minimal) human interaction, i.e. it is a dynamic operation performed on-

the-fly.  

5. Adjustable Operation: composition is an adjustable operation and its behavior 

may be configured based on user preferences. The composition can be triggered 

in different ways such as manual, discovery based, external network signaling, 

etc. 

6. Controllable Operation: composition could be limited and controlled by policies 

that are considered a generic method to add preferences as control parameters to 

this operation. Another alternative is use different kinds of agreements like SLA, 

for example, to add preferences and restrictions to this operation. 

2.3.2.2.3.2.2.3.2.2.3.2. Composition AgreementComposition AgreementComposition AgreementComposition Agreement    

 The Composition Agreement (CA) [10] defines the level of interworking 

between the networks. It is a contract among the Ambient Networks evolved in the 

composition which specifies the rules and policies the networks agreed to follow. Such 
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agreement reflects the details of their relationship including both business (contractual 

interaction points, payment method) and technical (management, QoS, technical 

capabilities) issues. 

 A Composition is the negotiation and realization of the Composition Agreement. 

Both negotiation of Composition Agreement and its realization preferably are plug and 

play. An individual Ambient Network may participate in multiple network compositions 

concurrently for different purposes. 

 The CA is negotiated and created by the functional entities of the ACS, 

coordinated by the composition functional entity. It is created when single Ambient 

Networks decides to share resources and agree to compose with other networks. A CA 

can be updated at any time but only when all members of the composed AN agree to 

change it. It exists as long as the composition exists, even when its members change. 

 The structure of a CA could be seen in Figure 2.5 [10].  It is modular and 

consists of a general part specifying the basic rules that all involved FEs agreed to 

follow. 

 
Figure 2.5. Composition Agreement Structure [10] 

 A large number of parameters and values must be negotiated to fill the 

Composition Agreement. This negotiation is a slow process and conflicts with the idea 

to negotiate CAs on the fly. In order to reduce this problem, composition templates can 
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be used. A composition template predefines parameters, values and options for a CA, so 

that the amount of items to be negotiated is reduced. 

 A CA has two main distinct parts: a generic part (FE independent) and FE 

specific parts, each of these parts may include mandatory and optional subsections. The 

first part consists of generic information such as lifetime of the CA, the identities of the 

ANs involved, references to related policies, etc. The FA specific parts provide details 

about specific issues of each FA. 

 Some examples of the CA contents are: list of resources shared by all ANs; 

conditions to use each shared resource; establishment and maintenance of QoS among 

ANs; compensation and payment. 

 The Composition Agreement can describe a symmetric or an asymmetric sharing 

of resources, responsibilities, services and permissions between constituent ANs. In the 

symmetric approach, all composed networks play the same role, sharing the resources in 

the same way. On the other hand, in the asymmetric approach, some networks may 

share more resources than others. In practice, Composition Agreements are not expected 

to be completely symmetric. 

2.3.3.2.3.3.2.3.3.2.3.3. Composition RequirementsComposition RequirementsComposition RequirementsComposition Requirements    

 In order for the composition to take place, every entity involved in any type of 

negotiation must have an identifier. This identifier will be used to access this entity and 

could be translated to an address of an end host, when necessary [11]. For example, an 

identifier of an AN may be translated to an IP address of a server. 

 A discovery mechanism should be supported to find addresses of valid contacts 

and allows the access of others Ambient Networks. An important characteristic is that 

the composition enables co-operation between ANs independent of their location as 

long as the connectivity exists. Virtual Composition is the one that connects ANs that 

are not directly connected but exchange packets via another transport networks (detailed 

in section 2.3.6). 

 The Composition Agreement will be established through the interaction among 

the composition areas of the involved ANs, thus the ANs must be capable to exchange 
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control information of the Functional Entities via ANI. The ANI must allow not only 

the communication between ACSs of different ANs but also between ACSs that belong 

to a composed AN. Composed ANs must be able to hide their identities, the internal 

ANIs and the constituent ACSs of the ANs, in case this is established in the composition 

agreement. This feature allows an AN to appear as a unique network to the outside. 

 In order to support the realization of the composition agreement, Ambient 

Networks are required to carry some specific procedures. These procedures include the 

following: to accomplish a new composition agreement and to update the corresponding 

composed Ambient Network; to add an individual AN to an existing composed Ambient 

Networks; to update the composition agreement; and to remove a member of a 

composed AN.  

 Finally, the composition process must be as automatic as possible, which means 

that it should not require any direct interaction with the users. 

2.3.4.2.3.4.2.3.4.2.3.4. Types of Types of Types of Types of CompositionCompositionCompositionComposition    

 Ambient Networks may compose with others Ambient Networks in different 

types or degrees of composition, depending on how tightly the individual networks 

compose and how the control planes of the networks involved are self-reorganized. The 

type of composition may influence strongly the contents of the CA and the behavior of 

composed AN defining the level of cooperation between the composing ANs. Three 

types of composition were identified as the following: Network Integration, Control 

Sharing and Network Interworking [12]. 

 When individual network completely merge and create a unique new ACS, the 

composition is called Network Integration.  It is a special and extreme case of Network 

Composition, where the networks are fully merged and the composed network consists 

of all logical and physical resources of all its members. The ACS of the composed AN 

has full control of these resources, and the constituent ANs give up them. Others 

networks cannot identify the ACS of constituent ANs directly because the common 

ACS is the only ACS others networks can see. The Figure 2.6 illustrates this type of 

composition. 
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Figure 2.6. Network Integration [10] 

 An example of this type of composition occurs when a PDA (Personal Digital 

Assistant) composes with a PAN belonging to the same person. The PDA will be part of 

the PAN and it will share the resources and functionalities without restriction. The PDA 

identifiers and the networks and devices that compose the AN will not be visible, only 

the identifier of the composed AN will be. 

 When networks partially merge during a composition, it is called Control 

Sharing, where only a subset of the services/resources of the constituent individual 

networks will be part of the new composed network. Control Sharing composition is 

illustrated in Figure 2.7 and Figure 2.8. 

 
Figure 2.7. Control Sharing with non-exclusive right to resource control [10] 
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 Figure 2.7 shows the status before and after composition. In the case of Control 

Sharing, the common ACS controls not only the shared resources, but also other non-

shared resources, and may be needed also for other reasons besides resource control. In 

Figure 2.8 the common ACS is optional and the shared resources are controlled by the 

ACSs of the networks before composition is established. 

 
Figure 2.8. Control Sharing with exclusive right to resource control [10] 

 Control Sharing is expected to be the most frequent type of network 

composition, where all involved ANs establish a composition agreement and provide to 

the composed AN a subset of their logical and physical resources. The ACS of the 

composed AN is not unique and it is responsible only for those shared resources. The 

constituents ANs keep their own identifiers and may participate of other network 

compositions in parallel, which is not possible in Network Integration. 

 As an example of Control Sharing, let us consider two PANs belonging to 

different users directly connected which decide to compose for sharing some documents 

and devices. The Control Sharing consists of all shared resources between these two 

networks and a new identifier. This identifier will be used to allow other networks to 

contact the new composed AN. However, unlike Network Integration, the constituent 

networks can be contacted through their own previous identifiers. 

 Composition also encompasses legacy (current) forms of interactions between 

networks (i.e. connectivity), which are classified as Network Interworking. This type of 

composition allows a minimum cooperation based on data packet exchange, which 

provides basic communication among the involved ANs. Network Interworking is the 
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common for the communication in current Internet or in mobile telecommunication 

networks. It is performed in order to provide connectivity and no new ACS is created. 

 
Figure 2.9. Network Interworking [10] 

2.3.5.2.3.5.2.3.5.2.3.5. Composition ProcedureComposition ProcedureComposition ProcedureComposition Procedure    

 The composition between two ANs follows a well-defined step-by-step 

procedure [10]. The procedure starts with the first contact between the C-FEs where an 

authentication process is performed and afterward the CA negotiation begins. After the 

CA is agreed, it is authorized and finally the participating FEs realize the CA. The 

procedure has eight phases and each one is described below. 

2.3.5.1 AN Discovery 

 The main goal of this phase is to discover adjacent ANs and negotiate 

parameters for establishing connectivity. Active advertisements is used for an AN to 

offer resources and services to other ANs. The AN may listen to advertisements by 

other ANs or discover its neighbors actively. Figure 2.10 illustrates the procedure where 

the ANs communicate with each other through the ANI interface. 

 

Figure 2.10. ANs in the same geographic area [2] 
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 The discovery procedure allows to select an AN for composition. It allows the 

discovery of the identifiers, resources, capabilities and network services of other ANs. 

Then, this information is used to decide if the composition can happen or not. During 

this phase, information related to connectivity is also exchanged. If there is no AN 

selected, the composition procedure is finished after this phase.  

2.3.5.2 AN Authentication 

 In this phase, the Security-FE is responsible to perform the authentication 

between the ANs involved in the composition. The authentication is based on pre-

existent trust and AN identifiers. This trust is created in a transparent way and policies 

can guide this step, restricting, for example, the cooperation with certain ANs.  

 The establishment of basic security and connectivity is done using existent 

protocols such as HIP (Host Identity Protocol) [25] and is illustrated in Figure 2.11. 

 

Figure 2.11. AN Authentication [2] 

2.3.5.3 Creation of Composition Agreement 

 Composition-FE (C-FE) is responsible for the creation of an initial proposal of 

the CA. This proposal may be created using a predefined CA or it may be based on a 

template. When a template is used, the final content will be dictated by inputs from 

other FEs and local policies. 

 Each FE is independent with respect to its part of the CA. So, each FE is free to 

define the rules and the contents of its part. However, the structure of the CA is defined 

by the C-FE, based on its configuration and knowledge of existing FEs. 
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2.3.5.4 Negotiation of Composition Agreement 

 This phase refers to the CA negotiation. The CA includes: the policies both 

networks agreed to follow; the chosen identifier for the composed AN; how logical and 

physical resources are controlled and/or shared between the composing ANs, etc. 

During the negotiation, ANs may exchange information about resources and other 

related information to be able to apply policies. 

 There are two ways for negotiating a CA: centralized and distributed. In a 

centralized negotiation, the C-FEs of the ANs involved negotiate with each other and 

consult the other FEs in the same AN. The C-FE collects all data and confirms all 

decisions. This type of negotiation is illustrated by Figure 2.12. 

 
Figure 2.12. Centralized Scheme [10] 

 In the distributed negotiation, each FE negotiates independently the control 

functionality it is responsible for, orchestrated by the Composition Control FE. In this 

approach, the negotiation process is followed by an internal consolidation phase to 

ensure the consistence and coherence of the information negotiated by each FE. The 

synchronization is also needed for checking the policies and passing references between 

FEs. This type of negotiation is illustrated by Figure 2.13. 

 
Figure 2.13. Distributed Scheme [10] 

2.3.5.5 Realization of Composition Agreement 

 This phase completes the composition. During this phase, network elements are 

configured to reflect the CA being created or modified. Each of the composing AN must 

also update its own configuration. The result of the CA process depends on the 
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composition type. If it is a Network Integration the result is an enlarged AN, if it is a 

Control Sharing the result is a brand new AN and if it is Network Interworking the 

result is two interworking ANs. Figure 2.14 illustrates the result of the CA process when 

the type is Control Sharing. 

 

Figure 2.14. Composed Ambient Network [2] 

2.3.5.6 Request to Update Composition Agreement 

 A Composition Agreement can be changed. In this phase, an AN indicates that 

wants to modify the CA by sending a request to the Composed Network. If the other 

ANs agree with the update request, the CA is renegotiated. The composition update 

process can be triggered for reasons such as service needs, mobility, link fading or 

failures, availability of new links or services, and so on. 

2.3.5.7 Notification of Decomposition 

 Decomposition takes place when one or more ANs of a composed AN decide 

stop sharing their resources. An indication is sent to the composed network or to its 

constituent ANs. After this indication, the composed AN must check if a resource 

and/or control management reallocation is needed. A composed AN may also check if 

there is any information it needs from the leaving AN. Decomposition will restore the 

states to their original ones before ANs composition. 

 In the case where the Composition involves only two ANs, this phase triggers 

CA deletion. In the case where more than two ANs are part of a Composition and one of 

the ANs leaves, it may be required to renegotiate or update the CA. 
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2.3.5.8 Deletion of Composition Agreement 

 In this phase, the Composition Agreement is deleted. The C-FE orchestrates this 

phase and it is assisted by the other FEs. The applied policies and rules need to be 

uninstalled and all reserved local resources are released based on the corresponding CA. 

2.3.6.2.3.6.2.3.6.2.3.6. Virtual CompositionVirtual CompositionVirtual CompositionVirtual Composition    

 Virtual Composition [10] is a type of composition where the ANs that are not in 

physically connected can exchange packets via another transport network. This is 

showed in Figure 2.15, in which AN-A and AN-B have composed over transport 

networks. One of the composing ANs or both may be composed with at least one of the 

transport networks. 

 

Figure 2.15. Virtual Composition between networks [10] 
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This chapter presents a framework designed and implemented to deal with the 

task of management in Ambient Networks, called Policy-Based Management for 

Ambient Networks (PBMAN), describing its goals, terminology and architecture. It 

shows how the composition occurs in PBMAN considering its types, the Composition 

Agreement and the complete composition process. It also details the X-Peer middleware 

and X-PBMAN, the proof-of-concept prototype that implements the main PBMAN 

functionalities. 

3.1.3.1.3.1.3.1. IntroductionIntroductionIntroductionIntroduction    

The complicated structure of wireless networks, the current Internet services and 

future ubiquitous services of wireless mobile users need to be managed in an integrated 

and flexible way. They need a scalable distributed management which is a big 

challenge. 

Policy-based Management (PBM) [8] seems an adequate approach to deal with 

automatic and dynamic configuration because it simplifies the administration of a 

complex network infrastructure in a largely automated way. Policies describe how to 

manage and control the access to the network using high-level abstracted rules and 

decisions. Formally, a policy is defined as an aggregation of rules, where each one 

consists of one or more conditions and actions. 

The PBM was developed by the IETF [26] and it is a model for policy 

management comprised of four entities: Policy Decision Points (PDPs, also known as 

policy servers), Policy Enforcement Points (PEPs), Policy Management Tool (PMT) 
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and a policy repository. The PDP is responsible for handling requests, querying the 

policy repository, making decisions and distributing them to the PEPs. The PEPs are the 

entities (e.g. routers) where the actions are actually implemented and⁄or enforced. The 

PMT support the specification, editing and administration of policies, through a 

graphical interface. These policies are then stored in the policy repository. Some 

protocols are necessary within this framework, such as COPS (Common Open Policy 

Service) for PDP and PEP interworking and LDAP (Lightweight Directory Access 

Protocol) for the PDP to be able to access policies in the policy repository. 

The IETF PBM framework was not designed to deal with heterogeneous 

scenarios where frequent changes happen, such as dealing with mobile and wireless 

users with highly dynamic usage patterns and unpredictable service needs. The system 

scalability is a well known limitation, since in the two-tier model adopted by IETF one 

PDP can only control a limited number of PEPs. In order to solve this problem, the 

IETF framework has been extended to deal with typical requirements of a more 

dynamic scenario. The Unified Policy-based Management (UPM) [27] proposes a three-

tier model, by adding an intermediary entity between the PDPs and PEPs, known as 

PEA (Policy Enforcement Agent). This hierarchical model has some limitations, since it 

does not abandon the client/server model, yet it adds complexity to it.  

In order to deal with the challenges of Ambient Networks, a new framework for 

policy management was designed. There are three main motivations for proposing a 

new framework. First, the IETF framework is focused on specific policy areas, such as 

QoS and security, and on simpler problems from typical corporate networks. The scope 

of applications for policy management has been increased considering service usage in 

the global Internet. Second, the new framework considers 3G/4G scenarios targeted 

comprised of a huge number of mobile wireless users with highly dynamic mobility and 

service usage patters. Traditional PBM does not provide dynamic information sharing 

among policy domains. Requirements specified for Ambient Networks give an idea of 

the complexity of such new environment. And third, the new framework complies to 

important requirements associated with those environments, which are provided by the 

P2P technology, such as scalability, fault tolerance and load balancing. 
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3.2.3.2.3.2.3.2. DefinitionDefinitionDefinitionDefinition    

PBMAN (Policy-Based Management for Ambient Networks) [14], [15] is aimed 

at designing and implementing a management infrastructure for Ambient Networks. 

PBMAN adopts the Policy-based Management (PBM) technique and the main 

underlying enabling technology is Peer-to-Peer (P2P). 

In fact, PBMAN is an instantiation of a more abstract framework, called P4MI 

(Peer-to-Peer Policy Management Infrastructure) [14]. A primary design principle 

adopted in PBMAN is to keep the architecture general and simple. As new experience is 

gained with designing and implementing the framework, new features and 

functionalities are added. 

Figure 3.1 depicts the general PBMAN architecture which is comprised of the 

Policy Decision Network (PDN), Policy Enforcement Points (PEPs), policy users and 

their interaction. PEPs and users are called policy agents. This architecture is focused on 

the role and implementation of the ACS on the various networks in an Ambient 

Networks scenario. There are three types of implementations for the ACS: PDN ACS, 

User ACS and PEP ACS (described in details in sections 3.2.1 and 3.2.2). Both User 

and PEP ACS may be part of a combined Agent ACS. 
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Figure 3.1. PBMAN General Architecture [14] 

The picture shows that both users and PEPs are considered special cases of small 

networks. There are many users and PEPs that are connected to each other and to the 

PDN by means of a wired network AN1. On the other hand, AN1 has also some 

wireless users connected to its PDN, who may be local users or visitors. AN1 must 
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transparently provide access and services to those users according to their profiles, 

regardless of whether they are wired or wireless, local or visitors. In order to be able to 

perform this task, AN1 must exchange information with other ANs, and therefore 

composition and decomposition is required. 

The type of ACS required in any given situation is influenced by the different 

features of hosts, devices or networks participating in PBMAN: 

1. Processing power: low processing power limits the functionalities of the ACS, 

e.g., in the case of a PDA or a mobile phone. 

2. Memory and disk storage capacity: devices with small memories and/or disk (or 

any permanent storage), can make it difficult to implement an ACS with many 

functionalities, similar to processing power. 

3. Mobility pattern: mobile hosts that are constantly moving through many 

different geographic locations and that are using different AN infrastructures are 

not suitable for taking on a greater responsibility on storing and recovering 

policies and management information from other networks. 

4. Connectivity and availability: this item is related to the mobility pattern, since 

usually a higher mobility pattern implies unstable connectivity and low 

availability levels. 

5. Communication capacity: a host with high processing power and memory 

capacity may not be able to contribute to the whole management process if it is 

connected to a low rate wireless network. 

6. Level of dedication: a full-time dedicated server is preferred to play a more 

important role in the ACS than one that shares processing cycles with other 

tasks. 

From the above, it is obvious that an ACS of a large network (a PDN ACS) 

requires servers with high processing power, large memory and disk storage capacity, 

fixed mobility pattern, high availability, high communication capacity and low level of 

processing sharing with other services. On the other hand, typical mobile wireless 
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hosts/devices are only able to implement a small version of the ACS, for managing its 

own needs and depending on the PDN ACS for the rest. 

3.2.1.3.2.1.3.2.1.3.2.1. Policy Decision NetworkPolicy Decision NetworkPolicy Decision NetworkPolicy Decision Network    

The Policy Decision Network (PDN) is responsible for implementing most of 

the PBMAN concepts and functionalities, mostly related to Policy-based Management 

and P2P interworking, such as storing and retrieving policies and taking decisions about 

received requests. In other words, the PDN is the P2P-based distributed implementation 

of the ACS for PBMAN. Figure 3.2 shows the PDN structure. 
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Figure 3.2. Policy Decision Network 

The PDN is comprised of two main entities, Decision Points and Repositories. A 

Decision Point, also called PDN Node or P-Node, is a policy server, which accepts 

some part of the whole PDN work. The PDN is able to interwork with other P-Nodes by 

a distributed P2P network, based on Distributed Hash Tables (DHT) [21], which is 

called PDN-ring. The PDN-ring provides PBMAN with the inherent features of P2P 

systems, such as load balancing, fault tolerance and scalability. This is the main 

difference between the PDN in the PBMAN and a PDP in the IETF PBM client/server 

model which is designed to interact with a set of PEPs and is not intrinsically aware of 

the existence of other PDPs, e.g., for load balance and fault tolerance purposes. 

The PDN has two information repositories, the Policy Repository (PR) and the 

Management Information Repository (MIR). The PR must store policies according to 

some requirements, such as making easier the process of searching and retrieving 
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policies. PBMAN does not specify a particular storage technology, such as LDAP, as 

long as different implementations are able to interoperate. In addition to policies 

themselves, there is a need for keeping information about entities that are managed with 

policies, which is stored in the MIR. Typical information in the MIR is profile 

information for policy agents and targets, policy to device mapping and configuration, 

control and management information of the PDN itself. 

3.2.2.3.2.2.3.2.2.3.2.2. Policy AgentsPolicy AgentsPolicy AgentsPolicy Agents    

Policy Agents (PA) are represented by hosts, equipments or devices utilized by 

users or by the network for providing services and enforcing policies. The interaction 

between agents and the PDN is based on the hierarchical P2P DHT-based adopted 

approach.  

There are two types of agents in PBMAN: PEPs and Users. PEPs are agents 

aimed at enforcing policies, such as routers, firewalls and remote access servers. PEP 

agents are also software and hardware for providing services, which must enforce 

policies of right of use, security, accounting, etc. Examples of this type of PEP are 

gaming and printing servers. Users represent devices or networks of connected devices 

that a given real user is using for accessing AN services and resources. 

An Agent ACS runs in user endpoints and on PEPs. In PBMAN, User and PEP 

ACS are considered clients of the PDN ACS. The PEP ACS runs entities that enforce 

policies of use, for example, security, QoS and user profile.  

The main difference between PDN ACS and Agent ACS is that the PDN ACS is 

used for store and/or provide policies of an entire AN and the Agent ACS only stores 

and provides policies of itself. In other words, it can request policies of different targets 

from PDN ACSs or Agent ACSs, but it is not able to provide them to other agents. 

3.2.3.3.2.3.3.2.3.3.2.3. Policy InformationPolicy InformationPolicy InformationPolicy Information Model Model Model Model    

 The information model presents the abstract representation of managed entities 

and how they relate to each other. The goal of an information model for PBMAN is 
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allowing efficient and flexible policy processing and service usage decisions to be 

made. Figure 3.3 depicts the information model. 
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Figure 3.3. PBMAN Information Model [15] 

PBMAN information model comprises three main types of management entities: 

policies, targets and associations. Targets are entities which policies may be associated 

to, such as services or users (policy agents and targets). One important step in a policy 

management system is the association between policies and targets. For PBMAN, 

targets are: user, group, network (AN), service, service bundle and access class. The 

latter is a technology-independent way of classifying access technologies by some 

common features. Policy Sets are groups of policies, useful for organization purposes. 

This PBMAN information model has been used in X-PBMAN prototype and the 

video scenario presented in section 3.4 is based on a subset of it. This model is not a 

final and general solution to Ambient Networks, since various other models may be 

suggested. 

There are two types of services in PBMAN: local services and Well Defined 

Services (WDS). The local services are used for organizing users into services (e.g., 

subscribers into plans for a provider) and is a key concept in PBMAN for allowing 

automatic service understanding and provision when a composition happens. The Well 

Defined Services are used in order to guarantee that a common understanding about 

service semantics will be achieved by all networks participating in an automatic service 

delivery. Every WDS needs a formal specification, similar to a SLA, where a service is 

defined by different parameters. For instance, a QoS service may be defined in terms of 

delay, packet loss, and throughput. 
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3.3.3.3.3.3.3.3. Composition in PBMANComposition in PBMANComposition in PBMANComposition in PBMAN    

Network composition is the most significant contribution of the Ambient 

Networks approach to the area of wireless and mobile networks. Network composition 

is expected to be extensively used in Ambient Networks. The users will have access to 

network resources and services, anytime, anywhere, and by means of any access 

technology. Therefore, it should be performed as fast and efficiently as possible, in such 

a way to provide seamless services to users, as well as not imposing a heavy processing 

and communication capacity on the management system. 

PBMAN general architecture is aimed at facilitating operations such as the 

merging of PDNs into a single one (this may reflect systems getting their temporarily or 

on permanent basis such as a result of company mergers) and dividing and joining 

separate PDNs. 

3.3.1.3.3.1.3.3.1.3.3.1. ClassesClassesClassesClasses of Compositions of Compositions of Compositions of Compositions    

By focusing on the efficiency and performance goals, PBMAN identifies some 

different types of network compositions, in order to be able to optimize each one as 

much as possible. Composition is currently classified in PBMAN according to the type 

of ACS involved (PDN and Agent). Three different types of composition are possible 

considering this criterion: PDN/PDN, PDN/Agent and Agent/Agent. 

3.3.1.1 PDN/PDN Composition 

This type of composition requires the creation of a new PDN ring. Some 

examples of this type are the composition of network providers (of any type), private 

(business) networks, home networks and moving networks (car, bus, train, plane). 

Figure 3.4 depicts a typical PDN/PDN composition. The situation before the 

composition is shown in Figure 3.4(a). Both PDNA and PDNB are single PDNs (not 

composed with any other PDN, but probably composed with agents), each one with four 

P-Nodes. During the composition, a new PDN ring (PDNAB) is created and two P-Nodes 

of each PDN are chosen as members of PDNAB, as shown in Figure 3.4(b).  
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Figure 3.4. Composition of PDNA and PDNB [14] 

The actual number of P-nodes to take part in the new composed network is 

subject to a local policy. Since any P-node member of the new composition may act as a 

gateway between networks, fault tolerance and scalability are achieved in a transparent 

manner, even when composing multiple network hierarchies. 

An important aspect about PDN/PDN compositions is that they may take some 

considerable time to be performed, but they will typically happen only when the first 

user tries to access services of a remote network. This is necessary in order to allow the 

P-Node of a local network to perform authentication and authorization based on the 

remote network policies, upon a user’s request. For all subsequent accesses, the P-Node 

will have instant access to the remote network’s information and the response therefore 

should be immediate. For that reason, composition and decomposition of that type are 

not expected to take place frequently, as they will be more stable. 

The life cycle of a composition between PDNs is comprised of six phases: 

triggering, negotiation, setup, utilization, decomposition triggering and decomposition 

execution. Composition triggering is the event that motivates a new composition, for 

example a service request access from a user to a PEP and then to the PDN for policy 

processing. Before the policy retrieval is started, the P-Node must check if a composition 

is needed. Decomposition triggering can be a timeout when the network realizes that the 

composition is not being used any longer. 

A simplified version of the negotiation is presented in the following algorithm. 

Notice that unusual situations, such as errors, composition refusal and renegotiation are 

not included. 

1. A composition negotiation starts when a P-Node from the source PDN sends a 

composition request message to one selected P-Node of the target PDN. These 
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two P-Nodes will negotiate the composition, each one representing its own 

network; 

2. The composition request is accepted, the source P-Node creates a new PDN ring 

and publishes the list of P-Nodes that will take part of it. This list is obtained by 

combining its own list of P-Nodes from its home network together with the list 

of the destination (remote) network provided with the accept message; 

3. Both source and destination P-Nodes send join messages to all other P-Nodes of 

their PDNs that will take part on the new composed PDN. 

4. All P-Nodes join the new PDN and republish their policies and other policy-

related information. Before that, P-Nodes need to be sure that a certain number 

of P-Nodes already joined the PDN, for avoiding excessive key redistribution in 

the DHT (that happens when new peers join a DHT network). The decision of 

when to republish the information is based on the percentage of P-Nodes that 

already joined the network. If that percentage is reached, the information is 

republished. If not, the P-Node waits a random time and checks again if the new 

ring is ready. For dealing with the situation where some P-Nodes take a long 

time to join the new PDN (or maybe never do it) there is a timeout mechanism. 

5. Composition is finished when all P-Nodes information is republished in the new 

PDN, or a timeout was exceeded. When the composition negotiation is triggered 

by a user service request, the source P-Node needs to know when the 

composition is ready to be used. 

A simple composition protocol for the X-PBMAN prototype was specified and 

implemented extending this basic algorithm. This extended protocol is used in the 

scenario presented in section 3.4.3. 

3.3.1.2 PDN/Agent Composition 

This type of composition happens in order to provide communication between 

agents and the PDN. Typical usages are: the request of services and resources for users 

and the request of policies for PEPs, both from the PDN.  
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This type of composition is simpler than the PDN/PDN one, since the agent 

connects to the PDN and there is no PDN ring creation, eliminating the associated cost 

of information republishing. In its most basic form, it may be understood as some form 

of login, i.e. an authentication process in which the user or PEP are able to request 

access to services. The request can be sent together with the authentication, i.e. the 

composition can be triggered by a service request. Authentication may be seen as the 

use of a password, a private key or even a token. The interaction between PDN and PEP 

is only allowed after the PEP composes with the PDN. 

The basic example of composition will be providing the simple connectivity 

service, such as: 

• Using DHCP a local user will compose with the local network. 

• Using PPP and authentication protocols a remote user will compose with the 

remote network. 

• The access to the Internet may be restricted by the use of a proxy. Only once 

users are authenticated with the proxy they are able to access the external 

network (Internet or corporate network or extranet). 

• Using IEEE 802.1X technology, only authenticated uses can get their packets 

forwarded through the authentication point, which can be an Ethernet switch for 

fixed stations or an access point (AP) for wireless devices. 

A user may or may not log in the PDN (X-Peer) during a composition. For 

having only access to resources/services (as the basic connectivity one), a user does not 

need to log in the PDN, but only to be authenticated by the PEP that provides that type 

of service. For instance, in some cases, a firewall PEP may tell the user that it he/she 

wants to access any service in this network, he/she must compose with the PDN. In 

other cases, only the authentication with the PEP may be enough. The thing here is that 

when a user logs in the PDN some state information may need to be maintained and this 

may be an unnecessary waste of resources. A given PEP may do the login on behalf of 

the user. In this case, the user status in that network is “composed”, meaning “online”, 

even though he does not keep an open connection. 
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3.3.1.3 Agent/Agent Composition 

This type of composition includes typical host to host and host to equipment 

interaction in the current Internet. Interaction of agents in an ad-hoc fashion is also 

considered. 

It is a simple composition type in which no PDN is involved, so that no login 

process is possible. Since agents may be represented by low capacity user devices, such 

as PDAs and smartphones, they are not expected to run a PDN. Furthermore, there may 

be a difference between User/User and User/PEP compositions. The former happens 

when users decides to collaborate in any way they may decide to. The latter, when a 

user wants to access some service that is provided through a PEP. 

At least two important points must be defined for Agent/Agent composition: 

1. Agent discovery for composition negotiation: a broadcast protocol may be used, 

such as DHCP, for finding other agents. An agent may send broadcast messages 

in any connected network interface. 

2. Composition maintenance: this may be managed by a Gnutella-like mechanism, 

i.e. by means of a simple flooding protocol. Agent/Agent compositions also are 

at an early stage of development and are an important topic for future work. 

3.3.2.3.3.2.3.3.2.3.3.2. Composition AgreementComposition AgreementComposition AgreementComposition Agreement    

Before a composition takes place there must be a negotiation of composition 

policies and the networks involved reach an agreement (Composition Agreement - CA) 

representing the realization of a composition. 

A Composition Agreement in PBMAN is the set of all policies (user, support, and 

composition), targets and their associations available in a composed network. Policies 

control several decisions about the composition such as the building of the composition 

agreement during the composition negotiation between two or more networks. 

Policies control every aspect involved in sharing services and resources in 

PBMAN. Therefore, they control the composition process as well. Some aspects related to 

composition that may be controlled by policies are the following: 
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1. Indicate conditions for accepting a composition request based on different 

criteria, such as strategic, administrative, financial or technical ones. An 

example of a policy may be: “Composition (with any network) is only accepted 

if some minimum security standards are available”; 

2. Determine the type of composition model to happen between two or more 

networks such Network Integration, Control Sharing or Network Interworking 

(detailed in section 2.3.4);  

3. Decide which targets (services, users, etc) and/or resources and corresponding 

policies would be available in the new composed network;  

4. Decide how to deal with conflicting policies during the composition negotiation. 

The final result has to be a consistent and acceptable state for all networks 

involved in the composition;  

5. Yield composition policies for the new composed network deciding how a 

shared entity will be propagated for further composition where a composed 

network will be involved in;  

6. Decide which P-Nodes will take part of the new PDN. For example, the number 

of P-Nodes may be proportional (a percentage) to the size, the networks may 

require a minimum number of P-Nodes to accept composition or the networks 

may choose the P-Nodes by the proximity to the PEPs, etc.; 

7. Changes in the Composition Agreement such as the criterion used to define if a 

network may enters or leaves a composition or an update in the set of services a 

network provides in the composition; 

8. Determine rules for decomposition. The triggering event is also defined by 

policies and some possibilities are: a timeout after the last service is used in the 

composed network, a network crashes unexpectedly and this represents a 

decomposition, one network leaves a composition and the remaining networks 

decide that the composition cannot remain like that by any reason or one 

network detects that another network is not trustable any more, because it is 

behaving suspiciously. 
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3.4.3.4.3.4.3.4. XXXX----PBMANPBMANPBMANPBMAN    

A simplified proof-of-concept prototype implementation of PBMAN, called X-

PBMAN, was developed to explore and understand the combined Policy-based 

Management and Peer-to-Peer approach adopted in PBMAN. X-PBMAN is 

implemented using the X-Peer [18] P2P middleware, described in the next section. 

3.4.1.3.4.1.3.4.1.3.4.1. The XThe XThe XThe X----Peer MiddlewarePeer MiddlewarePeer MiddlewarePeer Middleware    

X-Peer is a middleware designed and implemented for supporting P2P 

applications, based on a hierarchical architecture where super-peers (X-Peer nodes) 

communicate to each other through a DHT network. This feature allows X-Peer nodes 

to find any existing information in the network in at most log(n) hops, where n is the 

number of super-peers. The main advantage of this proposal is the assurance of 

information location in a distributed and hierarchical network. Also, X-Peer is aimed at 

supporting various different P2P applications in a single middleware platform, thus 

differing from current solutions that usually use a new network for each new 

application. The current implementation of X-Peer uses FreePastry [19], an open source 

implementation of Pastry [20]. 

Figure 3.5 depicts the X-Peer architecture. There are three levels of 

communications: X-Peer nodes communicate through a DHT network; Applications 

communicate directly to each other via a simple P2P protocol. Applications 

communicate to X-Peers by means of a specific X-Peer protocol, through which the X-

Peer middleware provides a set of services to the applications, such as Join, Leave and 

Search. 
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Figure 3.5. X-Peer Architecture [17] 

This middleware is sufficiently flexible being able to run as a centralized system 

when using a single super node all the way to a fully distributed P2P system when an X-
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Peer node is co-located with each peer application. In other words, adding a new X-Peer 

node is very simple, so that load-balancing, fault-tolerance and scalability can be easily 

achieved. 

This characteristic of the X-Peer architecture favors its use in the implementation 

of the PBMAN framework. Policy agents can be mapped to applications, whereas P-

Nodes can be mapped to X-Peer nodes. 

3.4.2.3.4.2.3.4.2.3.4.2. Software ArchitectureSoftware ArchitectureSoftware ArchitectureSoftware Architecture    

The P-Node architecture is depicted in Figure 3.6. It was designed and 

implemented for the X-PBMAN prototype, which performs some of the functionalities 

of the PDN ACS. Some external entities a P-Node has to interact with are also shown in 

the picture. The current version of the architecture is comprised of six modules, 

representing the Functional Entities (FE) of the ACS. A specific software module of X-

PBMAN implements each FE.  
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Figure 3.6. P-Node Architecture [17] 

Some of these modules run in separate address spaces (processes) whereas 

others are bundled together with the main system. A briefly description of each one is 

given next. 

1. P2P-FE: is the core function of the P-Node, implemented directly by the X-Peer 

node. P-Nodes communicate to each other using the facilities provided by the X-

Peer middleware. 
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2. Composition FE: this FE is implemented as a software module aggregated to the 

X-Peer, running on the same machine, but in a different address space. Actually, 

it is developed as a simple X-Peer application. This module is called X-Peer 

Multi-ring Manager (X-MM), because a composition implies in creating a new 

PDN ring (DHT network) and managing two or more rings simultaneously. 

3. Policy FE: this FE is responsible for dealing with service requests and for 

processing them. It is also implemented as an X-Peer application, called X-Peer 

Policy Processing Module (X-PP). 

4. DM FE (Data Management FE): is responsible for building a more sophisticated 

data model atop the simple key-based storage/retrieval model provided by the X-

Peer DHT functionality. It works as an API, offering data services to the other 

modules that need to deal with more complex data. It is also an X-Peer 

application, called X-Peer Policy Storage and Retrieval Module (X-PSR). 

5. QoS FE and Security FE: these FEs are part of the policy system back-end and 

are implemented as classes of the Policy FE, including all back-end methods 

intended to dealing with QoS and security, such as configuring specific QoS or 

Security PEPs. 

6. Repositories: the Policy Repository (PR) and the Management Information 

Repository (MIR) are implemented by the basic X-Peer storage method. 

7. PMT: provides functionalities for editing policies and management information 

(such as targets) and its relationships. Its implementation in X-PBMAN is called 

X-PMT (X-Peer Policy Management Tool). 

8. QoS PEP and Security PEP: these are specific modules in charge of configuring 

support services. For example, the QoS PEP can mark packets for the DiffServ 

EF PHB and the Security PEP can launch a VPN tunnel, under the decision of 

the QoS and Security FEs. 

9. Other PEPs and Users: users typically want to compose with the PDN and PEPs 

ask decisions from it. 
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3.4.3.3.4.3.3.4.3.3.4.3. PBMAN ScenarioPBMAN ScenarioPBMAN ScenarioPBMAN Scenario    

 A video on demand (VoD) service was chosen as the scenario for analyzing the 

effectiveness of the PBMAN approach. This scenario has been implemented, modeled, 

deployed and tested using the X-PBMAN prototype. It is comprised of two not directly 

attached networks, AN1 and AN2, both VoD providers. Users subscribed in one network 

can watch videos from the other network, as long as they are composed. There are three 

Well-Defined Services (WDS): video, QoS and cryptography services. Commercially, the 

combination of them may be sold by network providers in four different service levels, 

i.e. video with or without QoS and cryptography. For instance, services may be called 

Basic Video, Premium Video (with QoS), Secure Video and Secure Premium Video. 

Policies control the rights of accessing the video service and the configuration of QoS and 

security functions. 

3.4.3.1 Video Service Transaction 

Figure 3.7 depicts a typical transaction for the Premium Video Service (with 

QoS), beginning when the user accesses the web page of the video provider until he/she 

actually gets the video stream. Entities responsible for security (cryptography) functions 

are not represented in the picture, in order to improve its understandability. 
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Figure 3.7. Video Service Transaction [15] 

 A typical video transaction when a remote user of AN1 accesses the video server 

in AN2 is made up of twelve steps: 
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1. The user starts the transaction by accessing the web page of the VoD provider; 

2. The web server automatically forwards the request to the video PEP; 

3. The video PEP sends a request to the PDN; 

4. PDN2 detects the user is subscribed to AN1 and a composition is needed before 

the policy selection process. Thus, PDN2 contacts PDN1 and negotiates the 

terms and conditions of the composition; 

5. In case the composition negotiation is successful, PDN2 and PDN1 proceed to 

creating a new PDN ring and republishing all relevant information. Using this 

new composed PDN, the P-Node is able then to know if the user is subscribed to 

the service or not; 

6. The PDN goes through a policy selection process. It decides whether Basic or 

Premium Video is granted or whether the service is denied. Let us assume that 

the Premium Video service is granted; 

7. The PDN sends a response to the video PEP; 

8. The PDN tells the QoS PEP for marking packets of to this video stream to the 

Diffserv EF PHB. QoS guarantees are enforced by Diffserv routers; 

9. The video PEP responds to the web server that will resume its pending session 

with the web client; 

10. The web server presents a list of videos to the user; 

11. Upon selecting a video channel, the web client automatically launches the video 

client; 

12. The video client contacts the video server and the video streaming session is 

initiated. 

 This scenario was modeled using the PBMAN policy information model and 

policies written in the LPBMAN language [15]. The information model defines targets, 

policies and their associations. For this scenario targets are users, groups and services, 
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which are associated to each other so that to obtain the intended behavior. Also, policies 

are associated to services. 

3.4.3.2 Scenario Modelling 

 As an example, a subset of the model implemented in X-PBMAN is presented. 

Table 3.1 contains a list of targets for AN1, identified by eov. Two WDSs are needed, 

video and QoS, identified as such by the @WDS suffix. In AN1, target Group is used for 

representing user subscription to a given service. Both group Executive and user José are 

local to AN1, identified by the jose@eov. 

Table 3.1. AN1 Selected Targets 

Type Name Identifier 

Network Extreme On-line Video EOV 

Video Service video@WDS Service 

QoS Service qos@WDS 

Group Executive exec@eov 

User José jose@eov 

 Table 3.2 shows a set of associations between targets in AN1. Group Executive is 

associated to both Video and QoS services, i.e. all users associated to this group will be 

subscribed to Premium VoD (including José). José will be able to use Premium Video in 

AN2, as long as networks are composed and AN2 offers Video and QoS services. 

Table 3.2. Selected target associations in AN1 

Type (A→→→→B) Target A Target B 

Group→Service Executive Video Service 
QoS Service 

User→Group José Executive 

 Table 3.3 shows three selected policies for AN1, involved in providing the 

Premium VoD service. Policies p1@eov and p3@eov are associated to the video service, 

whereas policy p2 is associated to the QoS service. Policy p1@eov specifies that if the 

service is video@WDS and the requesting user belongs to the Executive group (ct means 

“contains”), then two actions are executed. First, additional policies associated to 

qos@WDS are retrieved from the PDN, which is policy p2@eov. Second, the video PEP 

is informed that the user was granted access to Premium Video. In this example, the string 

“service=premium_video” is send directly to the video PEP, due to simplicity reasons. 
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However, dealing with protocol response messages is a tradeoff between complexity in 

the policy specification, in the policy FE parser or in the PEP.  

 Policy p2@eov is valid when service is qos@WDS and action is “configure”. In 

that case, the QoS PEP address associated to the video PEP is retrieved from the PDN and 

a backend command for provisioning QoS is executed. The structure [map 

QOSPEP(req_pep_id)] means that a mapping information associated to the constant 

QOSPEP (previously stored) with the parameter req_pep_id is retrieved from the PDN.  

 Policy p3@eov is needed for denying access to non-subscribed users. In other 

words, when processing the policy algorithm, policies p1@eov and p3@eov will be 

selected because both are associated to the video service. In case the user is associated to 

the Executive group, policy p1 will be executed, due to its higher priority (set 1). 

Otherwise, policy p3 will be executed. 

Table 3.3. Selected AN1 policies 

policy p1@eov set 1 by User 

if (service == video@WDS; usergroup ct exec@eov) then 

    use qos.service=qos@WDS 

    do return(“service=premium_video”) 

policy p2@eov set 1 by QoS 

if (qos.service == qos@WDS) then 

    set qos_pep=[map QOSPEP(req_pep_id)] 

    do configure_qos_pep (qos_pep, client_addr) 

policy p3@eov set 0 by User 

if (service == video@WDS) then  

    do return (“service = deny”) 

 Policy p2@eov is valid when service is qos@WDS. In that case, the QoS PEP 

address associated to the video PEP is retrieved from the PDN and a backend command 

for provisioning QoS is executed. Policies for AN2 are very similar to those defined for 

AN1. When AN1 user José accesses the video service in AN2 the Policy FE will be able 

to find all information needed for evaluating and taking decisions on that request. Since 

both video and qos services are WDSs, they will be understood by both networks. 

 Currently, X-PBMAN prototype implements only the Network Integration 

composition type, where all information (policies, targets and associations) and all P-

Nodes of a given PDN will take part of the new composed network. 
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ANCSimANCSimANCSimANCSim    

 

This chapter presents the Ambient Network Composition Simulator (ANCSim), 

proposed and implemented for evaluating the concepts introduced in the previous 

sections. Also, the elements that compose the ANCSim and their main functionalities 

are described, including the Composition Agreement, the realization of composition and 

decomposition and the structure of the simulator. 

4.1.4.1.4.1.4.1. OverviewOverviewOverviewOverview    

Network Composition is the main contribution of Ambient Networks. It is a 

uniform and dynamic form of network cooperation to achieve control plane 

interworking and control sharing between networks. Currently, this cooperation is not 

possible without extensible manual configuration. 

An adequate design and implementation of network composition is a primary 

factor for making it feasible to deploy Ambient Networks, since a high demand for 

composition in a typical user interaction with the networks is expected. However, 

nowadays, composition presents itself in a theoretical and abstract way because the 

concept has been introduced in the last three years. 

Since the evaluation of such concept in a practical and real way is not feasible 

today, a choice was made for making it through simulation. In order to achieve this goal 

the ANCSim was specified and implemented, which is a specific purpose simulator for 

Composition of Ambient Networks, covering the main features described in Chapter 2. 
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Current existing simulation tools, such as ns-2 [18], present a level of granularity 

(evaluates through packages) and/or abstraction (no module for Ambient Networks) that 

does not fill the requirements demanded for analyzing the performance of network 

composition. Therefore, a choice was made to develop a specific simulator for 

evaluating it. 

The elements that compose the simulator, the procedure for composition and 

decomposition and the ANCSim software structure are described in the next sections. 

4.2.4.2.4.2.4.2. ElementsElementsElementsElements    

The ANCSim is comprised of two main elements: Ambient Networks and 

services. These elements are associated to each other in the following way: each 

Ambient Network has a set of services that are used by its users or offered to others 

Ambient Networks. The detailed description of each element is given below. 

4.2.1.4.2.1.4.2.1.4.2.1. NetworksNetworksNetworksNetworks    

ANCSim supports the types of networks proposed in PBMAN: PDN and Agent. 

Figure 4.1 shows an example of the association between these two networks. 

 

Figure 4.1. PDNs and Agents in ANCSim 

PDN networks are responsible for two tasks: making a decision about the service 

requests and keeping management information such as the services being used by 

composed networks or the number of active compositions in a particular moment. PDNs 

can be composed with each other. 

Agent Networks or simple Agents are attached to PDNs. In ANCSim, each 

Agent must be connected to exactly one PDN. This type of network is represented by 
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users or user devices. The difference between Agent and Agent Network is that the 

former is a single user and the latter is a network composed by a user and some devices. 

They are responsible for requesting services to other Agent or Agent Networks, which 

in ANCSim are called Target Networks. These requests are processed by the PDN 

where the Agent is connected to. 

4.2.2.4.2.2.4.2.2.4.2.2. ServicesServicesServicesServices    

In ANCSim, services are classified into two groups according to their 

application: either they are intended to support the services requested by users (called 

User Services) or others services (called Support Services).  

User Services are provided to users belonging to the AN that provides the 

service and to users belonging to different ANs. Video service, VoIP and Internet 

Banking are examples of this type of service. Support Services are provided to add 

additional levels of guaranties to user services such as good quality of voice or video 

and enhanced security to important transactions. Examples of this group are QoS 

(Quality of Service) and VPN (Virtual Private Network) services. 

In ANCSim, each User Service is offered by the Agent Networks and has a 

weight which represents its importance in the network. The weight is used to choose a 

Target Network for that service. In other words, the Target Network is the one will offer 

the requested service together with the requesting network. The higher the weight, then 

higher is the probability of a network to be chosen as a target. The procedure of 

selecting a target network will be explained later. 

The duration (time) of each service is configured in the beginning of the 

simulation and varies according to the service type. For example, normally, sessions of 

video and VoIP service lasts for longer than a Banking Service and these characteristics 

are taking into account for setting the duration parameter for this simulator. 

Furthermore, each service is configured with a limit that specifies the maximum 

number of users that are using them simultaneously. When this limit is reached, any 

service request is denied to the users. The service will be available again when one of 

the users using the service, finish using it, i.e. the service session is closed. This event 

releases the resource so that other users can use it. 
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4.3.4.3.4.3.4.3. FunctionalityFunctionalityFunctionalityFunctionality    

ANCSim implements some important features of Ambient Networks in a high 

level of abstraction. It is assumed that networks are stable and failures such as packet 

loss and excessive delay do not occur. Actual network conditions are not taken into 

account in the simulations because the required detail level was considered to be neither 

suitable nor necessary to evaluate network composition. The implementation includes 

some aspects of the Ambient Control Space (ACS), the Composition Agreement (CA) 

and composition and decomposition procedures.  

4.3.1.4.3.1.4.3.1.4.3.1. Composition in ANCSimComposition in ANCSimComposition in ANCSimComposition in ANCSim    

In ANCSim, composition is triggered by service requests, but not every service 

request triggers a composition request. This is determined by the selected target network 

(detailed in section 4.3.3.1) and its availability. In other words, if the target AN provides 

the requested service and if it still accepts users sessions, then in order for that service to 

be provided from a management point of view one or more compositions may be 

needed. Whenever a service request is received, the provider checks whether all 

compositions needed for that service are set up. 

There are two types of service request in ANCSim: uniservice and multiservice. 

In uniservice, the request contains only a specific type of service, which is the one the 

user is interested in at that moment. In other words, the user asks for a determined type 

of service. In multiservice, the request contains not only one service but also other 

services that the user may be interested in the future. In addition to the service 

requested, the request includes other services that are not needed at the time. The goal is 

to avoid future composition requests. As such, future service requests may not be 

triggered, trying to decrease the number of composition attempts. 

Services are classified into two types according to the request: essential or 

optional. A service is essential when it is necessary in order for the composition to be 

successful. In case this service can not be provided, the composition will fail and an 

error message is returned. However, the composition does not fail when only optional 

services are not available. Normally, uniservice requests contain essential services, 

whereas multiservice requests combine essential and optional services. 
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The next subsections detail the procedure of selecting a target network, the 

choice of the path between source and target networks (for services that are path-based, 

such as QoS) and the whole process of composing two networks detailing the approach 

that will be considered to perform it. 

4.3.3.1 Selecting a Target Network 

Whenever a service is started its target Agent network is randomly selected, 

according an administrative assigned parameter, the weight, which represents the 

importance of the service in each network. The Agent Network having the service with 

highest weight has more probability to be chosen as target network. The following 

procedure is done by ANCSim in order to process the target network and it is activated 

whenever a new service request is triggered: 

1. Selection of  the Agent Networks that provides the requested service; 

2. Recovery of the service weight for each pair service/network resulted from 

item 1;  

3. Generation of a randomic number that follows an uniform distribution; 

4. Selection of the network that contains the number generated in item 3 

considering the set of values that it corresponds; 

5. If the selected target network is the source network, the composition will not 

be performed; in opposition, a path between the source and the target needs 

to be found (detailed in subsection 4.3.3.2). 

Figure 4.2 presents a topology used to illustrate with more details the procedure 

described above. PDNs are called PDN1, PDN2, PDN3, PDN4 and PDN5. Agents are 

called AG1, AG2, AG3, AG4, AG5, AG6 and AG7. 

 
Figure 4.2. An Ambient Network Topology 
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Considering that each network provides the same service and this service has the 

weight indicated in Figure 4.2, the following distribution could be observed in Figure 

4.3: 

 
Figure 4.3. Weight Distribution 

The difference between the intervals corresponds to the service weight in each 

network. For example, the weight of the service in AG1 network is 5 while it is 6 in 

AG5 network. 

After generates the weight distribution, a number is chosen randomically. For 

example, if the chosen number is 10, the target network will be AG3. If the chosen 

number 20, the target network will be AG5 and so on. 

4.3.3.2 Path Selection 

The selection of an appropriate path between source and target networks 

depends on the type of the service involved in the service request. If the service is a user 

service (application, such as VoIP), the path will be formed by the Agent and the PDN 

that originates the service request and the Agent and the PDN that are the target of this 

request. This kind of service only needs to be available in the end points of the path 

(non-path-based service). This procedure is depicted by Figure 4.4. 

 
Figure 4.4. Path considering User Services 



Chapter 4 – ANCSim                                                                                                                  64 

 

Assuming that the service was requested by network AG1 and the target is the 

network AG7, the path will be comprised of: AG1 – PDN1 – PDN5 – AG7. The 

composition between the PDN1 and PDN5 will be a Virtual Composition (see section 

2.3.6). The composition procedure will be explained in subsection 4.3.3.3. 

However, if the request is for some support services (such as QoS), the required 

services need to be available in all networks composing the path (path-based service). In 

this case, two approaches were considered to select the path from the candidates. The 

first one is described below and illustrated in Figure 4.5: 

1. All paths between source and target networks are found; 

2. Find the shortest path where the service is available among all the paths 

found; 

3. A service failure will occur if there is no path that satisfies these conditions. 

 
Figure 4.5. Service available in the Path 

Assuming that the service was requested by network AG1 and the target is 

network AG7, the paths found between these two networks are the following: AG1– 

PDN1 – PDN2 – PDN5 – AG7, AG1– PDN1 – PDN3 – PDN4 – PDN5 – AG7,  AG1– 

PDN1 – PDN2 – PDN4 – PDN5 – AG7 and AG1– PDN1 – PDN3 – PDN4 – PDN2 – 

PDN5 – AG7. The shortest path where the service is available is: AG1– PDN1 – PDN3 

– PDN4 – PDN5 – AG7, illustrated in Figure 4.5. When more than one path with same 

size is found, a first-fit policy is adopted, i.e. the first path found is selected. 

The second approach is simpler and described as the following and illustrated in 

Figure 4.6: 

1. All paths between source and target networks are found; 
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2. The shortest path is selected; 

3. Compositions are negotiated sequentially between each pair of neighbor 

networks (detailed in subsection 4.3.3.3). A service failure will happen if the 

service can not be provided by some network along the path. In that case, 

compositions performed so far need to be undone, unlike the first approach 

where the service is available in the path. 

 
Figure 4.6. Shortest Path between source and target networks 

 The same paths of the earlier example were found, but the selected one is the 

shortest: AG1 – PDN1 – PDN2 – PDN5 – AG7. Notice that network PDN2 does not 

provide the service. For that reason, a service failure will occur. 

Both approaches have some problems. The first approach is aimed at providing a 

composition routing which tries to discover the shortest path where the requested 

service is available in all networks. Composition routing is a new problem that has been 

studied by the Ambient Networks project [12] and it is out of the scope of this work. 

The second approach only considers the shortest path, even if there is another path that 

fills the conditions. Considering the advantages and disadvantages, the approach chosen 

was the second, because in a dynamic access network, users need to be able to have 

instant access to services and routing is frequently a slow procedure. 

4.3.3.3 Composition Process 

After finding a path, the composition process can be started. The composition 

process takes place between all pairs of adjacent networks of the path and are executed 

in a sequential order. For example, considering the path AG1 – PDN1 – PDN2 – PDN5 
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– AG7, the composition between PDN1 and PDN2 only can be started after the 

composition between AG1 and PDN1 is finished. If the composition between PDN1 and 

PDN2 fails, the composition between AG1 and PDN1 must be undone. 

The composition between two networks may fail for three main reasons: the 

requested service is not available in the network, the service is already being used for 

other users and there are not available sessions or the maximum number of 

compositions per network reaches its limit. 

Two different approaches are used to compose two networks together and the 

choice between them depends on the type of requested service (path-based services and 

non-path-based services, described in subsection 4.3.3.2). 

Considering the selected path of subsection 4.3.3.2, when the requested service 

is only for a user service (non-path-based), comprised of AG1 – PDN1 – PDN5 – AG7, 

the composition will be performed sequentially realized between networks AG1 and 

PDN1 (1 - Agent/PDN), PDN1 and PDN5 (2 - PDN/PDN), PDN5 and AG7 (3 - 

Agent/PDN) as shown in Figure 4.7.  

 
Figure 4.7. Composition Process 

After the compositions take place, AG1 will be able to use the service provided 

by AG7. If there is already a composition between the networks involved, the 

Composition Agreement (see section 4.3.2) will be modified to reflect the new services. 

When s1 is a Video Service, for example, Agent networks need to authenticate 

themselves (Agent/PDN composition) in the PDNs where they are connected to. The 
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involved PDNs compose with each other to provide the service and no other 

composition is needed. 

When the requested service is a path-based service the composition should be 

done between all adjacent networks in the path. Considering the same path found for 

this type of service in subsection 4.3.3.2, AG1 – PDN1 – PDN2 – PDN5 – AG7, the 

compositions will be: AG1 and PDN1 (1 - Agent/PDN), PDN1 and PDN2 (2 - 

PDN/PDN), PDN2 and PDN5 (3 - PDN/PDN), PDN5 and AG7 (4 - Agent/PDN) as 

shown in Figure 4.8. 

 
Figure 4.8. Composition Process 

As can be noticed, PDN1 and PDN2 can not get composed because PDN2 does 

not support the requested service. Thus, an error message will be returned to the 

requester and the compositions done before (AG1 and PDN2) must be undone. 

If s1 is a Video Service with QoS, for example, the compositions for QoS must 

be done in every network that compose the path because the QoS, as a path-based 

service, needs to be provided during the whole path from source to destination. A 

composition for Video service must be performed also, but for simplicity only one 

composition (Video + QoS) is considered. 

4.3.2.4.3.2.4.3.2.4.3.2. ACS and Composition AgreementACS and Composition AgreementACS and Composition AgreementACS and Composition Agreement    

ANCSim implements the ACS concept through PDN and Agent implementation 

and it is responsible to manage the composition agreement. The composition-FE (C-FE) 
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is also represented and it is responsible to handle the composition process deciding 

which networks need to compose together. 

In ANCSim, the Composition Agreement is comprised of the services the 

composing networks agreed to share between them. This composition agreement is 

stored by the ACS of each PDN network. In other words, the ACS keeps the active 

compositions of the networks attached to it. Thus, when a new composition or an update 

in shared services of an existing composition happens, the ACS is the one responsible to 

manage and update the composition agreement stored by it. 

4.3.3.4.3.3.4.3.3.4.3.3. Decomposition in ANCSimDecomposition in ANCSimDecomposition in ANCSimDecomposition in ANCSim    

The decomposition will occur whenever there is no service being used by the 

composed networks anymore. An important decision to be made is whether the 

composition should be undone immediately after it is detected to be no needed or it 

should last for some time expecting that a new service request will demand a new 

composition to be made. Parameters defined in the beginning of the simulation 

determine when the decomposition can happen. 

In the first case, whenever a service is finished, a check is done to know if the 

networks can remain composed or not. For example, when the service teardown 

involves support services, all the networks along the path need to be checked to know if 

the adjacent compositions can be undone. The decompositions will only occur between 

networks that does not share any kind of services anymore. In this case, the composition 

agreement is finalized and the services will not be shared anymore. 

In the second case, this verification occurs after a specified time determined 

through factors defined in the beginning of the simulation. The purpose of this approach 

is to avoid recomposing networks just a few time after decomposing them. These two 

approaches will be evaluated and described in details in Chapter 5. 

4.4.4.4.4.4.4.4. ANCSim StructureANCSim StructureANCSim StructureANCSim Structure    

ANCSim is a discrete event simulator and it has been developed using the C++ 

programming language. The summarized class diagram of the simulator is illustrated in 
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Figure 4.9 and shows the relationship between the classes that comprise the simulator. 

The main class is called Simulator and it is responsible for coordinate its components 

and the simulation routine. It is comprised of state variables and an event scheduler. The 

state variables represent the simulator state while the scheduler determines which event 

will be executed in a specific point of the simulation time (detailed in section 4.4.1). 

 

Figure 4.9. ANCSim Class Diagram 

The simulator is also comprised of the topology been simulated which is 

comprised of a set of Ambient Networks. Ambient Networks may be Agent or PDN and 

each one contains an ACS responsible to deal with the Composition Agreement 

(detailed in section 4.3.2). Agent networks are able to request services to others 

networks. A service request may be Uniservice or Multiservice and the services been 

requested can be UserService or SupportService (detailed in section 4.2.2). 
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The number of replications and the simulation time are defined before the 

simulation starts. The simulation ends when the simulation time is reached and the 

results (represented by the class Result) are returned. 

4.4.1.4.4.1.4.4.1.4.4.1. EventsEventsEventsEvents    

ANCSim is an event oriented simulator. The events determine the actions that 

will be executed in a specific time. In ANCSim, events are classified into four types: 

Service Events, Composition Events, Decomposition Events and Administrative Events. 

Service Events are further subdivided into three: Service Request, Service Start 

and Service End. Service Request is responsible for asking services to a specific AN, 

Service Start signs when the service begins and Service End finalizes the requested 

service. The time between these two last events (duration of the requested service) and 

the interval between the requests follow an Exponential distribution. Each service has its 

own duration and request rate determined according to its type. 

Composition Events are divided into two types: Composition Start and 

Composition End. Composition Start is responsible for starting the composition process 

and Composition End completes the process. The duration of the composition process 

was determined through measurements in the X-PBMAN prototype for both 

composition types (Agent/PDN and PDN/PDN). After collecting the time samples, an 

empirical distribution that it follows was made and it was used for the composition 

events. The complete procedure utilized to construct the distribution is described in 

details in Chapter 5. 

There are two types of Decomposition Events: Decomposition Start and 

Decomposition End. The former is responsible for starting the decomposition process 

and Decomposition End for finalizing it. The time interval between these two events 

depends of composition overtime: if there is no overtime the Decomposition End is 

scheduled immediately. Otherwise, the overtime duration is calculated and the 

Decomposition End is scheduled considering this result. 

Administrative Events refer to pre-programmed events whose goal is to recover 

some information as the simulation progresses. Polling Events may be cited as an 
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example of this category, which is responsible for obtaining the number of active 

sessions and compositions in a specific moment. 

Figure 4.10 illustrates the flowchart of a typical request for a service in 

ANCSim. 

 

Figure 4.10. Flowchart of a service request in ANCSim 

The process starts when a service is requested by an Agent network. After the 

path between source and target networks is found, the composition process among the 

networks that comprise the path begins. When the composition process is completed, 

the service is provided. The service finalization triggers the decomposition process 

among the networks along the path. Finally, when the decompositions are complete, 

another request for this service can be processed. 

More details about the implementation of ACNSim is presented in Appendix A. 
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Experiments and ResultsExperiments and ResultsExperiments and ResultsExperiments and Results    

 

 

This chapter presents the evaluation results of composition and decomposition in 

Ambient Networks following the model implemented in ANCSim. First, the 

measurements performed in X-PBMAN prototype are described. Then, the simulation 

environment used in the experiments is presented, as well as the configuration of the 

scenarios including topology, parameters and metrics. Also, the importance of each 

metric considered in the experiments is discussed. Finally, the results obtained from the 

simulation experiments are presented and analyzed. 

5.1.5.1.5.1.5.1. XXXX----PBMAN MeasurePBMAN MeasurePBMAN MeasurePBMAN Measurementsmentsmentsments    

In order to provide a higher level of reality to the results, the simulation model 

uses the composition duration times obtained from measurements in the X-PBMAN 

prototype. These data are closer to real results since thery are based on a real 

implementation, even though in a controlled environment. After the composition times 

were collected, an empirical distribution was constructed in order to represent the 

collected data, which was used for generating the composition duration during the 

simulation experiments.  

All measurements were performed in the laboratory of the Networks and 

Telecommunication Research Group (GPRT - Grupo de Pesquisa em Redes e 

Telecomunicações), at the Federal University of Pernambuco (UFPE - Universidade 

Federal de Pernambuco). Two computers were used to run the experiments and both had 

the following configuration: 
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• Processor: Pentium 4 CPU 3.2 GHz 

• Hard Disk: 160 GB 

• RAM Memory: 1,00 GB 

• Operational System: Microsoft Windows XP Professional and Linux Ubuntu 
6.10. 

The complete methodology used to construct the empirical distribution for both 

composition types, Agent/PDN and PDN/PDN, is described in details in sections 5.1.1 

and 5.1.2, respectively. 

5.1.1.5.1.1.5.1.1.5.1.1. Agent/PDN CompositionAgent/PDN CompositionAgent/PDN CompositionAgent/PDN Composition    

In X-PBMAN prototype, an Agent/PDN composition is understood as an 

authentication in the X-Peer middleware. This authentication is triggered by a service 

request as shown in the scenario presented in section 3.4.3. 

The measurements were performed considering the topology presented in Figure 

5.1. The topology is comprised of one PDN and three agents requesting a login to the X-

Peer node. The PDN is also receiving background requests from other X-Peer 

applications resulting in different loads depending on the service request rate generated. 

The idea is to represent different types of PDNs which treats different number of 

requests according to the number of agents linked to each one. 

PDN ACSPDN ACSPDN APDN A

AG 1AG 1

AG 3AG 3

AG 2AG 2

PDN ACSPDN ACSPDN APDN APDN ACSPDN ACSPDN APDN APDN ACSPDN ACSPDN APDN A

AG 1AG 1

AG 3AG 3AG 3AG 3

AG 2AG 2AG 2AG 2

 
Figure 5.1. Agent/PDN Composition Topology 

The parameters used in measurements are presented in Table 5.1. The agents are 

Windows applications and the PDN is a Linux server. 

Table 5.1. Measurements Parameters 

Parameter Value 

Samples Number 1000 

Number of Agents 3 

Load Low, Medium and High 
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The measurement experiments were repeated 1000 times, i.e. 1000 Agent/PDN 

composition times were obtained. Also, three different levels of load were considered, 

low, medium and high, which represent the use of 10%, 50% and 90% of the CPU 

processing time. 

After the times were collected, a histogram for each load was constructed. These 

histograms represent the collected data in the following way: Figure 5.2 (a) illustrates 

the low load, Figure 5.2 (b) depicts medium load and Figure 5.2 (c) illustrates the high 

load. 

 
(a) Low Load 

 
(b) Medium Load 

 
(c) High Load 

Figure 5.2. Agent/PDN Histograms

The histograms show that the values of the Agent/PDN composition time vary 

among 150 and 500 ms in all samples. Table 5.2 shows the values of the mean and 
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standard deviation for the collected data representing the Agent/PDN composition 

duration according to the load. 

Table 5.2. Agent/PDN Mean and Standard Deviation 

Parameter Mean (ms) Standard Deviation (ms) 

Low 240.927 55.6841 

Medium 251.305 60.72391 

High 289.847 73.80477 

In order to be able to use these empirical results of composition times in the 

simulation model, the data was tested using the Kolmogorov-Smirnov goodness-of-fit 

test in order to find out whether it follows any known distribution (such as, Normal, 

Lognormal, Exponential or Weibull). However, in all cases the hypothesis was rejected, 

even with the lowest level of significance. Therefore, an empirical distribution was built 

out of the collected composition time samples. 

As can be noticed in Figure 5.3, adopting a 99% confidence interval with a 

maximum error (precision) of 1%, the results are similar for all load levels. Therefore, 

they will be considered together to construct the distribution.  
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Figure 5.3. Agent/PDN Composition Time 

The empirical distribution was constructed considering the quantiles from 1 to 

100 and it is used to determine the composition times of Agent/PDN compositions 

during the simulation experiments. 

5.1.2.5.1.2.5.1.2.5.1.2. PDN/PDN CompositionPDN/PDN CompositionPDN/PDN CompositionPDN/PDN Composition    

The scenario used to perform the measurements of PDN/PDN composition times 

is depicted in Figure 5.4. The scenario is represented by two PDNs, each one comprised 
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of one P-Node. The experiment consists of composing these two PDNs and collecting 

the time taken to complete this process. 

PDN ACSPDN ACSAN1AN1 PDN ACSPDN ACSAN2AN2

AN1AN1--22

PDN ACSPDN ACSAN1AN1PDN ACSPDN ACSAN1AN1PDN ACSPDN ACSAN1AN1 PDN ACSPDN ACSAN2AN2PDN ACSPDN ACSAN2AN2PDN ACSPDN ACSAN2AN2

AN1AN1--22AN1AN1--22

 

Figure 5.4. PDN/PDN Composition Topology 

The parameters used in measurements are presented in Table 5.1. Both PDNs are 

Linux servers. The measurement experiments were repeated 1000 times, i.e. 1000 

PDN/PDN composition times were obtained. Two PDNs, comprised each one of 1 P-

Node, were used. Also, six different levels of load were considered, which represents 

different types of service being provided in each PDN (1, 10, 20, 30, 40 and 50 

services). 

Table 5.3. Measurements Parameters 

Parameter Value 

Replication Number 1000 

Number of PDNs 2 

Number of P-Nodes 1 

Load L1, L2, L3, L4, L5 and L6 

The load is determined by the number of information stored in the PDN and 

follows the values showed in Table 5.4. The values are proportional to the number of 

services. In other words, the number of services determines the number of the other 

parameters. This proportion is shown in Table 5.5.   

Table 5.4. Parameters 

Values Parameters 

L1 L2 L3 L4 L5 L6 

Accesses 1 10 20 30 40 50 

Services 1 10 20 30 40 50 

Groups 2 20 40 60 80 100 

Users 100 1000 2000 3000 4000 5000 

Policies 5 50 100 150 200 250  

Table 5.5. Proportions 

Parameters Values 

Accesses 1 

Services 1 

Groups 2 

Users 100 

Policies 5 
 

The collected composition times are presented in the histograms depicted in 

Figure 5.5. Each one presents results considering the load (L1, L2, L3, L4, L5 and L6) 

showed in Table 5.4. 
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Figure 5.5. PDN/PDN Histograms 

The histograms show that the composition times vary between 8 and 30s 

depending on the amount of information (defined by services) to be publish in the new 

PDN. This result confirms that a PDN/PDN composition is an expensive operation and 
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takes considerable time to be completed. Table 5.6 shows the values of the mean and 

standard deviation for the collected data considering different load levels. 

Table 5.6. PDN/PDN Mean and Standard Deviation 

Load Mean (ms) Standard Deviation (ms) 

1 service 8731.03 181.673 

10 services 9387.34 322.2046 

20 services 11818.92 1301.812 

30 services 17297.37 2228.206 

40 services 21552.05 3765.524 

50 services 29740.15 4653.615 

After the composition times were collected, the data was tested using the 

Kolmogorov-Smirnov goodness-of-fit test in order to know if it follows any known 

distributions. However, similarly to Agent/PDN composition, all the hypothesis tested 

were rejected. Assuming this, the choice was constructing an empirical distribution. 

According to the number of users in each PDN and the collected data, the empirical 

distribution was constructed as shown in Table 5.7. This tables means that depending on 

the number of users involved in a given composition (comprised of two PDNs), a 

different empirical distribution will be considered in the simulations. 

Table 5.7. Found Distributions 

Total Number of 

Users 

Distribution 

< 200 Dist1 

200 - 2000 Dist2 

2000 - 4000 Dist3 

4000 - 6000 Dist4 

6000 - 8000 Dist5 

> 8000 Dist6 

The empirical distributions were constructed considering the quantiles from 1 to 

100 of each specific collected data and it is used to determine the composition time of 

PDN/PDN compositions. 

5.2.5.2.5.2.5.2. SimulationSimulationSimulationSimulation Environment and Experiment Configurations Environment and Experiment Configurations Environment and Experiment Configurations Environment and Experiment Configurations    

This section presents the network topologies chosen to run the simulation. It also 

shows the simulation environment, parameters, factors and levels that comprise the 

experiment configurations as well as the metrics that were collected. 
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5.2.1.5.2.1.5.2.1.5.2.1. Network TopologyNetwork TopologyNetwork TopologyNetwork Topology    

Three different topologies were considered in this simulation performance 

analysis. The first topology is a simple one and it was used to validate the simulator and 

determine configurations to be used in the next simulations. This second set of 

simulations is comprised of two different scenarios in order to analyze the network 

composition to obtain the main results. 

These topologies were chosen considering that both PDNs and Agent networks 

are structured and stable. The assumption is that this type of network is more likely to 

happen in early deployments of Ambient Networks where mobile users try to access 

services provided by stable networks. 

5.2.2.1 Validation Scenario 

The network topology used to validate the simulator is shown in Figure 5.6. This 

topology represents the Brazilian Academic and Research Backbone Network (RNP 

[29]) which is comprised of 27 PoPs (Points of Presence), one per Brazilian state.  

 
Figure 5.6. RNP Topology [29] 
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For this evaluation, the main backbone comprised of 10 Gigabit PoPs was used 

as shown in Figure 5.7. 

 

Figure 5.7. RNP Main Backbone 

The RNP network is represented, in our scenario, by ten PDNs linked to each 

other. Its simplicity is important to analyze the behavior of network composition in 

order to obtain meaningful configurations to the next evaluation. 

5.2.2.2 Simulation Scenarios 

In order to evaluate network composition, simulations were performed over the 

topologies of two real networks, full RNP and GÉANT. The full RNP network is 

depicted in Figure 5.8. 

 

Figure 5.8. Complete RNP Backbone 

The GÉANT [30] network, shown in Figure 5.9, is a research network involving 

33 countries across Europe and connecting more than 3500 institutions. Each country 

represents a PDN and they are connected to each other. 
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Figure 5.9. GÉANT Topology [30] 

The GÉANT backbone topology is depicted in Figure 5.10. It is comprised of 33 

PDNs. 

 

Figure 5.10. GÉANT backbone 
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5.2.2.5.2.2.5.2.2.5.2.2. SimulationSimulationSimulationSimulation Infrastructure Infrastructure Infrastructure Infrastructure    

The simulation study was also performed in the laboratory of GPRT. This work 

used the Next Generation Networks Testbed available for network tests and 

measurements of the projects in GPRT. The testbed is comprised of 16 machines where 

8 are used for simulation and the other 8 are used for emulation. The machines have the 

following hardware configuration:   

• Processor: AMD Athlon 64 3200+ 

• Hard Disk: 160 GB 

• RAM Memory: 1,00 GB 

• Operational System: Linux Gentoo 2.6.16 

Table 5.8 presents the parameters used in simulation. The values were chosen 

through preliminary simulations. 

Table 5.8. Simulation Parameters 

Parameter Description Value 

Simulation Time Total Simulation Time in hours 1h 

Replication Number Number of replications of a series of 
experiments 

30 replications 

Services Services provided by the networks that 
comprises the topology 

VoIP and QoS 

Duration Mean duration of service in each Agent 
Network 

2 minutes 

Weight Service importance in each agent 
network 

1 for all services 

A composition happens whenever a service is requested for a user. This work 

considers a voice (VoIP) and a QoS service to generate a load and composition requests 

in the simulator. The duration of the service was configured to 2 minutes and the weight 

is the same for all services in the networks (i.e. each agent network can be chosen as 

target with the same probability). The simulation time is 1 hour and for each experiment 

30 replications were performed. 

Table 5.9 presents the factors and levels used in the simulation. Factors are 

variables that affect the outcome of the experiments. Each factor has a set of alternative 

values (levels). Levels are the values each factor can assume, that is, each level is an 

alternative for the correspondent factor [32]. 
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Table 5.9. Simulation Factors and Levels 

Factor Description Levels 

Topology The topology to be simulated Simplified RNP, complete 
RNP and GÉANT 

Composition 
Overtime 

Time that the networks wait to 
establish the decomposition 

0, 10, 50 and 100% 

Agent/PDN 
compositions per PDN 

Percentage of Agent/PDN composition 
that each PDN can accept 

10, 50 and 100% 

Number of Agent 
Networks 

Total number of Agent networks in the 
topology 

2000, 5000, 10000 and 
20000 agents 

Load Frequency that each service is 
requested 

0.01, 0.05, 0.1, 0.2, 0.25 
and 0.5 requests/ minute. 

The experiments consider the topologies described in section 5.2.1 (simplified 

RNP, full RNP and GÉANT). Although the full RNP and GÈANT have almost the same 

size, the difference is that RNP core has 10 PDNs while the GÈANT core has 23 PDNs. 

The purpose of using these two topologies is to compare the influence of the network 

core size on the results.  

Composition Overtime is the time a composition is maintained alive, when no 

service is using it anymore. It is a way to prevent premature decompositions and is 

calculated over the time the composition should be torn down due to inactivity (0.5 of 

overtime means that the networks will stay composed an additional time of 50% the 

time of the service usage).  

These experiments consider no difference between Agent and Agent networks, 

i.e, the Agent networks will be comprised of one user requesting a service. For 

simplification, both are called Agent.  

Admission control is performed by restricting the number of Agent/PDN 

compositions per PDN (10% of Agent/PDN compositions per PDN means that only 

10% of Agent networks linked to the PDN will be able to compose).  

The number of Agent networks in the topology is divided among the PDNs 

according to the size of the network in the real world. For example, the POP-RJ in the 

RNP is linked to 11 other POPs while the POP-PE is liked to 2 other POPs. Therefore, 

the POP-RJ will have more agents than POP-PE because it receives more service 

requests. The last factor is the load which represents the frequency with each service is 

requested in each network. 



Chapter 5 – Experiments and Results  84 

 

5.2.3.5.2.3.5.2.3.5.2.3. Metrics of InterestMetrics of InterestMetrics of InterestMetrics of Interest    

Metrics are the observable outcome of an experiment (also known as response 

variable). The following set of metrics was first defined in the beginning of this work 

and was upgraded as the work progressed until the final set was defined.  

• Service Request: Represents the number of requests for a specific service. These 

requests are done by Agent Networks. 

• Blocked Service Request: Represents the number of service requests that failed 

considering the reasons mentioned in section 4.3.3.3. 

• Response Time: Time that a user waits for a service to be available. This time 

includes the duration of the requested compositions, i.e. all compositions that are 

needed to provide this service (detailed in section 4.3.1). 

• Composition Request: This metric is represented by the number of compositions 

requested between two adjacent networks. 

• Composition Number: This metric represents the number of successful 

compositions. The composition could be Agent/PDN or PDN/PDN. 

• Undone Compositions: Number of compositions that need to be undone because 

of a service failure. 

• Recomposition: Number of compositions that need to be redone after being 

decomposed. 

• Composition Processing Time: Time spent to perform an Agent/PDN 

composition or a PDN/PDN composition. 

• Composition Duration: This metric indicates the time of duration of composition 

of Agent/PDN and PDN/PDN type. 

• Probability of a composition: Probability that a service request generates an 

Agent/PDN composition request or a PDN/PDN composition request. 

• Idle Compositions: Represents the number of compositions that are not being 

used for any agent network in a specific time. 

• Decomposition Number: Represents the number of decompositions for 

Agent/PDN and PDN/PDN types. 
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5.3.5.3.5.3.5.3. Simulation Simulation Simulation Simulation ResultsResultsResultsResults    

This section presents the performance evaluation of composition and 

decomposition in Ambient Networks. The results consider the metrics presented in 

section 5.2.3. The mean values of the metrics are presented in the graphs with a 99% 

confidence interval, which was computed following [32]. 

First subsection describes the results obtained in order to validate the simulator 

and to extract and fix parameters to future simulations when evaluating the simplified 

RNP network. Next subsections, divided in Response time, Scalability, Composition 

Cost and Composition Stability, explain how the composition process influences the 

service perceived by users considering full RNP and GÈANT as topologies. 

5.3.1.5.3.1.5.3.1.5.3.1. PreliminaryPreliminaryPreliminaryPreliminary Results Results Results Results    

This first evaluation considers the Composition Ratio which is the relation 

between composition requests and service requests, i.e. mean number of compositions 

generated by a service request. Figure 5.11 (a) e (b) show the results obtained 

considering the Composition Ratio under different load conditions for networks of three 

sizes. The first graph is related to both types of composition, Agent/PDN and 

PDN/PDN, and the second is related only to PDN/PDN compositions. The results 

consider no admission control and no overtime. 

Figure 5.11. Simplified RNP – Service Request X Composition Request, for both type of 

compositions (a) and for PDN/PDN compositions (b) 

Figure 5.11 (a) shows, as expected, that as the load increases the Composition 

Ratio decreases. For example, considering 2000 agents, when the load is lower, 0.01 
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requests/minute, almost 2 compositions are necessary per service request. As the load 

increases, between 0.05 and 0.5, the value decreases up to 1 composition per request. 

This happens because after the composition process is complete, a group of users is 

using it, so when the same composition is requested again it does not need to be redone. 

The Composition Ratio is lower for 10000 agents than for 2000 and 5000 agents. This 

happens because when there are 10000 agents, the number of service requests is higher 

and the compositions are done when the service is requested in the first time. Therefore, 

when a user needs a composition it is already done and only the CA is updated.  

Figure 5.11 (b) shows that PDN/PDN compositions, which are more expensive 

than Agent/PDN compositions, decrease as load and network size increase. The results 

show that this type of composition are stable and rarely get decomposed because their 

services are being used continuously by the users. The proportion is less than 0.01 

which means that most compositions performed are Agent/PDN, less expensive. 

The results obtained show that even when the service request rate is high, the 

number of composition request decreases. It means that even if the number of users 

requesting services increases, the system remains scalable. This behavior also affects the 

response time for users because they hardly need to wait a PDN/PDN composition to 

proceed, and therefore the response time is, probably, low. 

Figure 5.12 (a) e (b) show the number of service requests and the number of 

blocked service requests, i.e. the number of service requests not accepted, under 

different load conditions for networks of three sizes. Both graphs consider no admission 

control and no overtime. 

Figure 5.12. Simplified RNP – Number of Service Requests (a) and Number of Blocked 

Service Requests (b) 
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Figure 5.12 (a) shows, as expected, that as the load and size of the system is 

increased, so does the number of service requests. This happens because there are more 

Agent networks to request services. For 2000 agents, the number of service requests is 

32000. This number is five times higher, when the system is increased five times, i.e. to 

10000 agents. When more users are requesting services, the probability of not having 

the request accepted is higher because the service may not be available for all users. 

This behavior can be seen in Figure 5.12 (b) where increasing the load and the network 

size, has the effect of increasing the number of blocked services too. When a service is 

blocked, the compositions completed so far in the path need to be undone and more time 

is spent, as shown in Figure 5.13 (a). This picture represents the number of 

compositions that needed to be undone because a service request was blocked. This 

graph considers no admission control and no overtime.  

 
Figure 5.13. Simplified RNP – Undone Compositions (a) and Blocked Service Rate (b) 

As Figure 5.13 (a) shows, as the load and network size increase, so does the 

need of undoing compositions. However, this has a negative effect on the user’s 

response time because they are not only not using the requested service but also waiting 

more time to know that the service was not available. 

With respect to admission control, a graph is presented in Figure 5.13 (b). It 

shows the blocked service rate for 2000 agents when no overtime is considered, i.e. 

percentage of service requests that are blocked. When only 10% of agents are allowed to 

compose with the PDN, the blocked service rate is as high as 95%. When the number of 

allowed agents increases, the blocked service rate decreases down to 60%. The graph 

also shows that this rate is equal for 50% and 100% of admission control.  
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 As explained in section 4.3.3.3, a service is blocked when at least one of the 

three reasons cited happens: the requested service is not available in the network, the 

service is already being used for other users and there are not available sessions or the 

maximum number of compositions per network reaches its limit. In this case, only the 

two lasts are possible because the service is presented in all networks. Then, when the 

admission control is 10%, the service requests fail because there are not available 

Agent/PDN compositions in the PDN, as shown in Figure 5.14 (a). This behavior 

explains why the blocked service rate is high. However, when the admission control is 

50% or 100%, the service request is blocked, before everything, because the service is 

already being used by another user, as shown in Figure 5.14 (b). Therefore, the 

admission control seems less significant when increased beyond 50%.  

  

Figure 5.14. Simplified RNP - Number of blocked services (a) and number of blocked 

compositions (b) 

The results show that blocked services have a negative influence on the response 

time because unnecessary compositions are done which need to be undone later on, 

wasting time and network resources. When the network is large, more number of service 

requests is denied and more compositions are done without being necessary. 

Figure 5.15 (a) shows a graph representing the average number of Agent/PDN 

compositions and Figure 5.15 (b) shows a graph representing the average number of 

PDN/PDN compositions. Both graphs consider different load conditions for networks of 

three sizes, considering no admission control and no overtime. 
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Figure 5.15. Simplified RNP – Number of Agent/PDN Compositions (a) and Number of 

PDN/PDN Compositions (b)  

Figure 5.15 (a) shows, as expected, that increasing network size and load, the 

number of Agent/PDN compositions also increases. For example, for 2000 agents in the 

network and a load of 0.5 requests/minute, 30000 Agent/PDN compositions are 

performed whereas for 10000 agents and 0.5 requests/minute this number increases up 

to 150000 Agent/PDN compositions. This happens because there are much more service 

requests which generates more compositions and this number depends on network size. 

However, Figure 5.15 (b) shows that increasing network size and load, the number of 

PDN/PDN compositions tends to decrease and depending on the load, it stabilizes in 12 

compositions. This is the minimal number of PDN/PDN compositions that need to be 

done for this topology if there are service requests involving all possible PDN pairs. 

Since the compositions were treated in this work as bilateral relationships between 

adjacent networks, this minimal number is directly related to the number of links 

connecting the network: twelve in this case. It happens because there are more service 

requests, which generates more composition requests. As more users are using a 

PDN/PDN composition it hardly decompose, and the value of this metric is decreased. 

It is interesting to notice that PDN/PDN compositions, which are more 

expensive and take more time to be performed, are performed only a few times and its 

number decreases as the load increases. The number of Agent/PDN compositions is 

higher, but they are done quickly, thus not causing a negative impact on the response 

time. This behavior has a significant importance, because it corroborates with the 

scalability assumption of the composition process. 
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Figure 5.16 (a) and (b) show, respectively, a graph representing the average 

duration of an Agent/PDN composition and the blocked service rate for a network of 

2000 agents considering different composition overtimes. Both graphs consider 

different load conditions and no admission control. 

Figure 5.16. Simplified RNP – Agent/PDN Composition Duration (a) and Blocked Service 

Rate (b) 

Figure 5.16 (a) shows how the composition overtime increases the Agent/PDN 

duration. A composition extension avoids the need to redo many compositions in a short 

time when it is requested by the same user. The graph shows that when the overtime is 

10%, the composition duration is not affected, but when this proportion is increased to 

50% the composition duration reaches more than 300s for 0.5 requests/minute. This 

duration increases up to almost 900s when the overtime is 100%. Figure 5.16 (b) shows 

that using an overtime, when there is no admission control, do not increase the blocked 

service rate. It happens because all agents are able to compose to the PDN and the 

agents already composed will not need a new composition. 

The results show that using composition overtime can increase the Agent/PDN 

duration and avoid unnecessary recomposition, when there is no admission control. The 

intuition says that composition overtime could increase the blocked service rate because 

Agent/PDN compositions are set and not necessarily being used. However, the results 

show that, at least when no admission control is considered, the overtime has no 

influence on this rate. 

Figure 5.17 (a) shows a graph representing the average duration of a PDN/PDN 

composition for networks of three sizes and Figure 5.17 (b) shows the influence of the 
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composition overtime on PDN/PDN compositions for a network with 2000 agents. Both 

graphs consider different load conditions and no admission control. 

  
Figure 5.17. Simplified RNP – PDN/PDN Composition Duration 

Figure 5.17 (a) shows that when the load and network size increase, so does the 

average duration of the PDN/PDN compositions. It happens because the service 

requests are increasing and the users are using the composition, thus it does not 

decompose. It shows that the PDN/PDN composition duration is kept closer to the 

simulation time for high loads, meaning that the compositions are made during the 

network startup and stay alive during almost all the network operation time. Figure 5.17 

(b) shows that the composition overtime increases the PDN/PDN composition duration, 

but becomes less significant as the load is increasing. It happens because the load and 

the network size already keep the composition busy to prevent the decomposition.  

These preliminary results validate the simulator showing the expected behavior 

of the metrics. Based on these and on the size of next topologies (the full RNP has 27 

PDNs and the GÉANT has 33 PDNs), the load was set in 0.01, 0.05, 0.10, 0.20, 0.25 

and 0.5 requests/minute and a network size of 20000 Agent was added in the set of 

evaluated network size values. 

5.3.2.5.3.2.5.3.2.5.3.2. Response TimeResponse TimeResponse TimeResponse Time    

The response time is the aspect considered in the next experiments. It consists of 

the amount of the time that a user waits for the requested service to be available. The 

goal of this evaluation is to analyze the influence of composition in response time and to 

determine whether the composition can degrade or not the user experience. By varying 
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the load over the network and its size (number of agents attached to it), two graphs were 

derived and are presented in Figure 5.18, for full RNP, no admission control and no 

overtime. 

 

Figure 5.18. Complete RNP – Response time for different loads and network sizes (a) and 

the probability composition given a service request (b) 

Figure 5.18(a) shows the average response time under different load conditions 

for networks of four sizes. The results show that as the load increases, the influence of 

the network size on the response time becomes less significant. Also, the response time 

tends to decrease and stabilize with higher loads. This occurs because, when the load 

and the network size is low (0.01 requests/minute and 2000 agents, for example), fewer 

service requests are generated and there will be fewer users using the compositions. A 

composition is finished when its users stop needing it, unless overtime is configured. If 

a new user request needs the same composition to be operational, the composition will 

to be redone and the response time for this user will increase. This will not occur when 

the load is higher (after 0.1 requests/minute) because there will be users needing the 

composition most of the time, what prevents premature decompositions. The same 

happens when the network size increases. In these situations, a new service request will 

probably not need new compositions to be done, what can be seen in the graph of Figure 

5.18(b), which shows the probability of composition given a service request. Increasing 

the load and the network size, the probability decreases, fewer compositions will be 

needed by a request and lower will be the response time. 

The results show that for most of the users’ requests, under typical conditions, 

response times will be low, as depicted by the graph of Figure 5.19 (a). This graph 

shows that the response time of 99% of the requests is limited to 1s given loads higher 
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than 0.2 request/minute. These results consider a network with 2000 agents, which was 

the worst scenario evaluated. Even for high loads, some requests will experience 

response times of about 20s, but these requests represents less than one percent of the 

total number of requests. These high response times happens when a user needs to wait 

more compositions to be performed, typically PDN/PDN, what occurs when the service 

is requested for the first time. After the compositions were active, a new users’ request 

only waits for Agent/PDN compositions, which is far quicker. 

Figure 5.19. Complete RNP – Response time percentiles (a) and the influence of overtime 

and admission control (b) 

The graph in Figure 5.19 (b) shows the influence of overtime in scenarios with 

and without admission control. With a very restrictive configuration (10% Agent/PDN 

compositions allowed), the overtime has little influence over the response time. Such 

configuration causes very high request blocking and limits the effective load on the 

network, what explains the higher response times. When 100% Agent/PDN 

compositions are permitted, a 0.5 overtime can decrease the response time as the load 

increases, while the no-overtime configuration maintains the response time constant. 

A well-configured overtime can contribute with the general network 

performance. In a real scenario of Ambient Networks deployment, it will be important 

to understand which is the best value for overtime, in order to fine-tune it. Figure 5.20 

(a) shows a graph considering the response time under four different overtime values 

and without admission control. With no overtime the response time remains constant 

when the load is increasing. The same happens with an overtime of 0.1. Even though the 

response time is lower when the load is low, it does not decrease when the load 

increases. It occurs because the compositions to happen in this situation are typically 
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Agent/PDN because PDN/PDN compositions are performed earlier. However, when the 

overtime is increased to 0.5, the response time decreases. It happens because both types 

of compositions will not need to be performed because they are already done. Therefore, 

the response time decreases. For example, when the load is 0.01 requests/minute, the 

response time is 700ms, but when the load is 0.5 requests/minute, it decreases to 340ms. 

The response time will be lower when the overtime is increased to 1. For example, when 

the load is 0.5 requests/minute, it is 200ms.   

Figure 5.20. Complete RNP – Response Time varying overtime and without admission 

control (a) and Blocked Service Rate (b) 

The main challenge is to find the best value of overtime considering two main 

aspects: response time for users and number of blocked service requests. As shown in 

Figure 5.16 (b) in section 5.3.1, the composition overtime does not influence the 

blocked service rate when there is no admission control. However, when there is 

admission control the blocked service rate is influenced as shown in Figure 5.20 (b) 

when ah overtime of 1, the worst case, is considered. It shows that when the network is 

restrictive, only 10% of agents are allowed to compose, the blocked service rate is 

higher than 90% under higher loads. This rate decreases when the network is becoming 

less restrictive. For example, when 50% of agents are allowed to compose, the blocked 

service rate is 80% under higher loads. It happens because the agents are already using 

the composition and when other agents request it a failure occurs.  

The next scenario evaluated considers the topology of the GÈANT network. 

Figure 5.21 (a) shows that the response time by varying the load over the network and 

its size. This graph considers no admission control and no overtime. It presents the same 

behavior of the full RNP topology, i.e. when the load and the network size increases, the 
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response time decreases. The difference is in the response time experience by users. The 

full RNP has response times below 5s, whereas the GÈANT has response times below 

7s. This is due the characteristics of both topologies. While the complete RNP has 10 

PDNs in its core, the GÈANT has 23 PDNs. Therefore, the paths in GÈANT tend to be 

longer than in RNP, thus needing more compositions to provide the service, what 

increases the response time. 

 
Figure 5.21. GÈANT – Response Time for different loads and network sizes (a) and 

Response time percentiles (b) 

Figure 5.21 (b) shows the response times perceived by the GÈANT users. The 

graph shows that the response time is around 10s given loads higher than 0.1 

requests/minute for networks with 2000 agents. Similarly to the full RNP, for high loads 

some requests will still have response times of about 25s, yet these requests represent 

less than one percent of the total number of requests. The reason is the same as 

explained for full RNP.  

The difference between the two topologies evaluated, full RNP and GÈANT, is 

only the values of response time. The behavior is the same for both networks when the 

load and the network size are compared. The results show that providing an extra time 

to compositions may be an important strategy to the deployment of Ambient Networks, 

since it reduces the response time. However, when the network is restrictive it can affect 

negatively the service quality for some users, increasing the failure probability when a 

service is requested. 
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5.3.3.5.3.3.5.3.3.5.3.3. ScalabilityScalabilityScalabilityScalability    

This section evaluates the scalability of network composition in Ambient 

Networks. The goal with this evaluation is to analyze whether the system remains 

scalable not degrading neither the response time for the users nor the service provider. 

In order to analyze the scalability, two graphs were built, which are presented in Figure 

5.22 (a) and (b). These graphs consider full RNP topology and no admission control. 

  

Figure 5.22. Complete RNP – Compositions per service request by network size (a) and 

overtime (b) 

Figure 5.22 (a) shows that the relation between the number of requested 

compositions and service requests tends to decrease as the load increases for all sizes of 

networks. The reason is that having a higher number of agents has the effect of 

maintaining the compositions busy for more time, preventing unnecessary 

decompositions, as explained in section 5.3.1. These results show that even if the 

system has more users requesting services, there are less composition requests which 

has a positive effect for the scalability of the system. Improved results can be obtained 

using the overtime feature, as shown in Figure 5.22 (b). Here the number of 

compositions per service request is presented considering the overtime. The expected 

behavior is to decrease the number of composition as the load increases. This behavior 

is enhanced by giving extra time to compositions, as explained in section 5.3.1. With no 

overtime, at least one composition will be needed by service request under higher loads. 

For overtime 1, the number of compositions is reduced to less then 0.5 under higher 

loads. These results show that to give extra time to compositions is a good strategy to 

reduce the number of compositions and the costs associated with them. 
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When networks remain composed with each other for a longer period of time, 

the compositions may be idle, i.e. compositions are established but no users are using it. 

As a result, the resource is allocated but not used, which may be prejudicial when 

admission control is used, since users will be blocked because additional compositions 

are not permitted, even though there are idle resources. Figure 5.23 (a) depicts a graph 

with the average number of idle Agent/PDN compositions collected every minute with 

an overtime of 1, which is the worst case. As the network and the load increases, from 

0.01 to 0.2 requests/minute, the number of idle compositions increases. Beyond that, for 

0.25 and 0.5 requests/minute, this number starts to decrease. This occurs because 

although the load and, consequently, the number of service requests are increasing, there 

are not enough users using the Agent/PDN compositions, making them idle. However, 

when the load increases slightly, there are more service requests and, consequently, 

more compositions being used by the users that request services, thus the number of idle 

compositions decreases. 

 

Figure 5.23. Complete RNP – Idle Agent/PDN Compositions considering four network 

sizes and overtime 1 (a) and Idle PDN/PDN Compositions with no overtime (b) 

Figure 5.23 (b) shows the average number of idle PDN/PDN compositions 

considering no overtime. Idle compositions happens because PDN/PDN compositions 

take a significant time and sometimes more than one composition need to be performed 

along a path before the service starts to be provided to the user. The number decreases 

when the load and the network size increases, reaching 0, i.e. there are no idle 

compositions after a while.  

Idle compositions have a negative effect in scalability because the resources are 

busy and when a user requests it, a failure occurs (i.e. the service is blocked). However, 



Chapter 5 – Experiments and Results  98 

 

the results show that the number of idle compositions decreases when the load and the 

network increases which is positive for scalability.  

The next step is to evaluate the scalability considering the composition overtime. 

In this evaluation the Agent/PDN compositions will be considered, because the  results 

show that idle PDN/PDN compositions tends to decrease down to zero in all the cases 

analyzed in this work. Figure 5.24 (a) depicts a graph that shows de number of idle 

compositions considering four different values of overtime and no admission control 

under different loads and for 20000 agents. When there is no overtime, there are no idle 

compositions. However, as the overtime (0.1 and 0.5) and the load increase, the number 

of idle compositions increases too. When the overtime is 1 and the load increases, the 

number of idle compositions starts to decrease after a while because more users are 

using the compositions, as explained before. A higher number of idle compositions 

increase the number of blocked services because the Agent/PDN compositions will be 

busy and are not able to provide the service for another agent. 

 

Figure 5.24. Complete RNP – Idle Composition without admission control (a) and Idle 

Composition with overtime 1 (b) 

Figure 5.24 (b) shows the influence of admission control in the number of idle 

compositions when the overtime is 1, the worst case. When the network is very 

restrictive (only 10% of Agent/PDN compositions are allowed), the number of idle 

compositions tends to decrease as the load increases. The number of idle compositions 

is kept under 1000. However when the network allows more Agent/PDN compositions, 

there are more idle compositions (more than 3500), decreasing as the load increases. 
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The next evaluation uses the GÈANT as topology. Figure 5.25 (a) shows the 

number of compositions generated by a service request under different loads and four 

network sizes. It considers no overtime and no admission control. In this picture it is 

possible to observe that the number of compositions decreases as the load increases, but 

the size of the networks starts to be less significant after a small period of time. The 

behavior is similar to the full RNP. The difference is in the number of compositions 

generated. While RNP generates 2.3 compositions in average when the network size is 

2000 agents and the load is 0.01 requests/minute, GÈANT generates 2.6 compositions. 

Figure 5.25. GÈANT – Compositions per service request by network size (a) and Idle 

PDN/PDN Compositions without overtime (b) 

If the number of compositions decreases, it means that the compositions last for 

a longer time. If compositions are established but no user is using them, they become 

idle. The number of idle PDN/PDN compositions is illustrated by Figure 5.25 (b). It 

shows that the number decreases, when the load and the size of network increases. This 

behavior is similar to the full RNP network, only differing in the number of idle 

compositions. While in the full RNP has 4 idle PDN/PDN compositions under 0.01 

requests/minute and 2000 agents, the GÈANT has 6 idle PDN/PDN compositions under 

the same condition. It happens because of the number of PDNs in both networks. 

Based on these results, for both topologies, a choice needs to be made by the 

network administrator to know what will be privileged: the response time, guaranteeing 

that the user will be able to use the service as soon as possible; or the blocked service 

rate, guaranteeing that almost all users that request a service will be able to use it. This 

choice needs to be made by each network individually in order to configure properly the 

overtime and admission control. 
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5.3.4.5.3.4.5.3.4.5.3.4. Cost of Cost of Cost of Cost of CompositionCompositionCompositionComposition    

One way to observe the cost of compositions is to determine the time spent by 

the networks processing compositions with other networks. This cost is calculated 

considering the simulation time and how much of this time is spent by the composition 

process considering the two types of compositions, Agent/PDN and PDN/PDN. 

The graph in Figure 5.26 (a) shows the cost of the Agent/PDN compositions for 

four network sizes. It is possible to observe that the networks spend, in average, less 

than 0.12% of time performing compositions. This time increases when the load 

increases but it is always less than 0.12%. The reason is that the number of Agent/PDN 

compositions increases when the load and the size of the network increases. Based on 

this behavior, the system needs to process many Agent/PDN compositions, but as the 

time to process these compositions is short (240 ms in average), the system does not 

spend a significant time to perform it.  

  

Figure 5.26. Complete RNP – Cost of Agent/PDN compositions (a) and PDN/PDN 

compositions (b) 

Figure 5.26 (b) shows the cost for PDN/PDN compositions. When the network 

size and the load increase, the cost decreases, being less than 2.5% under lower loads 

and becomes stable in less than 0.5% under higher loads. This happens because when 

the load and the network size increases, there are more service requests and, 

consequently, more users are using PDN/PDN compositions, thus no decompositions 

are needed. If decompositions are not performed the system only will spend time 

performing a PDN/PDN composition in the very first time it is requested. Consequently, 

the cost will decrease. 
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Figure 5.27 (a) depicts this behavior, i.e. the number of recompositions 

performed by the system for PDN/PDN compositions for different network sizes and 

loads. When the load is increasing, the number of recompositions decreases. For 

example, when the load is between 0.2 and 0.5 requests/minute, this number is closer to 

zero, i.e. there are no recompositions. It is important because the system spends time 

processing compositions only once, reducing the cost for PDN/PDN compositions, 

which take more resources of the network. 

 

Figure 5.27. Complete RNP – PDN/PDN Recomposition considering no overtime and no 

admission control (a) and considering different values for overtime (b) 

Another way to reduce the number of PDN/PDN recompositions and 

consequently the cost associated to them is using the composition overtime. The graph 

shown in Figure 5.27 (b) depicts the number of recompositions for four different values 

of overtime for a network with 2000 agents. Without overtime the number of 

recompositions starts with 200 decreasing down to zero. When the composition 

overtime increases, the number of compositions increases as well. For example, with an 

overtime of 0.5, the number of recompositions starts in 50 and decreases more quickly 

closer to zero, as the load is increasing. A better result is obtained when the overtime is 

1. In this case, the number of recompositions starts with 22 and decreases down to 0. 

The next step is to evaluate the use of overtime on reducing the amount of time 

spent in Agent/PDN and PDN/PDN compositions. Figure 5.28 (a) and (b) show the cost 

for Agent/PDN and PDN/PDN compositions, respectively, when different values of 

overtime are used. These results consider 2000 agents and no admission control. 



Chapter 5 – Experiments and Results  102 

 

Figure 5.28. Complete RNP – Agent/PDN Cost with overtime (a) and PDN/PDN Cost with 

overtime (b) 

As Figure 5.28 (a) shows that, as the value of composition overtime increases, 

the associated cost for Agent/PDN compositions decreases. It is more significant when 

the load is higher because the maximum cost decreases from almost 0,12% to 0,03%. 

When the load is lower, the overtime becomes less significant as the figure shows. As 

noticed, the time spent with this type of composition is low and using overtime can 

make it even lower. 

Figure 5.28 (b) shows the same for PDN/PDN compositions. When the overtime 

increases, the cost decreases like Agent/PDN compositions. It is more important when 

the load is lower because the cost decreases much more. When the load is higher the 

values tend to decrease and remain constant for all loads. With a higher overtime this 

stability is reached earlier. For example, for an overtime of 0.1, the cost stabilized from 

0.1 requests/minute while, and for an overtime of 0.5 or 1, the stability comes from 0.05 

requests/minute. 

The next two graphs show the results for the GÈANT topology. Figure 5.29 (a) 

shows the cost of doing PDN/PDN compositions under four different sizes of network. 

When the load and the size of the network increase, the cost decreases. The reason is 

that compositions are already established and do not need to be performed again, which 

would increase the cost and consequently the operation of the network. Full RNP spends 

2.5% in PDN/PDN compositions in the worst case, while the GÈANT spends 3% in the 

same conditions. It occurs because the GÈANT has more PDNs than full RNP, which 

increases the associate cost. 
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Figure 5.29. GÈANT – Cost of PDN/PDN compositions (a) and PDN/PDN Recomposition 

under different loads (b) 

Similarly to RNP, the recomposition in GÈANT decreases when the load and the 

network size increases, what is shown in Figure 5.29 (b). For example, when there are 

5000 agents and the load increases, the recomposition starts in 300 and finishes in 14. 

When these two factors are increasing, the values tend to zero. It happens for the same 

reason as RNP, i.e. when the load and the network size increase, there are more service 

requests and more users using PDN/PDN compositions, which prevent decompositions. 

If decompositions are not performed, the system only will spend time with a PDN/PDN 

composition at the first time it is requested. As a consequence, the cost will decrease. 

The results are similar for both topologies. The difference is small and it 

happens because of the number of PDNs. To sum up, the conclusions about the cost are 

valid in general. The results show, for both topologies, that using overtime is a good 

strategy to reduce the cost spent with both types of compositions, for example 

decreasing the number of recompositions. Reducing the cost is positive for scalability 

since the requests will be processed faster and is positive for response time because 

fewer compositions will be made; reducing the time a user needs to wait for starting 

using the service. 

5.3.5.5.3.5.5.3.5.5.3.5. ComposiComposiComposiComposition tion tion tion StabilityStabilityStabilityStability    

This section evaluates the stability of compositions and its influence in the 

network behavior. Stability is related to the duration of a composition. The rationale is 

that the more users access a service, the more time compositions will be alive and 
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consequently the more stable they will be. Composition stability can affect, for example, 

the amount of software and hardware resources necessary to establish and maintain the 

needed compositions. Unstable compositions mean more negotiation between the 

networks and more time spent processing them, what increases the network overhead 

and the service unavailability time. The goal is to find out if the more expensive 

PDN/PDN compositions are stable, thus occurring less frequently, what could probably 

decrease the response time and cost of doing them. 

The graph in Figure 5.30 (a) shows the number of Agent/PDN compositions 

under different loads for four different network sizes. As the graph shows, when the 

load and the network size increase, the number of Agent/PDN also increases because 

there are more service requests, which generate more composition requests. However, 

this type of composition takes low time to be established, as explained in the previous 

section. 

 
Figure 5.30. Complete RNP – Number of Agent/PDN (a) and PDN/PDN (b) compositions 

Figure 5.30 (b) shows the number of PDN/PDN compositions by varying the 

load and the size of the network. As the graph shows, when the load and the network 

size increases, the number of PDN/PDN compositions decreases. It happens because 

when a user needs to use the PDN/PDN composition, it is already established because 

other users requested it before. In other words, these compositions happen basically 

once. The results state that the number of PDN/PDN compositions is low which is good 

for the system because this type of composition takes a considerable time to be 

performed. 
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It is important to reduce the number of compositions to be performed. A way to 

do that is increasing the duration of a composition, which can be obtained by using the 

composition overtime, as seen in previous results. Figure 5.31 (a) shows the average 

duration of Agent/PDN compositions using overtime but without admission control. 

This graph considers a network with 10000 and different values of overtime. 

 
Figure 5.31. Complete RNP – Duration of Agent/PDN compositions under different 

overtimes (a) and Blocked Service Rate (b) 

Figure 5.31 (a) shows what happens with the duration of an Agent/PDN 

composition when the overtime is analyzed. It is possible to observe that with a small 

overtime, e.g. 0.1, the duration do not change significantly, but when the value of 

overtime increases for 0.5 or 1, the duration of Agent/PDN compositions increases, as 

expected. This is an interesting result because, as explained in section 5.3.1, the 

overtime does not affect the blocked service rate when there is no admission control, 

and if the composition remains established for a long time period, it will help to 

decrease the response time for the users. 

However, when the admission control is considered, the blocked service rate is 

affected as shown Figure 5.31 (b) which considers a network with 10000 agents under 

different loads and with overtime 1. When the network is restrictive, with 10% of 

Agent/PDN compositions allowed, the blocked service rate is higher than 90%. This 

rate decreases to 80% when the restriction is 50% of Agent/PDN compositions. 

Therefore, the network administrator has the responsibility of choose what is better for 

his own network: prioritizes the response time for the users using the composition 



Chapter 5 – Experiments and Results  106 

 

overtime or do not provides all resources of the network, but blocking some service 

requests.  

The next evaluation is about the duration of PDN/PDN compositions, which are 

shown in Figure 5.32 (a). Figure 5.32 (b) shows the values when the composition 

overtime is used. The first graph considers networks of four different sizes and different 

loads while the second graph considers 10000 agents and different values of overtime. 

Figure 5.32. Complete RNP – Duration of PDN/PDN under different loads (a) and with 

10000 agents and different values of overtime (b) 

Figure 5.32 (a) depicts the duration of PDN/PDN compositions. When the load 

and the network size increases, the duration increases also. Figure 5.32 (b) shows the 

composition durations considering the overtime. As the graph shows, the composition 

durations are close to the simulation time, meaning that the compositions are made 

during the network startup and stay alive during almost all the network operation time. 

The behavior is different for GÈANT topology as shown in Figure 5.33 (a) and 

(b) considering the same factors used in the last evaluation. In Figure 5.33 (a), the 

duration of PDN/PDN compositions is lower than the ones presented in Figure 5.32 (a). 

It happens because GÈANT has more PDNs and fewer users using the compositions, 

compared to RNP. Therefore, the decomposition occurs more frequently in the GÈANT 

and the duration not increases as much as the RNP. For example, considering the 

GÈANT, when there are 2000 agents the maximum duration is 2400s, while for 

complete RNP the maximum duration is 3600s, which is the simulation time. For 

example, when there are 5000 agents in full RNP, this maximum duration is reached 
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under lower loads (when the load is 0.1 request/minute), whereas for GÈANT this 

maximum duration is reached only with 20000 agents. 

  
Figure 5.33. GÈANT – Duration of PDN/PDN under different loads (a) and with 10000 

agents and different values of overtime (b) 

When using the composition overtime, the duration is increased but it remains 

lower than for RNP because the compositions in GÈANT are not used as much as in 

RNP which has less PDNs. The maximum duration is only reached under higher loads, 

a higher overtime such as 0.5 or 1, and when the network size is high, as shown in 

Figure 5.32 (b) for 10000 agents. The figure shows that the overtime helps to increase 

the duration, but unlike RNP, the time did not reach the maximum duration.  

Based on these results, it is possible to state that using the overtime is a good 

strategy to increase the duration of the composition and make it more stable. However, 

the administrator of the network needs to be careful on configuring the overtime 

because depending on the size of the network and its average load it may be almost 

useless since the compositions will be already established for a long time. To sum up, 

the duration depends on the topology of the network and the overtime need to be 

adjusted adequately. 
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This last chapter concludes this dissertation by drawing some final conclusions, 

detailing its contributions and presenting some ideas and suggestions for future work in 

Ambient Networks and its research area. 

6.1.6.1.6.1.6.1. Final ConsiderationsFinal ConsiderationsFinal ConsiderationsFinal Considerations    

This work shows a new network vision called Ambient Networks whose main 

important concept is Network Composition which aims at providing cooperation, 

offering services and sharing resources among networks belonging to different 

administrative and technology domains. Also, PBMAN is presented, a Policy-based 

Management framework for Ambient Networks that makes uses of the P2P technology. 

The composition performance is important to determine the feasibility of Ambient 

Networks, since it is expected to be extensively used during a typical interaction 

between a user and the network. The research and the proposal of such concept are 

recent and a performance analysis study can not be made in a practical and real way, so 

that a choice was made for making it through simulations. In order to achieve this goal a 

specific purpose simulator for Composition of Ambient Networks, called ANCSim, was 

designed and implemented. Both simple and complex scenarios were evaluated in the 

simulations. One simple scenario was used in order to observe and understand the basic 

behavior of network composition and to come up with meaningful metrics for analysing 

this new mechanism. Additionaly, two more realistic scenarios were used to obtain 

results and evaluate the performance of network composition according to some chosen 

metrics, such as response time, scalability, cost and stability. 
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The results obtained show, in general, that the composition does not represent an 

obstacle to the deployment of Ambient Networks since PDN/PDN compositions, which 

take considerable time to be performed, will typically happen only when the first user 

tries to access services of a remote network. This fact shows the stability of the 

compositions which decreases the response time experienced by most of the users 

requesting such services. Furthermore, since the PDN/PDN composition happens only 

once the cost associated to processing and finalizing (i.e. decomposing) this type of 

composition is decreased. To sum up, the network composition is an interesting solution 

to deal with the complexity of configuration when different networks are cooperating 

with each other. 

6.2.6.2.6.2.6.2. ContributionsContributionsContributionsContributions    

As mentioned above, Ambient Networks is a new concept and the mechanism of 

network composition must be extensively tested through simulations and proof-of-

concept testbeds before it becomes ready to be deployed in a real implementation. This 

dissertation brings some contributions to this area, shedding light into this not yet 

entirely unveiled concept of network composition. The main contributions of this work 

are: 

• Development of the ACNSim simulator 

In order to evaluate the main concepts of Network Compositions in Ambient 

Network, a simulator, called ANCSim, was developed and implemented. This 

implementation is one of the main contributions of this work.  

• Performance Analysis of Network Composition 

This is the main contribution of this work. Using the implemented simulator, a 

performance evaluation was conducted in order to evaluate the main properties 

of Network Composition such as response time, stability, cost and scalability. 

Two different types of evaluations were performed: first, some basic 

experiments were taken in order to validate the simulator and to identify some 

configuration parameters to be used in the later evaluations. After that, more 

complex evaluation, using more realistic scenarios, were performed in order to 

evaluate the properties cited earlier. 
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• Definition of metrics to evaluate Network Composition 

A set of metrics for understanding the behavior of this mechanism needed to be 

developed. These metrics are: number of service requests, response time, 

number of composition requests, number of compositions, composition 

processing time, composition duration, probability of a composition, number of 

idle compositions, number of decompositions, etc.  

• Measurements of Network Composition 

Another contribution is the set of measurements performed in a proof-of-concept 

prototype to obtain values related to the processing time of two types of 

composition: Agent/PDN and PDN/PDN. This is a very valuable information, 

since it from real measurements and they were further used to build the 

empirical distributions used in the simulations. 

• State of the Art Research 

In addition to the simulator, a research about Ambient Networks was performed, 

considering the main features and its project. The main concept introduced by 

Ambient Networks, Network Composition, was studied in details and its main 

aspects were presented and evaluated. 

6.3.6.3.6.3.6.3. Future WorkFuture WorkFuture WorkFuture Work    

Some research topics that may be investigated in future work have been 

identified as an evolution of this work. They are explained below: 

• A complete performance analysis of network composition in PBMAN would 

bring much more insights than the ones performed for this dissertation, which 

was comprised of three scenarios. The analysis of real scenarios, consisting of 

multiple networks, in an environment closer to the current global Internet will be 

welcome. 

• Implementation and evaluation of mobility and connectivity aspects in order to 

test these important concepts in Ambient Networks. The current simulator is not 

able to deal with mobile user and moving networks. 
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• Integration of the functionality implemented in ANCSim into the ns-2 [23] 

simulator in order to provide network composition mechanisms to the academic 

research community; 

• Proposal and evaluation of some optimizations on the path selection, for 

example, when selecting a path between source and target, select the one which 

requires fewer compositions and, consequently, decreases the response time. 

• Implementation of compositions in parallel, instead of sequential compositions 

in order to decrease the response time. Currently in ACNSim there are no 

parallel compositions.  

• Analysis of the impact of providing a multiservice type of service request, as 

explained in section 4.3.1. Currently, only the uniservice request type is 

available, where only one service is involved in a give service request. In the 

multiservice request, more services may be requested at once, aiming at reducing 

the time the network performs compositions.  

• Execution of experiments and comparison of simulation results involving user 

and support service types. This simulation study considered that a VoIP service 

needed a QoS service, which required that all networks along the path to be 

composed before the service could be provided to the users. A different 

alternative is to consider only the VoIP (or a similar service), without the QoS 

service, which will require only the endpoint PDNs to compose. 
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This appendix describes with more detalis the ANCSim simulator. The ANCSim 

adopts the method of Discrete Event Simulation. With this approach, the components of 

the model consist of events, which are activated at certain points in time and in this way 

affect the overall state of the system. The points in time that an event is activated are 

determined by a probability distribution. Each type of event follows a probability 

distribution that determines the next time it will be executed. An event can generate 

other events and they are discrete so between the executions of two events nothing 

happens. Figure 1 depicts the complete ANCSim class diagram with its classes and 

methods. 

 

Figure 1. Complete Class Diagram 
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ANCSim is developed in C++ using a process-oriented approach. The 

components of ANCSim consist of entities, which combine several related events. 

Events and entities are related to each other as shown in Figure 1.  

The main class is Simulator. It is responsible for manage the simulations, 

initialize them and generate the initial events. Moreover, it manages the state variables, 

represented by StateVariable class, which store the values collected in the experiments. 

In the end of each replication the values are stored in Metric class and in the end of the 

simulation the result is calculated using these values and stored in Result class. 

The Scheduler is responsible for choose what is the next event to be executed. It 

is also responsible for the time advancing mechanism. It uses an event-driven approach, 

i.e, the time to be set in the simulation clock is the time of the next event to be executed. 

The events are represented by Events class and they are stored in EventList class. The 

events are of three types: CompositionEvent, AdministrativeEvent and ServiceEvent. 

Composition Events are related with composition and decomposition and are 

four: CompositionStart, CompositionEnd, DecompositionStart and DecompositionEnd. 

CompositionStart is responsible for starting the composition process and 

CompositionEnd completes the process. Similarly, DecompositionStart starts the 

decomposition process and DecompositionEnd finalizes it. Administrative Events refer 

to pre-programmed events whose goal is recover some simulation information 

throughout the time. For example, PollingEvent is responsible for discovering the 

number of sessions utilized and the number of active compositions in a specific 

moment. Service Events are further subdivided into three: ServiceRequest, ServiceStart 

and ServiceEnd. ServiceRequest is responsible for asking services to a specific AN, 

ServiceStart signs when the service begins and ServiceEnd finalizes the service. 

The Simulator also manages the topology which is comprised of Ambient 

Networks represented by AmbientNetwork class. There are two types of Ambient 

Networks: Agent and PDN. The PDNs are linked to each other and agents are attached 

of a PDN. 

When a service is requested, a path, represented by Path class, is found. The 

path class has information about the required service, represented by RequiredService 

class. The required service may be Uniservice or Multiservice. Uniservice requests one 
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service while Multiservice requests two or more services. The requested services can be 

of two types: UserService or SupportService. The UserService is represented by Voip 

service and the SupportService is represented by VoipIntserv. 

The program structure is depicted in Figure 2. Before starting to run the main 

program, the topology needs to be loaded. It is read from a file that describes how the 

networks are linked to each other and what services each one will provide. Furthermore, 

the number of replications, the simulation total time and the request service rate are set. 

 

Figure 2. Program Structure 

The main program starts calling the function Simulator::mainFunction which is 

responsible for starting the simulation process setting the initial state. This function is 

comprised of the following steps: 

• Calls initialization routine. 

• While there are events to be executed: 

o Calls time routine. 

o Calls event routine. 

The initialization rotine sets the simulation clock to 0, initializes seeds, the 

system state and the state variables. It also initializes the event list. Before running the 

simulation, a set of events is created and added to the events list managed by Scheduler 

object.  
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After the simulator has been initialized, the Scheduler determines which event 

will be executed next and advances the simulation clock. This is the time routine. The 

event routine is the next step. It will execute the chosen event. The state variables are 

updated and future events are generate if necessary and added to the events list to be 

executed later. These two routines will occur while there are events to be executed. 

Auxiliar routines will generate values to be used by the events such as 

composition time, event duration, time for next events, etc. 

When there are no more events to be executed the result routine is performed. It 

will calculate the mean and standard deviation of each metric and returns the final result 

to the Simulator program. 



 

 



 

 


