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ABSTRACT 
 

 

Internetworking for the next generation of communication networks (NGN) is 

based on the concepts of autonomous systems. The ideas of Ubiquitous Computing are 

becoming close to reality since network and telecommunication technologies are rapidly 

converging to automation. One can observe that the growth of wireless communications 
resulted in a rapid evolution of networking systems, from infra-structured networks to ad-

hoc networks. Pervasive Computing technologies come to support this concept, with the 
main goal of enabling users to get connected to a network without manual configuration 

and to operate seamlessly. Technologies for systems automation may span all architectural 
layers and operate in a cross layer cooperative mode. 

Autoconfiguration technologies range from basic network configuration and 

composition to applications. We can consider addressing as one of the fundamental 

processes when configuring and starting up a network. Proper addressing provides hosts 

with a valid identification, which will be used, for example, for routing and security 

operations. As it is a considerable new area, research groups from industry and academia 
have been developing guidelines for addressing in autonomous networks. Several 

approaches have already been proposed. But due to their peculiarities, their applicability is 
very limited. 

The objective of this thesis is to present a protocol for addressing in autonomous 

networking systems. This protocol is part of a bigger project in context of auto-configuring 

and self-manageable networks, which is led by Ericsson Research Labs. Moreover, some 

experiments with the proposed protocol were done to evaluate its performance, and it was 

compared with other addressing approaches in order to validate its basic functionalities. 

Key words: future generation of networks, autonomous network, autoconfiguration, 

addressing, simulation. 
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RESUMO 
 

 

Intercomunicação na próxima geração de redes de comunicação (NGN) é baseada 
nos conceitos de sistemas autônomos. As idéias de Computação Ubíqua estão próximas da 

realidade à medida que as tecnologias de redes e telecomunicações estão rapidamente 
convergindo para a automação. Podemos observar que o crescimento de comunicações sem 

fio resultou em uma rápida evolução desses sistemas, de redes infra-estruturadas a redes 
ad-hoc. Tecnologias de computação Pervasiva vêm para apoiar esse conceito, com o 

principal objetivo de permitir que usuários se conectem as redes sem necessitar de 

configuração manual e operar de forma transparente e “suave”. Tecnologias para a 

automação de sistemas devem abranger todas as camadas da arquitetura de redes e operar 

de modo cooperativo entre elas. 

Tecnologias de auto-configuracao vão desde a configuração básica e composição da 
rede até o nível de aplicações. Podemos considerar que endereçamento é um dos processos 

fundamentais ao configurar e iniciar uma rede. Endereçamento adequado provê os nós com 
identificação válida, que será utilizada, por exemplo, para roteamento e operações de 

segurança. Sendo que esta é uma área relativamente nova, grupos de pesquisa da indústria 
e academia têm desenvolvido orientações (guidelines) para endereçamento em redes 

autônomas. Algumas soluções já foram propostas. Mas, devido suas peculiaridades, elas 

têm aplicabilidade bastante limitada. 

Essa dissertação tem como objetivo apresentar um protocolo de endereçamento em 
sistemas de redes autônomas. Esse protocolo é parte de um projeto maior no contexto de 

redes auto-configuráveis e auto-gerenciáveis, que é liderado pela Ericsson Research Labs. 
Experimentos também foram conduzidos com o protocolo proposto para avaliar seu 

desempenho e, através de comparações com outras soluções de endereçamento, validar 
suas funcionalidades básicas. 

Palavras-chave: futura geração de redes, redes autônomas, auto-configuração, 

endereçamento, simulação. 
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1. INTRODUCTION 
 

 

This first chapter of the dissertation presents a brief introduction about the future 
generation of networks and the concepts related to it. According to the focus of this work, 

in this section we also present an introductory review about autoconfiguration technologies 
for future networking systems. In addition, the motivation of this research project is 

showed. 

1.1. Overview and Motivation 

The applicability scenarios of computer networks have been growing and 

diversifying due to the future Internet (also known as Next Generation of Internet – NGI) 

and the complex services that will run on the top of it. Proper management is fundamental 

to the correct operation of any network. Following the concepts of the Ubiquitous 
Computing [WEI09], future communication structures will interconnect PANs (Personal 

Area Networks), LANs (Local Area Networks), WANs (Wide Area Networks), and others. 
Considering this vision, wired communication structures still have a limited applicability 

and, consequently, wireless technologies have been experiencing a very fast development. 

When we consider large communication systems, involving different network 

topologies and a great variety of devices and transmission equipment, the management 

surely becomes much more complicated. Network dynamicity, such as nodes mobility, 

comes to increase such complexity on management. In future networking systems, due to 

their high complexity, it will be almost impossible for the network administrator manually 

ensure high-quality configuration and correct operation. Therefore, autoconfiguration 
technologies are expected to fill this lack for the future generation of computer networks. 

Several projects, mainly formed in Europe Union but with global scope, have 

explored autoconfiguration technologies through the Ubiquitous Computing and Pervasive 

Computing concepts. The final objective is always the same: service provision for users 

regardless their location and communication technology. Among the main projects, most 

of them are concluded, we can list: 

• DAIDALOS [DAI09]: this is an EU FP61 Integrated Project which is 

currently in the second phase. According to the project’s documentation, 

their main goal is to create a new generation of user-centered manageable 

                                            
1
 Europe Union 6

th
 Framework Programme. 
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communication infrastructure for the future, which will seamlessly integrate 

heterogeneous network technologies enabling network operators and service 
providers to offer new and profitable services. It will also allows users to 

access a wide range of personalized voice, data, and multimedia services; 

• Ambient Networks [AMB09]: it is also a project co-funded by EU FP62. 

This project is focused on cooperation between networks of different 

providers. Through this cooperation users will be supported with the 
required services independently of their location. Ambient Networks also 

consider highly mobile networks and their complexity; 

• EMANICS [EMA09]: this is a project supported by the EU FP6
2
. The 

project focuses on scalability, dynamics, security and automation challenges 

from the management plane of the future Internet and complex services 
running on top of it. The main objective is the extension of the network and 

service management plane to every network. The research topics follows the 
themes of main concepts, technologies and applications of network and 

service management; 

• 4WARD [4WA09]: this is an EU FP7
3
 project. Its focus is to create a family 

of dependable and interoperable networks to provide direct and ubiquitous 

access to information. According to the documentation, the project goal is to 

make the development of networks and networked applications faster and 

easier, leading to more advanced and more affordable communication 

services. The project aims, among others, the creation of a new management 

paradigm where devices will carry embedded “default-on” management 

capabilities, consisting of autonomous components which will enable the 

device to interact with itself and with neighboring devices and, 

consequently, creating a self-organizing network. 

Some of the current networking protocols and mechanisms provide some level of 

self-organization in networks by allowing hosts to auto-configure themselves. However, 

these solutions still require intensive manual configuration to properly network operation, 

such as routing areas for OSPF (Open Shortest Path First) [MOY98] routing protocol and 

addressing spaces and static configuration for DHCP (Dynamic Host Configuration 

Protocol) [DRO97] [DRO03]. Focusing on more independent networking systems, several 

solutions have been proposed in order to automate: the configuration of routers, servers, 

network resources and topology. These solutions range from simple local self-addressing 

mechanisms, to networks’ domain configuration, and to auto-negotiation of services 

between different network domains. 

Autoconfiguration solutions, despite the parameters and functionalities, must 
provide all active interfaces with a valid and unique address (or network prefix) within a 

determined domain. Moreover, these mechanisms should also implement the management 
of addressing resources. Addressing operation is critical to any network since it is 

necessary to nodes identification, packets routing and also to security related issues 
[BAC09]. According to [MAN05], although protocols such as DHCP, DDNS (Dynamic 

Domain Name System) [VIX97] and mDNS (multicast DNS) [ABO07] implement more 

automatic techniques, they still require several manual operations like routing and 

addressing information configuration. 

                                            
2
 Europe Union 6

th
 Framework Programme. 

3 Europe Union 7th Framework Programme. 
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Considering the research challenges on networking imposed by the NGN scenarios 

where, for example, two or more different network topologies (e.g., data network, core 
network/telephony system, MANETs, and the like) can coexist and cooperate in order to 

supply final users with the required service, there is a lack of technologies to deal with 
such scenarios by supporting autoconfiguration and providing autonomous management. 

The existent solutions do not fully attend the complex requirements of NGN scenarios, but 
they only focus on very specific applications such as MANETs (Mobile Ad hoc Networks), 

and they are usually applicable to relatively small, temporary, and most cases non-
heterogeneous networks. Another drawback of existing solutions is that they do not 

consider networking scenarios where IPv4 and IPv6 already coexist. On the other hand, 

solutions that may resolve the problem of autoconfiguration in such networking scenarios 

are impossible to be implemented due to their complexity and that they usually require 

modifications in the current Internet protocol stack. 

For this reason, we were motivated to develop and validate a self-addressing 
protocol to support autoconfiguration in complex networking systems like autonomous 

networks. This protocol should be capable of performing allocation and management of 
addressing resources, and also be an independent solution, i.e., it should operate without 

the support of any other technology in the network. In addition, it should also ensure an as 
optimal as possible usage of available addressing resources, promoting a high level of 

addressing integrity and, consequently, a conflict-free environment. 

In this thesis we propose an addressing protocol that was initially designed to 

operate in core networks (i.e., the central part of telecom networks). In a second moment, 
this protocol was also planned and extended to operate in more heterogeneous and 

dynamic networks. This solution is responsible for the self-addressing of network nodes. 
The protocol is based on client-server relationship and implements distributed allocation 

tables. We decided that not only the addressing assignment should be considered, since the 
protocol was designed to operate under real world industry scenarios, but some Quality of 

Service should be provided. The solution not only provides nodes with valid configuration 
information, but also implements post-allocation management of addressing resources, 

ensuring good operation integrity and an addressing conflict-free communication 

environment. 

1.2. Work Structure 

This thesis is organized as follows. Chapter 2 presents the related work in 
autoconfiguration and addressing for autonomous networks. This chapter also describes 

important considerations that have been examined for such solutions. Several approaches 
of addressing in autonomous networks are also presented, covering a wide range of 

methodologies. Following, our proposed solution is described in Chapter 3. The protocol’s 
architecture, elements and algorithms are detailed. Chapter 4 shows the methodology used 

during the experiments. The obtained results are presented and discussed in Chapter 5. 
Finally, in Chapter 6, we conclude this thesis with final considerations about the research 

done, the implemented addressing protocol, the experimentations and results analysis. At 

last, we also describe some future work guidelines, and highlight some contributions. 
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2. AUTOCONFIGURATION IN COMPUTER NETWORKS 
 

 

This chapter presents the state of the art in the autoconfiguration for dynamic and 
autonomous networks. The terminology and problem statement defined by the IETF 

working group in autoconfiguration is presented and discussed. The related work in this 
area is also presented while focusing on solutions for self-addressing in dynamic networks. 

2.1. Introduction 

Network technologies have been converging to attend the requirements of 

Pervasive and Ubiquitous Computing. These two concepts bring new challenges to 

networking solutions such as the management of a very dynamic and heterogeneous 

network. 

Due to its complex nature, the management of this kind of network is a 

cumbersome task for any system administrator. Auto-managed technologies are a welcome 

new element capable of creating a degree of ambient intelligence, where a network and its 

elements are mostly able to configure themselves. 

Autoconfiguration mechanisms for dynamic networks may vary from self-
addressing procedures to network-layer routing self-stabilization, like those proposed in 

[FOR05]. However, the scope of this work is limited to discuss the self-addressing issues. 

This chapter first presents the scenarios for autoconfiguration in dynamic networks, 

i.e., where autoconfiguration is needed and/or applicable. Next, the autoconfiguration 

problem is discussed, as well as the requirements for approaches to be presented as 

solutions to it. Security-related considerations are also shown. Then, related work on 
autoconfiguration, focusing on addressing autoconfiguration, is presented. Mechanisms, 

which follow different paradigms and implement different techniques, are described to 
show how this problem has been dealt with recently. Finally, some considerations about 

the study presented in this chapter are made. 

2.2. Autoconfiguration Scenarios 

Examples of dynamic network applicability scenarios, where autoconfiguration 

issues are desirable, include [WIL02]: home networks, ad hoc networks at conferences, 

emergency relief networks, VANETs – Vehicular Ad hoc Networks (networks composed 

by automobiles, airplanes, trains, etc), and many others. These scenarios may vary from 

two nodes, exchanging data through a wireless LAN connection, to thousands of 
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heterogeneous ones being part of a scenario involving different network topologies, 

communicating through different technologies, and accessing a vast number of services. 

As defined by the project Ambient Networks [AMB09], the scenarios for a future 

generation of networking involve many complex characteristics, such as: 

• Different radio technologies; 

• Autoconfiguration of dynamic network composition, ensuring connectivity, 

resource management, security, manageability, conflict resolution, and 

content handling; 

• Emergency networks set up to deal with spontaneous operations and needed 

to coordinate information exchange in real-time critical missions such as 

fire rescue team work, police public security actions, military operations, 

etc. These networks are seen as zero-conf networks that should be able to 

setup and work with minimum human intervention with almost no prior 

setup and little or no infrastructure support; 

• Dynamic agreements providing access to any network including support for 

an end-to-end QoS concept; 

• Advanced multi-domain mobility management of user and user groups, over 

a multitude of heterogeneous wireless access networks, including personal 

area and vehicular networks; and 

• Self-management not only for network nodes, but also for newly 

composed/created networks. 

Due to their complex particularities, the scenarios for a future generation of 
computer networks demand “self” (“auto”) technologies for configuration and 

management of the communication structure. However, new solutions should be designed 
by taking into account some defined parameters. These parameters should guide the 

proposals for standardization and ensure correctly and efficiently dealing with 
autoconfiguration problems. They are also important for defining guidelines regarding 

security issues. The next sections present the requirements definition and security-related 
considerations for dynamic networks autoconfiguration. 

2.3. Autoconfiguration Problem Statement 

Existing mechanisms, like DHCP [DRO97] [DRO03], SLAAC (Stateless Address 

Autoconfiguration) [THO07], NDP (Neighbor Discovery Protocol) [NAR07] and DHCP-

PD (DHCP Prefix Delegation option) [TRO03], provide only partial solutions with regard 
to the goals above mentioned. They are unable to deliver when dealing with specific 

dynamic, multi-hop and distributed nature of, e.g., MANETs. Thus, additional work is still 
needed to fully contemplate such goals. 

The IETF Autoconf working group [AUT09] establishes a number of goals that 

should be seen to in any autoconfiguration mechanism. According to [BAC08], among 

these, there is the configuration of unique addresses for nodes and, when working with 

IPv6, the allocation of disjoint prefixes to different nodes. Furthermore, [BAC08] and 

[WIL02] also consider that autoconfiguration solutions should additionally: 

• Provide the configuration a node’s IP interface(s) with valid and unique IP 

addresses within a network; 
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• Provide the configuration of disjoint prefixes for routers within the same 

network; 

• Be independent from the routing protocol used. That is, the mechanism 

should not require a routing protocol to work properly and should not 

depend on routing functionality. However, [BAC08] states that the solution 

may leverage the presence of routing protocols for optimization purposes; 

• Provide support mechanisms and/or functionality to prevent and deal with 

address conflicts, which can be originated for instance from networks 
merging, local pre-configuration or node misconfiguration; 

• Consider the particular characteristics of dynamic and heterogeneous 

networks such as their multi-hop nature, the potential asymmetry of links, 

and the variety of devices; 

• Generate low overhead of control messages; 

• Achieve their goal(s) with low delay or convergence time; 

• Provide backward compatibility with other standards defined by the IETF; 

• Not require changes on existing protocols on network interfaces and/or 
routers; 

• Work in independent dynamic networks as well as in those connected to one 

or more external networks; 

• Consider merging and disconnection of networks; 

• Consider security issues; and 

• Be designed in a modular way. Each module should address a specific 

subset of the requirements or scenarios. 

2.4. Security Considerations 

With regard to autoconfiguration mechanisms, an important security issue to be 
considered is that of maintaining the confidentiality and the integrity of some data being 

exchanged between end-points in the network, e.g., servers and clients. This task is 
equivalent to that of ensuring end-to-end security in other types of networks. Therefore, 

existing security enabled techniques are applicable [BAC08]. 

Overall, current protocols for dynamic networks (e.g., MANETs) assume that all 

nodes are well-behaving and welcome. Consequently, the network may fail when allowing 

malicious nodes to get connected to it. Specific malicious behavior includes [BAC08]: 

• Jamming, resulting in DoS (Denial of Service) attacks, whereby malicious 

nodes inject high levels of traffic in the network, increasing the average 

autoconfiguration convergence time; 

• Incorrect traffic relaying, e.g., man-in-the-middle attacks, by which the 

attacker can: 

o Intercept IP configuration messages and cause operation failure; 

o Generate altered control messages likely to damage the addressing 
integrity; 
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o Fake a router node participating in addressing tasks, also violating 

addressing integrity; 

o Incorrect traffic generation (e.g., server, router or address spoofing), 

that also can lead to impersonation, whereby a non-legitimate node 

can spoof an IP address; and/or 

o Replay attacks. 

As the use of cryptographic solutions for secure autoconfiguration requires the 

presence of a higher entity in the network, this is not applicable in most cases where 

dynamic networks are used. Such dynamic network scenarios either lack any higher 

authority in the network or, may not trust it a priori [BAC08]. Despite this, dynamic 

networks remain the best choice regardless of affecting convergence time. 

According to [BAC08], another important issue concerning dynamic network 

scenarios is the nodes behavior. The called “selfish node” can cause non-cooperation 

among the network nodes during the addressing procedures, hence affecting such 

mechanism. Therefore, any secure solution for autoconfiguration mechanisms should 

consider the particularities of: (a) network nodes behavior; (b) other existing protocols 

operating in the network; (b) nodes limited resources; and (d) dynamic network 

deployment scenarios. 

2.5. Related Work in Self-Addressing 

Solutions for autoconfiguration in computer networks range from self-addressing 

mechanisms, to network domain configuration and management, and to applications. This 

section describes some solutions for self-addressing in dynamic networks. Existing 

protocols for addressing, like the well known DHCP, are not able to attend new 

requirements of a dynamic communication environment. Self-addressing mechanisms 

cannot rely on the continuous availability of a connection with a fixed network, where the 

nodes can take advantage of find a stable server to provide them with a valid and routable 

address within the network. 

Concerning the problem of addressing in dynamic networks, many solutions have 

already put forward. These may fall into stateless, stateful or hybrid approaches, and they 
are presented next in the general context of autoconfiguration and self-addressing. The set 

of selected approaches is seen as a representative one for existing works. 

2.5.1. Stateless Solutions 

Stateless approaches, also known as conflict-detection solutions, allow a node 

generate its own address. It is the most common approach for self-addressing. According 

to [THO07], the stateless approach is implemented when a site is not concerned with the 

addresses used by other nodes, since they are unique and routable. To ensure this, they 

could be generated by combining local information and information provided by available 

routers in the network (e.g., the network prefix information). The information provided by 

routers is usually gathered from periodic routing advertisement messages. Using the local 
and also gathered information, the node then creates a unique identification to its 

interface(s). If no routers are available within a given network, the node may only create 
link-local address. Link-local addresses are sufficient for enabling communication among 

the nodes attached to the same link. 

A simpler alternative for stateless addressing approaches is random address 

selection. Some mechanisms do not implement a deterministic formula for generating an 
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address. Instead, they define a range from where a node picks up one. Consequently, some 

duplicate address detection procedure is also needed. For example, such range may be 
determined by the link-local prefix as defined by IANA (Internet Assigned Numbers 

Authority): 169.254/16 [IAN02] [CHE05] [IAN09]. 

Depending on the underlying algorithm used to generate random numbers, many 

stateless approaches based on random address selection from a range may not perform as 

intended. This is due to limitations inherent to the random function used. According to 

[MAT09], Random Number Generators, like those in the MATLAB and Statistics Toolbox 

software, are algorithms for generating pseudo-random numbers with a given distribution. 

Some solutions implement pseudo-random functions that combine data, from different 

sources, attempting to generate a quasi-unique value. A good pseudo-random number 

generation algorithm must be chosen so that different nodes do not generate the same 
sequence of numbers and ultimately, the same addresses. Moreover, the pseudo-random 

number generator algorithm should not use the real-time clock or any other information 
which is (or may be) identical in every node in the network [CHE05]. If a group of nodes 

are powered at the same time, their algorithm may generate the same sequence of numbers, 
resulting in a never-ending series of conflicts when probing their self-generated addresses. 

The main drawback of stateless approaches is that they require support for duplicate 

address detection (DAD) mechanism. Even the stateless solutions that adopt some 

mathematical calculus for address generation, such as by combining information or by 

estimating the network size, are also required to perform DAD in order to guarantee 

address uniqueness. Pure or DAD only approaches can also be categorized as stateless 
solutions. 

DAD mechanisms have the objective of complementing stateless solutions to 

ensure address uniqueness. As stateless approaches cannot ensure that an exclusive address 

is being attributed to the node’s interface, they should perform DAD before or after the 

interface is configured. Such mechanisms can act alone in the network as well as take 

advantage of control packets transmitted in the network (e.g., routing protocols). Some 

stateless approaches are even named after the DAD mechanism they implement. Next, 

more details on stateless approaches are given. 

2.5.1.1. Strong DAD 

The Strong DAD [PER01], also known as Pure DAD, is the simplest mechanism 

for duplicate address detection. Its algorithms are illustrated in Figure 2.1. A first node, 
Figure 2.1(a), running Strong DAD randomly picks two addresses: a temporary address 

and a tentative one (i.e., the one to be claimed). The tentative address is selected from the 

range FIRST_PERM_ADDR – 65534, from 169.254/16 (IPv4 only). The temporary 

address is selected from the range 0 – LAST_TMP_ADDR (IPv4 only), and will be the 

source address of the node while performing the uniqueness check. 

Address checking consists of two messages: Address Request (AREQ), from the 
starting node, and Address Reply (AREP), from a configured node. After selecting the 

addresses, the starting node sends an AREQ to the tentative address. It waits for an AREP 
during a pre-defined period of time. If no AREP is returned, the starting node retries the 

AREQ, with the same tentative address, up to a pre-defined time. If, after all retries, no 
AREP is received, this node assumes that the tentative address is not in use, i.e., it is 

unique within the network. Then, it configures its interface with the address and assumes to 

be connected. 
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Figure 2.1. Reduced strong DAD algorithms. 

When a configured node, Figure 2.1(b), receives an AREQ message, it first checks 

its cache to see whether it already received an AREQ from this source with this tentative 
address. If an entry is found, the node just discards the packet. Otherwise, the node enters 

the values of these fields into a temporary buffer. Considering that the node’s neighbors 
will also rebroadcast the same packet, the node will realize it has already received the 

AREQ and then will not reprocess the packet. 

In the next step, the configured node enters in its routing table a new route, with the 

packet’s source as destination. The packet’s last hop, i.e., the node from which the 

configured node received the AREQ, is set as the route’s next hop. This way, a reverse 

route for the AREQ, with a pre-defined lifetime, is created as the packet is retransmitted 
through the network. This reverse route is used when a unicast AREP message is sent to 

the starting node. 

Then, the configured node checks if its own IP address matches the tentative 

address on the AREQ message. If not, the node rebroadcasts the packet to its neighbors. 

On the other hand, if the node has the same IP address than the one claimed in the received 

AREQ, the configured node must reply to the packet. To do so, it sends a unicast AREP 

message to the AREQ’s source node. The reverse route created by the AREQ is now used 

to route the AREP packet to the starting node. 

When receiving an AREP in response to its AREQ, the initiating node randomly 

picks up another address, from the range FIRST_PERM_ADDR – 65534, and sends 

another request claiming the new selected tentative address. Then, the algorithm is 
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repeated until the starting node either gets configured with a valid and unique address or 

reaches the maximum permitted number of retries. More information about the Strong 
DAD mechanism, packet formats and particularities for IPv4 and IPv6, can be found in 

[PER01]. 

2.5.1.2. Weak DAD 

Weak DAD [VAI02] was proposed as an alternative to Strong DAD. Strong DAD 

is not applicable in unbounded delays networks, since it requires the applicability of 

timeout-based duplicate address detection solutions. Since Strong DAD implements 

timeout-based DAD, it is not applicable in unbounded delays networks because it will not 

always detect duplicate addresses due to delay constraints. Weak DAD can be used 

independently or in combination with other schemes like in [JEO06]. 

The main difference of Weak DAD, in relation to other duplicate address detection 

mechanisms, is that it relaxes the requirements for detecting duplicate addresses. That is, it 
does not require the detection of all conflicts in the network. Weak DAD imposes that a 

packet sent to a specific destination must be routed to this destination and not to another 

node within the network, even if the packet’s destination and the other node have the same 

address. 

In Figure 2.2(a) the nodes are divided in two different and distinct networks. The 

route to be considered for this example is from node D to node A (dashed route). In this 
first moment, this packet from D to A travels via nodes E and C, and it is routed using the 

destination IP address 1 included in the IP packet header. In this scenario, nodes A and K 
have selected the same address. Figures 2.2(b) and 2.2(c) illustrate the network resulting 

from the merging between the two networks of Figure 2.2(a). Now, as nodes A and K have 
the same address, the network has an address conflict. 

 

Source: adapted from [VAI02]. 

Figure 2.2. Weak DAD scenario. 
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In Figure 2.2(b) the route to the IP address 1 has changed. Before the merging, the 

packets were routed to node A, and now they are routed to node K. According to Weak 
DAD, this situation is not acceptable. In Figure 2.2(c), on the other hand, the packets 

addressed to 1 are still being routed to node A, what is a desirable situation. Therefore, 
Weak DAD suggests that duplicate addresses within a network can be tolerated as long as 

packets reach their intended final destination correctly, even if the destination’s IP address 
is duplicated. 

Weak DAD requires some changes in the routing protocol. Its scheme, presented in 

[VAI02], considers the following design goals: 

• Address size cannot be made arbitrary large. Therefore, for instance, MAC 

address cannot be embedded in the IP address; 

• IP header format should not be modified. For instance, we do not want to 
add new options to the IP header; 

• Content of routing-related control packets (such as link-state updates, route 

requests, or route replies) may be modified to include information pertinent 

to DAD; and 

• No assumptions should be made about protocol layers above the network 

layer. 

The Weak DAD approach assumes that each node in the network is pre-assigned 

with a unique key. The well known MAC address [IEE02] can be used as the node’s key. 

Although an attempt is made to assign a unique MAC address to each wireless device, 

these addresses may sometimes be duplicated on multiple devices (see [NES02], [MIC09] 
and [CIS09]). However, MAC addresses remain among best choices when it comes to 

unique identifiers for nodes’ interfaces. Alternatively, the nodes can use another identifier 
or procedure to generate a key, since this key has a small probability of being duplicate or 

generated more than once. Given the unique key, and considering IPv6, a unique IP 
address can be created simple by embedding this key in the IP address. However, when 

considering IPv4, the number of bits of IP address is smaller, and embedding the key may 
be not possible. The latter case is presented in [VAI02]. Therefore, the Weak DAD uses 

the key for the purpose of detecting duplicate IP addresses within the network, without 

actually embedding this key in the IP address. 

Weak DAD was designed to work with link-state routing protocols and requires 
modifications to the routing protocol. Basically, the routing protocol maintains a routing 

table at each node with an entry for each known node in the network. In each entry, the 
table contains the destination node and the next hop addresses. Using the link-state 

information from the routing packets, the nodes update their routing tables and determine 
the network topology, which is helpful for choosing the shortest path (i.e., lowest cost) 

route to the destination. 

Figure 2.3(a) presents the format of the routing table of node D and the link-state 

packet to be transmitted by the same node (not considering X as an active node). In Figure 

2.3(a) and 2.3(b), IP_* denotes an IP address of a specific node, and K_* denotes the key 

of this specific node. For Weak DAD, the link-state routing algorithm is added with the 
node’s key information, as presented in Figure 2.3(b). In the modified link-state routing 

table and routing packet, each node is tagged with its respective key. 
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Source: adapted from [VAI02]. 

Figure 2.3. Weak DAD link-state routing information.  

Considering the network illustrated in Figure 2.3 where node X now is active, if 

node A receives a link-state packet, that includes a pair (IP_D, K_D), the node first checks 

if there is an entry in its routing table for the respective IP address IP_D. If an entry for 

IP_D is found, but the key associated to it is K_X, this suggests that there is another node 

in the network that is also configured with the same address IP_D: node X. It may happen 

if the node A has previously received a link-state packet containing the pair (IP_D, K_X). 

At this point, node A invalidates the routing state associated with the address IP_D, and 

takes additional steps to inform other nodes about the duplicate address. Otherwise, if the 
IP_D is not found in the routing table, then normal processing of link-state information is 

done at node A, as required by the link-state routing protocol. 

With the above modification, node A, that has previously forwarded a packet to 

node X, will never forward a packet for the destination address IP_D towards another 

node, say node D, even if nodes D and X have been assigned to them address IP_D. To 

visualize this situation, it must be considered that initially node A’s routing table entry to 

address IP_D leads to node X (i.e., key K_X). Before node A’s routing table entry for node 

IP_D be updated to lead to node D, a link-state update, containing the status of links at 

node D will have to be received by node A. When this packet is received by A, the 

mismatch in the keys of nodes D and X, configured with the same address IP_D, allow the 
node A to detect the address conflict. 

In [VAI02], the author also presents this problem and its possible solution. 

Moreover, it also defines a hybrid DAD scheme, i.e., how the Weak DAD is combined 

with another timeout-based mechanism, and describes the case of performing Weak DAD 

with the Dynamic Source Routing (DSR) protocol. 

2.5.1.3. Passive DAD 

Passive DAD (PDAD) [WEN03] is part of a more complete solution called 
PACMAN (presented in Section 2.5.3.2). This mechanism takes advantage of the routing 

protocol control messages. Using PDAD, the node analyzes incoming routing protocol 
packets to derive hints about address conflicts. It uses a set of algorithms that are triggered 

depending on the routing protocol the network is running. As link-state and on-demand 
routing protocols are different in their essence, PDAD algorithms which use information 
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exclusively from link-state routing cannot be applied to reactive protocols, and vice-versa. 

However, there are some algorithms which consider existent information in both types of 
protocols enabling the usage with any of them. 

PDAD algorithms are applied to routing packets with the objective of exploring 

events that either: 

• Never occur in case of unique address, but always in case of a duplicate 
address. In this case, the conflict is certain if the event occurs at least once; 

and/or 

• Rarely occur in case of a unique address, but often in case of a duplicate 

address. In this case, there is a probability of the conflict existence. Then, a 

long-term monitoring (e.g., to detect if the event occurs again) may be 

necessary. 

According to [WEN05], PDAD algorithms derive information about a sender’s 

routing protocol state at the time the packet was sent from incoming routing protocol 

packets. This state can be compared with the state of the receiver or with the state of 

another node, which can be obtained from previously received packets from this address. 

This way, the node stores information about the last routing packet received, from a 

specific address, in a routing packet information table. 

As long as information about time is needed, and one cannot depend on 

synchronized clocks (due to the network dynamic nature) or additional information in the 

packets, the time must be estimated. The solution assumes that the time interval, during 

which a specific routing packet is distributed in the network, is bounded by the time span 

td, and that td can be estimated. In this case, routing information received by a node can 

never be older than td. It is a valid assumption since ad hoc routing protocols (which are 

considered in this solution) use a duplicate cache and maintain routing information in a 

soft-state manner, and because the queuing and media access delays are bounded. 

Moreover, ad hoc routing protocols also assume a maximum distribution time which 

prevents them of considering outdated routing information. 

In addition, before going too much into the details of these algorithms, it is 

important to state that, [WEN05] considers a model of a classic link-state routing protocol. 

This protocol periodically issues link-state packets. Each packet contains the originator 

address, a sequence number, and a set of link-states consisting of the addresses of all 

neighbors. The packets are flooded in the network and forwarded on the application layer. 

For on-demand routing protocols, due to their passive nature, PDAD can only detect 

address conflicts between nodes which participate in routing activities, i.e., route discovery 

and maintenance procedures. In the following, in accordance to [WEN05], the PDAD 

algorithms are described. 

The algorithm PDAD-SN exploits the sequence numbers (SN) in the routing 
protocol packets. Each node in the network uses a SN, incremented by itself, only once 

within the interval td. Figure 2.4(a) shows a scenario where nodes A and E are configured 

with the same address: value 1. When node E receives a routing protocol packet where the 

originator’s address (OA) is the same than its own address, and the packet’s SN is slightly 

lower than its own SN, it cannot assume that there is an address conflict in the network. It 

is because the node E could be receiving its own routing packet previously generated. On 

the other hand, if node A receives a routing packet that the OA is 1 and the SN is higher 

than its own, it can assume that the packet was sent by a node configured with the same 

address. Thus, the conflict can be detected by node A in this specific scenario. 
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Source: adapted from [WEN05]. 

Figure 2.4. Passive DAD scenarios. 

Considering the scenario illustrated in Figure 2.4(b), the algorithm called PDAD-

SND (Sequence Number Difference), can detect the address conflict involving nodes A and 

E. In this scenario, the sequence numbers of the conflicting nodes are considerably 

different. This difference is higher than the possible increment within the time t1 – t2 + td, 

with t1 and t2 being the points in time when packets 1 and 2 were, respectively, received. 

Therefore, as the difference is higher than the possible in the determined interval of time, 

these packets could not have been sent by the same node. Intermediate nodes can also 

detect the address conflict in this scenario. 

Figure 2.4(c) also depicts a scenario where nodes A and E share the same address. 

Moreover, in this situation, both nodes have the same sequence number. For this scenario, 
the algorithm PDAD-SNE (Sequence Number Equal) is considered. An intermediate node 

that receives a routing protocol packet from both nodes A and E, will realize that the 

originator’s address and the sequence numbers are the same. However, the link-state 

information will differ from each other, indicating that actually the packets are not from 

the same source. This way, intermediate nodes can conclude that the originator address is 

duplicated. 

PDAD-NH (Neighbor History) is an algorithm that exploits bidirectional link-

states. The basic idea of this algorithm is to consider the node’s neighbors. If the node 
receives a link-state packet with its own address in the link-state information, the packet 

originator’s address must have been a node’s neighbor during the last period of time td. To 
work properly, this algorithm requires the nodes to store information about the recent 

neighbors in a table. In Figure 2.4(d), a scenario with this situation is illustrated. Again, 

nodes A and E are configured with the same address 1. Considering that node A receives a 

link-state routing packet from node F. As node F is neighbor of node E, the link-state 
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information in the packet will contain the address 1. Then, node A checks its neighborhood 

history table to determine whether node F was its neighbor or not. By doing so, node A 
realizes that node F has never been its neighbor. Therefore, node A concludes that its own 

address is duplicated within the network. 

The algorithm PDAD-LS (Link-State) also explores link-state information from the 

routing protocol packets. This algorithm defines that a node receiving a link-state packet 

with its own address as originator’s address, must have had all the neighbors indicated in 

the link-state information during the period of time td. It can be verified using the 

neighborhood table, above explained. 

Assuming that a specific node’s link-states usually do not completely change within 

one update interval of the routing protocol, the PDAD-LP (Locality Principle) algorithm 

can be applied. It is a probabilistic algorithm and, consequently, it only results in a 

probability of address conflict. Receiving a routing packet, a node compares the set of link-

states with that of the last received routing packet from the same originator. The equation 

to estimate the probability of address conflict, defined in [WEN05], is presented in (1), 

where ls1 and ls2 are the set of link-states in two routing packets from the same originator. 

The conflict probability increases accordingly to the number of link-states that do not 

match. 
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Another algorithm that considers the packet’s sequence number is the PDAD-SNI 
(Sequence Number always Increment). It is based on the assumption that the sequence 

number always increases, and the hello packets from a specific node are received in the 
order they were sent. This way, an intermediate node can detect an address conflict in the 

two-hop neighborhood if it receives two hello packets from the same address, and the 

second packet has a lower sequence number than the first one. 

PDAD-SA (Source Address) algorithm utilizes information of the routing packet’s 
IP header. Considering a protocol that forwards application layer packets, the IP source 

address is always the address of the last hop. Therefore, a conflict with a neighboring node 
can be detected if a node receives a routing packet with the IP source address equal to its 

own address. 

The algorithm PDAD-DC (Duplicate Cache) also makes use of the IP header, and 

considers packets forwarding to be done at the application layer. It assumes that a routing 

protocol packet, with the originator’s address and sequence number (OA, SN) information, 

is only forwarded once. Thus, a conflict between two neighbors can be detected if two 

packets with the same OA, SN and IP source are received. 

The PDAD-RNS (RREQ-Never-Sent) is a specific algorithm for on-demand routing 

protocols. It detects an address conflict within the network if a RREQ (Route Request) is 

received with the receiver’s originator address, and it has never sent a RREQ to this 

destination. Therefore, another node, configured with the same address, must have sent the 

RREQ message. 

Another algorithm for on-demand protocols is the PDAD-RwR (RREP-without-

RREQ). This algorithm similarly detects the address conflict when a node receives a RREP 
(Route Reply) message, but a RREQ has never been sent to the specific destination. 
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While still considering on-demand routing, the algorithm PDAD-2RoR (2RREPs-

on-RREQ) uses the duplicate message cache information. This algorithm assumes that a 
RREQ’s destination only replies once. If the RREQ’s originator receives more than one 

RREP message from the destination, it concludes that an address conflict was detected 
within the network. 

Table 2.1. PDAD algorithms applicability. 

Algorithm 
Routing protocol 

Link-state On-demand 

PDAD-SN YES YES 

PDAD-SND YES YES 

PDAD-SNE YES YES 

PDAD-NH YES NO 

PDAD-LS YES NO 

PDAD-LP YES NO 

PDAD-SNI YES NO 

PDAD-SA YES YES 

PDAD-DC YES YES 

PDAD-RNS NO YES 

PDAD-RwR NO YES 

PDAD-2RoR NO YES 

 

As already mentioned, the applicability of PDAD algorithms strongly depends on 
the routing protocol running in the network. Some algorithms can be applied for both link-

state and on-demand routing protocols. However, there are algorithms that use information 
only found in link-state routing packets and consequently, their applicability is limited to 

networks with link-state protocols. Table 2.1 presents the PDAD algorithms described in 
this section and their respective applicability as defined in [WEN05]. 

In [WEN05], the author offers details of PDAD algorithms application in the 

following routing protocols, and their respective evaluation: Fisheye State Routing (FSR), 

Optimized Link-State Routing (OLSR), and Ad hoc On-demand Distance Vector (AODV). 

2.5.1.4. AROD 

As most of the stateless solutions, AROD [KIM07] was also designed to operate in 

MANETs. The main difference in AROD is the implementation of address reservation. 

According to the authors, AROD allows fast address allocation for a newly arrived node 

using a reserved address that is kept in existing MANET nodes. This means that when a 

node starts in the network, it selects an agent node, which can be any network node in its 

neighborhood. 

The nodes can assume two different states: type 1 node or type 2 node. If the agent 

node is a type 1 node, it can immediately allocate its reserved address to a new node. 
Otherwise, being a type 2 node, the agent node can borrow an address from a type 1 node 

and then performs the allocation with the borrowed address. If all new nodes are provided 
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with an address from type 1 agent nodes the mechanism will obviously perform better. The 

authors also affirm that, even with a type 2 agent node, the allocation process has a lower 
cost than, for example, an allocation performed by Strong DAD. 

The network initialization with AROD occurs when a new node tries to find an 

already configured node in its neighborhood but this search is not succeeded. Then the 

node configured itself and prepares a reserved address. These addresses are randomly 

selected from a predetermined range. Having a reserved address, the node became a type 1 

node. When a new node starts it broadcasts a request message and waits for neighbors’ 

replies. Upon receiving more than one reply, the new node is able to select the best agent 

which is preferably a type 1 node. After selecting its agent, the node is provided with an 

address. 

After an allocation process, the agent node executes the address reservation 

procedure. To do so, the node randomly selects two addresses and performs DAD for 

them. Upon receiving the DAD request message, a second node must check the DAD’s 

tentative address with its own address and its reserved address. With a conflict is detected, 

this second node sends a negative message to the DAD’s source node. Otherwise, the 

second node only rebroadcasts the DAD request message. 

An agent node that initiates the DAD for two reserved addresses can obtain three 
possible outcomes from such procedure. The first case is when the two addresses 

successfully pass the DAD testing, i.e., no negative messages are received for the two 

selected addresses. In this case, the agent node keeps one selected address and gives the 

other to the previously configured node. The previously configured node uses this address 

as its reserved address and, consecutively, both agent node and configured node are type 1 

nodes. The second possible outcome is when only one of the selected addresses is 

successfully tested with DAD. In this case, the agent node keeps the available address and 

sends a negative message to the previously configured node. Consequently, the agent node 

becomes a type 1 node and the configured node a type 2 one. The third possible outcome is 

when the two selected addresses by the agent node are not available within the network. In 

this situation, the agent node sends a negative message to the configured node and both of 

them become a type 2 node. AROD does not implement DAD retrial because it is not 

necessary to all nodes to become type 1. 

When a type 2 node is selected as an agent node, it must execute the borrowing 

mechanism. In this case, the agent node borrows a reserved address from a type 1 node. 

After borrowing an address from a neighbor node and performing the allocation to the new 

node, the agent node selects three addresses to perform DAD. If as DAD’s outcome the 

three addresses are available, the agent node keeps one address as its reserved one, gives 

an address to the configured node, and gives the other to the neighbor from which it 

borrowed the address. In this case, all the three nodes involved in the configuration process 

become type 1 nodes. 

In the worst scenario, a type 2 agent node cannot borrow an address from another 

node. In this case, the new node must wait its agent node to perform DAD procedure until 

it gets an available address. This way, AROD performs address allocation through reserved 

address, borrowed address or DAD process. More details on AROD protocol for self-

addressing, such as nodes mobility management and network merging or partitioning, can 

be found at [KIM07]. 
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2.5.1.5. AIPAC 

AIPAC stands for Automatic IP Address Configuration [FAZ06], and is a proposal 

for automatic addressing in mobile ad hoc networks. The objective of this protocol is to 

allocate unique addresses to network nodes, to manage the possible occurrences of address 

conflicts, while working with minimized number of control packets. It also provides a 

mechanism for handling networks merging and partitioning. Its authors divided address 

autoconfiguration into four parts: (1) initial configuration of nodes providing a valid IP 
address; (2) networks merging management; (3) networks partitioning management; and 

(4) gradual networks merging management. 

AIPAC initial address configuration does not rely on temporary addresses. Instead, 

it defines a relation between two nodes: the initiator (an already configured node in the 

network), and the requester (the new node). The requester relies on the initiator for 

obtaining configuration information, i.e., a valid and unique address within the network. 

When a node is started it selects a Host Identifier (HID) and broadcasts messages 

requesting to join a network. If no reply is obtained, this node assumes to be the very first 

node in the network, and then selects its own IP address and a Network ID (NetID). When 

receiving a response from an already configured node to its requests, from now known as 
the initiator, the new node waits for this initiator when to negotiate on its behalf within the 

network a valid and unique address. AIPAC establishes that the IP addresses must be 
chosen from the range n=232 possible values. 

To check the availability of a selected address, the initiator broadcasts a Search_IP 

message with the chosen address. The nodes that receive this message check if the 

requested IP address matches any of their own addresses. If not, they rebroadcast the same 

message. Otherwise, the node that identified a conflict address for the generated address 

sends a Used_IP message to the initiator. Upon receiving this information, the initiator 

restarts the same process by selecting a new address from the same range. However, if no 

reply message is received, after a determined number of Search_IP messages sent, the 
initiator assumes the address is available for assigning to the requester. Finally, it sends the 

selected address to the requester that configures its interface. 

 

Figure 2.5. AIPAC management of networks merging and partitioning. 

The AIPAC approach emerges from the pack as one that also manages networks 

merging and partitioning. To achieve this, AIPAC uses the concept of Network ID 

(NetID), similar to the one defined in [NES02]. When different networks come in contact, 

they can be detected through their different NetIDs carried by their nodes. Nonetheless, 

AIPAC limits itself to the detection of a presence of more than a dynamic network and 

falls short of taking any actual actions for dealing with possible addresses conflicts 
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immediately. Instead, as a reactive protocol, it waits until the nodes need to transmit data 

packets. This makes AIPAC suitable for scenarios for networks that use reactive routing 
protocols. It passively uses the routing protocol route discovery packets to detect address 

duplication. When a node needs to start transmitting data, it first sends a route discovery 
message. AIPAC adds the information of the node’s NetID into the route reply packets. If 

the source node receives several replies from nodes with different NetIDs, it concludes that 
the destination address is duplicated. This way, the source node triggers the Change_IP 

procedure. Through this procedure, the nodes configured with the conflicted address are 
notified. This management procedure is able to solve problems when two different 

networks merge, as illustrate by the Link 1 in Figure 2.5. 

The mechanism for network merging management abovementioned cannot handle 

networks partitioning and re-merging. Considering the scenario presented in Figure 2.5, 
then a failure of Link 2 causes nodes with the same NetID to be separated. As result, when 

a new node joins the Subnet BA, it may be configured with an existing address from 
Subnet BB. Therefore, a re-merging between the subnets BA and BB may cause new 

address conflicts. 

To detect network partitioning, every node keeps information about its neighbors. 

This information is gathered from bidirectional neighbor packet exchange. When a node A 

receives a Hello message from neighbor B, it adds node B in its neighbor table. If after a 

pre-determined period of time, the neighbor B has not sent any Hello message, and vice-

versa, both nodes assume the possibility of network partitioning. But, only the node with 

the highest IP address value is allowed to start the procedure: Partitioning Check. 
Assuming that node A has a higher IP address than B, A sends a route request message 

with the destination set to B. If no reply is received, AIPAC assumes that network 
partitioning has indeed occurred. Then, node A is responsible for selecting a new NetID, 

and distributing this new configuration information to the nodes within its network. This 
way, the subnets created due to network partitioning will have a different NetID, and a 

future merging between them will not generate duplicate addresses. 

The gradual merging implemented by AIPAC defines that the creation of a single 

network from a merging, i.e., a single NetID, is more convenient and desirable. This is 

because the more a system is fragmented the higher is the probability that duplicate 

addresses may occur. According to the authors, the gradual merging mechanism allows a 
very heterogeneous system to become more uniform by decreasing the number of different 

networks. If there is the tendency of real merging between two networks, the system 
focuses on the NetID of the network with a higher number of nodes or a higher density of 

nodes. More information about the AIPAC protocol and the proposed gradual merging 
mechanism can be found in [FAZ04] and [FAZ06]. 

2.5.2. Stateful Solutions 

Approaches which follow the stateful paradigm are less common and consider the 
existence of at least one entity responsible for keeping the state of the addressing in the 

network, i.e., information regarding allocated addresses. Such solutions may also often 
implement schemes where the network nodes, and are therefore allowed to actively take 

part in address assignment procedures. The main advantage of a stateful approach over a 
stateless one is that the former does not usually need to support any duplicate address 

detection mechanism. Therefore, depending on the implemented methodology, stateful 

mechanisms can also be called conflict-free solutions. 
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Some solutions build a local allocation table that is updated passively, i.e., with 

information from routing packets and/or packets from the addressing mechanism itself. 
Others divide a starting pool of addresses among the nodes in the network. These in turn 

may differ in that some of them implement a technique where the pool of addresses is 
divided among all nodes in the network, whereas others assume that just part of the nodes 

will take part on addressing tasks. 

Stateful approaches have some known weaknesses. When sharing the role of 

addressing among all nodes, some level of synchronization may be required. If each node 

keeps an address allocation table, the information held by them must be shared with other 

nodes within the network. Hence, all nodes will have coherent updated addressing 

information knowing at any time those in use and the ones available for possible future 

assignments. 

Efficiency with regard to address conflicts comes at the price of having an 

exhaustive control by the addressing mechanism over its resources. When dividing a pool 

of addresses among network nodes, these must remain in touch in order to determine, for 

example, if the network still having available addresses for new nodes, recovery of unused 

resources and, probably, information backup. Such important control overhead, when 

compared with a stateless approach, may differ among the stateful approaches. Depending 

on the considered scenario, one may however be willing to pay the price due to advantages 

such as address conflict free guarantee, and possibly having a bigger area of applicability. 

More importantly, stateful approaches fit better into the future heterogeneous scenarios of 

the next generation of computer networks. Some stateful approaches are detailed next. 

2.5.2.1. Prophet Allocation 

Prophet Allocation [ZHO03] is a proposed scheme that addresses allocation in large 

scale MANETs. According to its authors, Prophet is a low complexity, latency and 

overhead mechanism, and is capable of dealing with the problem of network partition and 

merging. This solution was named Prophet Allocation because the very first node of the 

network is assumed to know in advance which addresses are going to be allocated. The 

base of the algorithm is stateful, where a sequence consisting of numbers is obtained in a 

range R through a function ƒ(n). The initial state of ƒ(n) is called a seed, where each seed 

leads to a different sequence with the state of ƒ(n) updated at the same time. 

 

Source: adapted from [ZHO03]. 

Figure 2.6. Prophet Allocation algorithm scheme.  
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Figure 2.6 illustrates an example of the Prophet Allocation. Here, every node is 

identified by: (address, state of ƒ(n)). Similarly to [ZHO03], the range R is [1,8], the 
effective address range is [1,6], and ƒ(n) is given by (2), where a and s are the node 

address and the node state respectively.  

 

7mod)11()( ⋅⋅= sanf     (2) 

 

At the time t1, node A is the very first node in the network and uses the value 3 as 
both its IP address and seed. When node B joins the network, node A obtains the value 1 

for B, through ƒ(n). Then, at t2, A changes its state of ƒ(n) to 1, and assigns 1 to B. At time 
t3, nodes C and D join the network. Using ƒ(n), node C is assigned the value 5 from A, and 

node D gets configured by B with value 4. Both nodes A and B change their state of ƒ(n) to 

the values 5 and 4, respectively. At time t3 4 out of 6 available addresses for the range R 

have already been assigned without conflict. However, due to the small allocation range of 

R, the next round of allocation will result in a conflict. According to the authors, address 

claiming is not necessary with Prophet. Conflicts will indeed occur, but the minimal 

interval between two occurrences of the same number is extremely long. Another point is 

that, when a new node is assigned an “old” address, the previous node that was using this 

address has likely already left the network. 

Regarding network disconnection and merger, the authors state that Prophet 
Allocation can easily handle both situations. Considering a scenario with a network B, 

which used to be part of a network A, a merging process to network A is started. As the 

sequences of each network are different, the new addresses, allocated during the time the 

networks were separated, remain different among the partitions. Thus, no address conflict 

will occur if the networks merge again. 

Nonetheless, for the merger between two or more distinct networks, the Prophet 
Allocation implements the concept a Network ID (NID). The NID is randomly generated 

by the very first node in the network and is supposed to uniquely identify this network. If 
the NID is large enough, two networks will rarely have the same identification. This ID is 

known to the network during the address allocation process, and the merging can be 
detected by analyzing routing protocol Hello Messages, which could be signed with this 

number. 

Although Prophet Allocation is categorized as a stateful approach, it may require 

the DAD operation depending on the size of the range of addresses. But, as the DAD 
procedure is not executed every address allocation, this solution can be considered as a 

stateful one. In [ZHO03] more detailed information about Prophet Allocation is presented. 
The design of the function ƒ(n) is detailed, as well as a finite state machine that is used to 

explain the states of a node through the mechanism functionalities. In addition, 
performance comparisons between Prophet Allocation and other addressing mechanisms 

and simulation results are also presented. 

2.5.2.2. IP Autoconfiguration Suite 

The work presented in [MAN05] proposes a framework for autoconfiguration of 

host, router and server information. It includes the automatic generation and maintenance 

of a hierarchy, under the same architectural, algorithmic and protocol framework. This 

framework is composed by two parts. The Decision Making part is responsible for 

obtaining network and hierarchy configuration, according to the network performance 

objectives. And the Communication part that is responsible for distributing the 
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configuration decisions and collecting the required information used by the Decision 

Making part. 

 

Source: adapted from [MAN05]. 

Figure 2.7. IPAS architecture and components. 

The Communication part of the framework is constituted by the DCDP (Dynamic 

Configuration Distribution Protocol), DRCP (Dynamic and Rapid Configuration 

Protocol), and YAP (Yelp Announcement Protocol). These modules are part of the IPAS 

(IP Autoconfiguration Suite) that is responsible for the network configuration. The 
modules DRCP and DCDP constitute the core of the autoconfiguration suite. Figure 2.7 

illustrates the architecture of the IPAS and the interaction among its components. 

The autoconfiguration suite functionality can be seen as a feedback loop. It initiates 

with the ACA (Adaptive Configuration Agent) distributing new configuration, from the 
Configuration Information Database, through the DCDP. In each node, the DRCP 

configures the interface within a specified subnet. When configured, the interface reports 
its configuration information, through YAP, to the Configuration Information Server. 

Finally, the server stores this configuration information in the Configuration Information 
Database, which will be accessed by ACA to start the cycle again. 

According to [MAN05], the DCDP is robust, scalable, has low-overhead, and is 

lightweight (minimal state) protocol. It was designed to distribute configuration 

information on address-pools and other IP configuration information such as, DNS 

Server’s IP address, security keys, or routing protocol). To work in battlefield 

environments, one of the DCDP features is that it operates without central coordination or 

periodic messages. It also does not depend on routing protocols for distributing its 

messages. 

The DCDP relies on the DRCP to configure the node’s interface(s). The DRCP 
protocol is strongly based on the well known DHCP. However, it adds features for 

supporting roaming users. This protocol is responsible for detecting the need for 
reconfiguration due, for example, to node mobility. It is reached through periodic 

advertisement messages. The author also states that DRCP allows for: (a) efficient use of 

scarce wireless bandwidth; (b) dynamic addition or deletion of address pools for 

supporting server fail over; (c) message exchange without broadcast; and (d) clients to be 
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routers. In each sub-network there is at least one DRCP server. The other nodes are set to 

DRCP clients. Figure 2.8(a) and 2.8(b) presents, respectively, the DRCP algorithms for 
DRCP clients and DRCP servers. 

 

Source: adapted from [MAN05]. 

Figure 2.8. DRCP algorithms.  

As far as node configuration is concerned, a node starts operating the DRCP 
protocol takes the role of a DRCP client. Its first task is to discover a server in the network 

as depicted in Figure 2.8(a). The client waits for an advertisement message. If this is not 
received, in a determined period of time, the client broadcasts a solicit message attempting 

to discover a configured server. Again, if after a determined period of time the client did 
not receive any advertisement message, it goes to the pre-configuration state. If this client 

does not have the requirements to assume a server position, it returns to the initial state and 
continues its search for a server through solicit messages. Otherwise, if the client realizes it 

has the requirements for becoming a server, it changes its status to assume the server 

position and starts to operate the corresponding algorithm. 

If the client receives an advertisement message from a valid server within the 
network, it goes to the binding state. Then, the client sends a unicast request message to the 

server waiting for its reply. Receiving a response from the server, the client immediately 
configures its interface with the configuration information sent by the server within the 

reply message. After assuming the configuration, the client must periodically renew its 
lease with the server through request-reply message exchange. If, for some reason, the 

renewal fails, the client starts another configuration procedure. 

If no server is configured in the network, a node is able to become a server if it, for 

example, carries a pool of valid addresses. A node can also become a server when it 

receives the necessary configuration information from an external interface, as illustrated 

in Figure 2.8(b). To do this, the node firstly needs to configure itself. The very first address 
in its address pool is self-attributed to its own non-configured interface. Next, the server 

goes to the DAD state. While in this state, it: (a) listens the medium; (b) verifies the 
addresses to be attributed to non-configured interfaces; and (c) sends advertisement 

messages. 
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The server executes preemptive DAD (Duplicate Address Detection) to all the 

addresses of its pool, i.e., attributed and available addresses. The DAD procedure can be 
done using ARP (Address Resolution Protocol) for IPv4 addresses, or using ND 

(Neighboring Discovery) for IPv6 addresses. According to the author, this address 
checking also contributes to the recovery of lost addresses, i.e., addresses previously 

allocated to nodes that are not active anymore. 

When a server receives a request message, as illustrated in Figure 2.8(b), it goes to 

the state where it should associate an available address to the client which is soliciting 

configuration information. Then, the server sends a reply message containing the necessary 

configuration information to the requestor. In addition to addressing, the reply message 

also carries additional information such as routers location and network servers. The client 

is not expected to answer the reply message from the server. If the server receives again a 
request message with the same transition ID, i.e., from the same client, it re-sends the reply 

message with the configuration information. 

In order for the DRCP configuration process to work properly, predefined 

configuration information is needed. Using the DCDP this pre-defined information is 

disseminated through the network. The communication between DCDP and DRCP is used 

when, for instance, a configured server needs a pool of addresses. The request is done from 

the DRCP to the DCDP. The DCDP executes the necessary procedures to get a new pool 

and then returns to DRCP. For obtaining the requested information by DRCP, the DCDP 

allows the communication between other nodes in the network and also the communication 

between the node and the network manager. Figure 2.9 illustrates the interaction between 
DCDP and DRCP. 

 

Source: adapted from [MAN05]. 

Figure 2.9. Communication between DCDP and DRCP modules. 

The IP Autoconfiguration Suite is a bigger solution than the basic description 
previously presented. This framework has other important components which are 

fundamental to its functionality. The brief description in this section introduced how IPAS 

handles the initial configuration of nodes, which involves addressing configuration. More 

information about this framework and related work can be found in [KAN03], [MAN05], 

[MANO05], [MCA01] and [MOR03]. 
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2.5.3. Hybrid Approaches 

Hybrid addressing approaches combine stateless and stateful techniques into a 
single solution. Usually, these solutions implement node’s locally allocation table and one 

or more DAD mechanisms. The objective of these solutions is to be as efficient as possible 
while assuring 100% of conflict-free within the network. Some examples of hybrid 

approaches are presented next. 

2.5.3.1. MANETconf 

MANETconf [NES02] is a distributed dynamic host configuration protocol 

designed to configure nodes in a MANET. It considers a scenario with a mobile ad hoc 

network while having a connection to an external network. This mechanism establishes 

that all nodes in the network must accept the proposed address for a new node. That is, a 

starting node will be configured with a proposed address checked within the network. 

 

Figure 2.10. MANETconf basic algorithms. 

The network starts with a single node that configures itself, as illustrated in Figure 
2.10(a). After executing the neighbor search, and obtaining no responses from configured 

nodes, the very first node in the network configures itself with an IP address. Thus, the 
network is initialized. When a new node i wishes to join the network, it broadcasts a 

message Neighbor_Query to discover a possible neighbor node. If it receives a reply from 
an already configured node j, it selects this node as its initiator. Then, node i sends a 

request message to node j that maintains some information: (a) the set of all allocated IP 

addresses in the network; (b) the set of all pending IP addresses {initiator, address}, i.e., 

addresses that are in the process of being allocated to other nodes. These pieces of 

information are kept as node j’s knowledge. 

When node j receives the request from node i, Figure 2.10(b), it selects an address 
that is neither in the allocated address set, nor in the pending address set. It is then added to 

j’s table of pending allocation, and then this address is claimed within the network through 

a broadcast Initiator_Request message. Upon receiving the initiator request message, a 

configured node checks if the claimed address matches with the information in its allocated 

and pending tables. If not, it adds the information {initiator, address} in its pending table 

and replies to the initiator node with an affirmative message. Otherwise, the receiver sends 

a negative message to the initiator. 
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Upon receiving a positive answer from all nodes, the initiator j assigns an address 

to node i, adds this address to the allocated addresses table, and informs others about the 
assignment in order for them to also update their allocation tables. Receiving a negative 

reply, the initiator node selects a new address and starts the procedure again. 

If a node is able to inform about its departure (graceful departure), it floods the 

network with an Address_Cleanup message. When an active node in the network receives 

this message it simply removes the leaving node’s address from the allocated address table 

allowing this address to be used for future assignments. 

Concurrent initiations, i.e., situations where two initiators pick up the same address 

for different assignments, are solved considering the initiators’ IP address. The one with 

the lower IP address value has higher priority in the allocation process. When receiving an 

initiator request message for an already requested address, the node checks the initiators’ 

IP addresses. If a node receives a lower priority initiator request, but it has already received 

a request from a higher priority initiator, this node sends a negative reply to the lower 

priority one. Otherwise, if a node receives the request from the lower priority initiator 

before receiving the request from the higher priority one, both initiators’ will be replied 

affirmatively. However, according to the authors, among multiple conflicting initiations, 

only the highest priority initiators will receive all affirmative responses, while all other 

initiators will receive at least one negative reply forcing them to select a new address and 

start the approval process again. 

MANETconf also implements a procedure to handle situations where initiator and 

requester nodes lose communication with each other during the addressing process. If the 

requester node i moves away from the range of its initiator node j, they are no longer able 

to exchange messages. Consequently, node j is not able to inform node i about the valid 

negotiated address for its configuration. Node i realizes that it lost the communication with 

its initiator and selects an adjacent configured node k as its new initiator. Then, node i 

informs k about its former initiator, and k sends a message informing the migration to j. 

After finishing the address negotiation, node j sends the outcome of the task to the new 

initiator, and k forwards the result to i. Finally, node i configures accordingly. 

The MANETconf solution, as presented in [NES02], also defines strategies for 

improving the protocol in order to make it more robust against situations like initiator node 

crashing, abrupt node departure, message loss and networks merging and partitioning. 

Also, some security-related considerations are presented. 

2.5.3.2. PACMAN 

PACMAN (Passive Autoconfiguration for Mobile Ad Hoc Networks) [WEN05] was 

defined as an approach for the efficient distributed address autoconfiguration of MANETs, 

using cross-layer information from ongoing routing protocol traffic and utilizes elements 
of both stateless and stateful paradigms. The PACMAN system architecture can be 

visualized in Figure 2.11. 

PACMAN has a modular architecture. The called Routing protocol packet parser 

has the objective of extracting information from incoming routing packets. This 

information is sent to the PACMAN manager, an entity responsible for delegating the 

information to the respective components. A drawback of this solution is that a protocol 

parser must be implemented to support the routing protocols differences. The Address 

assignment component is responsible for the self-generation of addresses, by selecting 

them through a probabilistic algorithm, and the local allocation table maintenance. 
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Source: adapted from [WEN05]. 

Figure 2.11. PACMAN modular architecture. 

The module of Passive Duplicate Address Detection (PDAD), presented above, is 

responsible for the address conflict detection. The advantage of using PDAD is that this 
mechanism does not send any control message. Instead, address monitoring is done by 

analyzing incoming routing protocol packets. When detecting an address conflict, 
PACMAN triggers the Conflict resolution component, which is responsible for notifying 

the conflicted node. In addition, the Address change management component can inform 
communication partners about the address change in the network and, consequently, it may 

prevent transport layer connections failure. 

The maximum number of uniquely identified nodes, within a determined network, 

strongly depends on the size of the available addressing space. Considering this, the 
solution also proposes a component for IP address encoding. The basic idea of this 

approach is to encode addresses on ongoing routing packets in order to decrease the 
routing control overhead. The encoded addresses are used below the network layer, and 

decoded back to the original IP address to the higher layers. This also allows compatibility 
with the IP addressing architecture. See more details about the PACMAN address 

encoding, see [WEN05]. 

The address self-assignment in PACMAN is done through a probabilistic 

algorithm. Using the information of a pre-defined conflict probability, an estimation of the 

number of nodes and an allocation table, the algorithm calculates the virtual address space. 

Then, it randomly selects an address from the calculated space. Lastly, using the local 

allocation table, it ensures the address has not already been assigned to other node. If no 

local conflict is detected within the local allocation table, the address is assigned 

immediately by the node. According to the author, the probability of address conflicts is 

almost zero, and if a conflict happens, it is resolved by the PDAD in a timely manner. 
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The address conflict probability depends on the size of the address space and on the 

number of nodes in the network. The larger the address space and lower the number of 
nodes, the lower the conflict possibility. To evaluate the probability of address conflict, the 

value of this probability is calculated. An analogy with the well-known birthday paradox 
[SAY94] is done. The equation for calculating the conflict probability, defined in 

[WEN05], can be visualized in (3), where n is the number of nodes and r the size of the 
address space. 
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PACMAN defines that each node is free to choose its virtual address space size. It 

is because each node is responsible for assigning an address to itself and it does not depend 
on a global state. The author states that, regarding the desired conflict probability as a 

predefined quality-of-service parameter, and given that the number of nodes within the 
network is known, the optimal virtual address space size can be calculated by each node 

through (3). 

Furthermore, PACMAN reduces more the conflict probability when inserting the 

concept of the local allocation table, maintained with cross-layer information from the 

routing protocol. However, the allocation table may not be up to date with information 

from recently connected nodes. In networks operating with on-demand routing protocols, 

i.e., protocols which do not flood the network with routing information, the probability of 

the allocation table be no longer updated with recent information is much higher. 
Considering this situation, equation (3) does not express the correct conflict probability 

anymore. 

According to [WEN05], equation (4) gives an estimate of the conflict probability 

when using an allocation table with j being the number of hidden allocated addresses, r the 

virtual address space size, and n the number of nodes in the network. The number of 

hidden allocated addresses j can be estimated from the allocation table. If the number of 

hidden allocated addresses is equal to the number of nodes, i.e., j = n, then the allocation 

table is empty. And, finally, if the number of hidden allocated addresses is zero, i.e., j = 0, 

this is the case because all the allocated addresses are known and, consequently, the 

conflict probability is zero. 
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More information about the PACMAN approach, the proposed address encoding, 

the combination with Passive DAD, and considerations for the solution implementation 

with specific routing protocols, can be found in [WEN05]. 

2.5.3.3. HCQA 

The Hybrid Centralized Query-based Autoconfiguration (HCQA) was proposed in 
[SUN03]. It is considered the first hybrid approach for addressing autoconfiguration. The 
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basic idea of HCQA uses the Strong DAD (presented in the next section) with a centralized 

allocation table to improve address consistency. 

According to [BAC05], as part of the Strong DAD operation, at initialization phase 

a node chooses a temporary address and a tentative one from distinct ranges. This first 

moment succeeds when the tentative address is proved within the network and it is find 

that this address in not in use yet. Then, the node must register this address with an 

Address Authority (AA) in the network. To do so, the node waits for an advertisement 

from the AA. Upon receiving the advertisement, the node sends a registration request to 

the AA and waits for its confirmation (ACK message). The node may use the address only 

after receiving this confirmation. After completing the registration successfully, the node 

initiates a timer for repeating this process periodically. The address registration process is 

represented in Figure 2.12. 

 

Figure 2.12. HCQA address registration process. 

The network’s AA is the first node which obtains a unique IP address. It selects a 

unique identifier, e.g., its MAC address, to identify the network. This network identifier is 

broadcasted periodically. If a node does not receive an AA broadcast for a certain period of 

time, it assumes that there is network partitioning and becomes the new AA generating a 

new network identifier. When a node receives a new network identifier, it must register 
within the new authority without changing its own address. 

The network merge is identified by the presence of two different network 

identifiers. In such situations, only the Address Authorities are involved in address conflict 

detection by exchanging their registration tables. To ensure a higher level of addressing 
integrity, the AA picks the first node that registered its address as the Address Authority 

Backup. Every time a new node registers its IP address, the AA reports an update with this 
new information to its backup. 

In [BAC05], the author states that this protocol extends the stateless Strong DAD 

approach guaranteeing address conflict detection and proposing an effective solution for 

dealing with network partitioning and merging. However, the implemented conflict 

detection mechanism by exchanging AA information generates high control messages 

traffic in the network. Moreover, this approach is dependent on a central entity which may 

increase the autoconfiguration delay. 

2.5.4. New Internet-Layer Approaches 

The objective of this section is to present some “radical” approaches where, for 

example, new network layers are proposed in order to solve the problem of nodes 
interfaces identification. Among the most commonly known solution in this category is the 
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Host Identity Protocol. This specific solution makes a proposal for changing the current 

Internet protocol layer, and it is presented below. 

2.5.4.1. Host Identity Protocol 

This solution introduces a new namespace called Host Identity (HI) and a new 

protocol layer, the Host Identity Protocol (HIP). It is located between the internetworking 

and transport layers to allow end system transparent mobility. In this section, the HIP 

architecture and basic concepts will be introduced. 

According to the authors, the Internet has two important namespaces: Internet 

Protocol (IP) and Domain Name System (DNS). Despite the fact these namespaces are 
active in the Internet and are part of its growth, these technologies have some weaknesses 

and semantic overloading and functionality extensions have greatly complicated these 
namespaces. The Host Identity fills an important gap between the IP and DNS namespaces. 

In [MOS06], the authors define the motivation for the creation of a new namespace. 

The Internet is built from computing platforms (end-points), packet transport 

(internetworking) and services (applications). It is stated that a new namespace for 

computing platforms could be used in end-to-end operations, independent of the 

internetworking layer evolution and across many internetworking layers. It could support 
rapid re-addressing (e.g., due to mobility), re-homing, or re-numbering. Moreover, being 

based on public key cryptography, the namespace could also provide authentication 
services and, if locally created, it could be provided anonymity. 

The namespace for computing platforms, and the names in it, should have the 

following characteristics [MOS06]: 

• The namespace should be applied between the applications and the packet 
transport structure; 

• The namespace should fully decouple the internetworking layer from higher 

layers, i.e., it should replace all the IP occurrences within applications; 

• The names should be defined with a fixed length enabling its insertion into 

the datagram headers of existing technologies; 

• The namespace usage should be computationally affordable, e.g., the packet 
size issue; 

• The collision of names should be avoided as much as possible; 

• The names should have a localized abstraction which could be used in 

existing protocols; 

• The local names creation must be possible; 

• The namespace should provide authentication services; and 

• The names should be long-lived, but replaceable at any time. 

In HIP, IP addresses still work as locators. However, the Host Identifiers assume 

the hole of end-point identifiers. Host Identifiers are slightly different from interface 

names. A Host Identity can be simultaneously accessed through different interfaces. The 

difference between the bindings of the logical entities is illustrated in Figure 2.13. 
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Source: adapted from [MOS06]. 

Figure 2.13. Protocol stack and HIP. 

In HIP, a Host Identifier (HI) is the public key of an asymmetric key pair. 

According to [MOS08], the HIP implementation must support the Rivest Shamir Adelman 

(RSA/SHA1) public key algorithm [EAS01]. It also should support the Digital Signature 

Algorithm (DSA) [EAS99]. 

Another important element within the HIP proposal is the Host Identity Tag (HIT). 

It is the hashed encoding of the HI, 128 bits long, and is used in protocols to represent the 

Host Identity. The HIT has three basic properties: (a) it has the same length than IPv6, 

enabling the use in address-sized fields of current APIs and protocols; (b) it is self-

certifying, i.e., it is hard to find a Host Identity that matches a specific HIT; and (c) the 

probability of collision between two or more hosts is very low. 

According to [MOS08], the HIP payload header could be carried in every IP 

datagram. However, as HIP headers are relatively large (40 bytes), it should be compressed 

in order to limit these to be present only in control packets used to establish or change the 

HIP association state. 

 

Source: adapted from [MOS08]. 

Figure 2.14. HIP's base exchange. 
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A HIP association is a four-packets exchanging between two entities. It is a base 

exchange to manage the establishment of state between an Initiator and a Responder. The 
last three packets of this exchange constitute an authenticated Diffie-Hellman [DIF76] key 

exchange for session key generation. During the Diffie-Hellman key exchange, a piece of 
keying material is generated and further used to draw the HIP association keys. Figure 2.14 

illustrates the HIP four-packets Base Exchange, where the term “key” refers to the Host 
Identity public key and the term “signature” is the signature using the key. 

Firstly, the Initiator sends a trigger packet I1 to the Responder. This first packet 

only contains the Initiator’s HIT and, if it is known, the Responder’s HIT. The second 

packet R1 actually starts the Base Exchange. It contains a cryptographic challenge the 

Initiator must solve, i.e., a puzzle. The packet R1 also contains the initial Diffie-Hellman 

parameters and a signature. In the packet I2, the third one, the Initiator must send the 
correct solution to the received puzzle. If the solution is not correct, the packet is 

discarded. The third packet also contains a Diffie-Hellman parameter that carries needed 
information for the Responder, and the packet is signed by the sender. The fourth packet 

R2 finalizes the Base Exchange process. This last packet is also signed. 

The Host Identity Protocol is a much wider solution than the brief description 

presented in this section. Particularly, HIP has many extensions and considerations to 

security-related issues, which turns to be a very interesting approach. More information 

about this proposal, and other important mechanisms attached to it, can be found in the 

references [AUR05], [MOS06] and [MOS08]. 

2.6. Special Considerations for IPv6 Autoconfiguration 

IPv6 [DEE98] [HIN06] is the addressing structure planned for next IP based 

networks. Some of the solutions presented here already implement IPv6 support. It is 

important to consider IPv6 when designing a new solution. However, since the Internet 

still operates mainly over IPv4, such mechanism must also handle with this addressing 

structure. More complete solutions operate both addressing structures IPv4 and IPv6. 

As the addressing space of IPv6 is bigger than that of IPv4, theoretically it is easier 

to assign unique IPv6 addresses to hosts within a local network. A possibility for allocating 
locally unique addresses with IPv6 is using the structure presented in [HIN05]. The format 

of the IPv6 address is presented in the Figure 2.15. 

 

Source: adapted from [HIN05]. 

Figure 2.15. Proposed format for local IPv6. 

The Prefix is to identify the Local IPv6 unicast addresses, and it is set to FC00::/7. 
The L value is set to 1 to indicate that the prefix is locally assigned. The 40-bit Global ID 

is used to create a globally unique prefix. The 16-bit field Subnet ID is the identifier of the 

subnet within the site. And the 64-bit Interface ID is the unique identifier of the host 
interface, as defined in [HIN06]. 

The Dynamic Host Configuration Protocol for IPv6 [DRO03] is an example of 

solution specifically designed to handle IPv6 addressing structure. This protocol enables 

DHCP servers to give IPv6 configuration parameters to the network nodes. It is sufficiently 
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different from DHCPv4 in that the integration between the two services is not defined. 

According to the authors, DHCPv6 is a stateful counterpart to IPv6 Stateless Address 

Autoconfiguration, proposed in [THO07]. 

The IPv6 Stateless Address Autoconfiguration (SLAAC) and DHCPv6 can be used 

simultaneously. It defines the procedure a host must take to auto-configure its interface 

with IPv6. The entire solution is composed by three sub-modules: (a) the auto-generation 

of link-local address; (b) the auto-generation of global address through stateless 

autoconfiguration procedure; and (c) the execution of Duplicate Address Detection 

procedure to assure the IP addresses uniqueness. According to [THO07], the solution’s 

advantages are that it does not require any manual configuration of hosts, minimal 

configuration of routers, and no additional servers. The stateless mechanism in SLAAC 

allows the node to auto-generate its own addresses through the combination of local 
information and information from routers (e.g., subnet prefixes periodically advertised by 

routes). More information about this approach can be found in [THO07] and related 
documents [NAR07] and [NART07]. 

Another interesting approach is the Optimistic Duplicate Address Detection for 

IPv6, proposed in [MOO06]. This solution is an adaptation of the solutions in [NAR07] 

and [THO07]. It mainly tries to minimize the latency of successful autoconfiguration and 

to reduce the network disruption in failure situations. Other mechanisms for self-

addressing and autoconfiguration with IPv6 can be found in [DRA03] and [BER08]. Also, 

it is important to consider the definitions by IANA [IAN09] for IPv6 addressing 

architecture. 

2.7. Concluding Remarks 

As presented in this chapter, existing protocols for the configuration of hosts, e.g., 

DHCP for addressing, have limited applicability when considering the characteristics of 

the scenarios for the future generation of computer networks. Attempting to fill this gap, 

some protocols and mechanisms for self-addressing in dynamic networks have already 

been proposed. Working groups connected to the IETF already defined some guidelines 

and requirements that must be followed and attended when designing autoconfiguration 

and self-addressing approaches. 

Some solutions appeal for structures supported by stable mechanisms. This 

approach could be considered a valid option when the dynamic scenario has a connection 

with an external network operating, for example, DHCP. Other approaches for self-

addressing are only locally applicable and do not consider complex situations as networks 

merging and partitioning. Those solutions that implement a stateless paradigm, i.e., 

allowing the nodes to self-generate their addresses through random address selection or 

even implementing strong mathematical approaches, will always need the support of 

Duplicate Address Detection mechanisms. There are addressing solutions that depend on a 

specific technology in the network, e.g., the routing protocol [MAS06], imposing limits to 

the mechanism applicability, i.e., only scenarios with the required specifications. 

In addition, other solutions implement mathematical approaches ensuring that the 

interval between two occurrences of the same IP address is too long to be considered a real 

problem. However, in scenarios for the future generation of computer networks the 

network may range from two nodes to thousands of these. Therefore, the duplicate address 

problem must be considered. Due to the size limitations and scope of this thesis, many 

solutions for autoconfiguration and elf-addressing were not described. But, they can be 

found within the documents of the IETF working groups MANET Autoconfiguration 
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[AUT09], Zero Configuration Networking [ZER09] and Mobile Ad Hoc Networking 

[MAN09], and also in the survey done in [WEN04] and [BER08]. 

It was observed that most of the existing solutions for autoconfiguration and self-

addressing did not consider the peculiarities of complex scenarios, involving many 

heterogeneous nodes, often spread over a large geographical area, and divided in many 

sub-networks topologies. Another weakness in most of the existing approaches is that they 

do not consider scenarios where IPv4 and IPv6 already coexist. On the other hand, a 

complete solution like HIP may be too complex to be implemented and inserted within the 

current Internet structure and technologies. It will take a considerable period of time and 

efforts to perform the changes required by the HIP proposed architecture. 

Thus, a mechanism probably not too complex, but efficient to promote consistent 

and dynamic addressing structure in the scenario of the future generation of networks, is 

needed. The next chapter presents a new proposal for addressing autoconfiguration in 

dynamic and heterogeneous networks that seeks to fit such requirements. 
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3. SELF-ORGANIZATION OF ADDRESSES PROTOCOL 
 

 

This chapter presents an addressing protocol named Self-organization of Addresses 
(SooA). It is a solution for partial autoconfiguration in dynamic and heterogeneous 

networks. Firstly, the main subject is introduced, with the motivation that led to the 
creation and proposal of such solution. Afterwards, the mechanism and its elements are 

detailed. Finally, some considerations are done, concerning what was proposed and its 
possible extensions. 

3.1. Introduction 

According to [NES02], the problem of automatic IP address assignment in dynamic 

networks is basically a distributed agreement problem. It is relevant that the only faults the 

nodes may manifest are crash-failures. We suppose no malicious entity is manipulating the 
actions of nodes. This means that for designing an autonomous addressing mechanism, it is 

not considered the security-related problems, at least not at the beginning. 

Most proposals for self-addressing in dynamic networks consider that a connection 

with an external infrastructure is possible in a certain moment. This external support could 

be provided by mechanisms like DHCP in a called connected MANET [BAC08]. Another 

drawback of some of the proposed approaches is that they depend on specific technologies. 

For instance, there are mechanisms which use information from the routing packets of a 

specific routing protocol. Such strategy restricts the solution’s applicability only in 

scenarios where the network is operating the required routing protocol. 

Other solutions apply mathematical approaches attempting to avoid address 

conflicts. Most of these solutions are stateless, i.e., nodes self-generate their own address 

and try to validate it within the network. As such solutions do not guarantee the address 

uniqueness they need the support of Duplicate Address Detection mechanisms, which 

increases the solutions complexity. In addition, stateless approaches rely on the concept 

that the larger the range of available addresses the lower the probability of conflicts. 

Occasionally, it imposes that the solution cannot only work with the addressing spaces 

limited by IANA [IAN09]. 

The motivation of this work is due to the fact that the current proposed solutions are 

only applicable to relatively small, temporary, and most cases non-heterogeneous dynamic 

networks. Concerning the scenarios of future generation of computer networks, the 

heterogeneity of nodes technologies and network topologies must be considered. 
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Moreover, there are solutions that propose only techniques or mathematical approaches for 

generating addresses, disregarding additional mechanisms for further management of these 
resources. However, a more complete mechanism must involve the assignment, 

management and recovering (e.g., garbage collection) of addressing resources. In addition, 
this solution must be able to operate in complex scenarios of next generation of networks 

where different network topologies (e.g., data networks, core networks/telephony system, 
ad hoc networks, and the like) are expected to coexist and/or cooperate forming a single 

communication system. 

In the following sections, the proposed autonomous addressing mechanism is 

described in details. This mechanism is designed to be as independent as possible from 

manual configuration and subsidiary technologies. 

3.2. Protocol Overview and Functioning 

SooA is a protocol designed for self-distribution and self-management of network 

addresses, and was initially designed to operate in core networks. However, it was 

identified that such protocol could be also extended to perform self-addressing in more 

heterogeneous and dynamic networks. The protocol organizes the nodes within a network 

in a hierarchical structure composed by addressing servers and clients. Each network has 

at least one addressing server responsible for the resources management. 

The addressing server is provided with at least one pool of addresses. A pool of 
addresses is a range between an address x1 and x2 which the server may use for configuring 

its respective clients. The pool only contains addresses which are valid and unique within 

the network. Consequently, the server distributes (i.e., allocate/assign) and manages (i.e., 

reallocate, return and recover) the addressing resources. Through the interaction among the 

servers, the available addresses are spread in the network and assigned to nodes which are 

trying to establish a communication. 

 

Figure 3.1. Tree-format server hierarchy. 

When a node assumes a server position within the network, it is provided with a 

pool of available and unique addresses from an already configured server. As illustrated in 

Figure 3.1, this distribution creates a tree-format hierarchy among the servers. This 
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structure behaves similarly to the DNS (Domain Name System) [MOC87]. However, 

instead of controlling names to addresses translations, the server stores information about 
the addressing resources allocation. In addition, this hierarchy can be used for locating 

other nodes in a very efficient and scalable way. 

The nodes which are configured only as clients do not have responsibility or 

involvement in the addressing management. However, they play a fundamental role when 

enabling the communication between servers and new nodes, which are far from each 

other. When a new node tries to connect to an existing network, it requires configuration 

information (i.e., a valid and unique address). If the new node cannot reach a server 

directly, due to geographical distance, an already configured client can intermediate the 

communication between this new node and the addressing server. The client is able to 

bridge the initial communication for resource negotiation by forwarding the messages from 
the new node to the server and vice versa. This way, a server will always be reached 

through direct or bridged message exchange, where the minimum distance from a server 
and a client will be one hop, and the maximum distance will be n-1 hops (where n is the 

number of nodes in the network). 

As the existing addressing servers are responsible for electing new servers in the 

network, the bridging functionality gives them additional information that can be used 

when taking decisions related to it. When a server detects that one of its clients is handling 

too many connections, this server may decide to offer an opportunity for this client to 

become a new addressing server in the hierarchy. It is done by providing the client with a 

pool of available and unique addresses. Its own workload is another situation that can lead 
a server to decide for deploying a new server. If a server realizes that it has too many 

clients, it may decide for selecting one of its clients to become a new server within the 
network. Hence, this new server starts to assume new clients directly. 

 

Figure 3.2. Servers and clients interaction in SooA scenario. 

Each server keeps the information of the available addresses, allocated addresses, 

available pools and allocated pools. Such information is stored in allocation tables. Tracing 
the addresses and pools, the mechanism attempts to avoid the resources loss. If each server 

is aware of what happens with their resources, the protocol does not need to be supported 
by Duplicate Address Detection mechanisms or garbage collection techniques to recover 

unused resources. Figure 3.2 illustrates how the servers and clients may be spread in the 
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network. As mentioned before, the clients do not need to be directly connected with their 

servers. The network can be composed by clients which are 1-hop distant from their 
servers and the ones which are n-hops distant from their respective servers (being n greater 

than 1). 

SooA classifies each node into one of the following basic elements: new node, 

client or addressing server. A node may also be required to be a server’s backup. Each of 

these elements has specific functionalities within the network. When a node starts its 

interaction with an existing network, it assumes the status of new node. If it is successfully 

connected, it can assume the status of a client or a new server, depending on the offer done 

by its server. When assuming the role of client, the node is ready to communicate with 

other nodes within the network. After established as client, a node may also be requested to 

become a new addressing server in the network. This request comes from its current server 
that, due to some specific reason, decided to elect a new addressing server within the 

network. 

The server has also the responsibility of selecting its backup nodes, and they must 

be chosen among its clients. The backups will take proper actions to keep the network 

integrity when facing situations of server failure. All elements that are part of the 

protocol’s architecture, as well as their interaction, are better described in the following 

sections. 

3.3. Protocol Elements and Operations 

As abovementioned, regarding the addressing issues, SooA classifies the nodes by 

the roles they play in the network. As illustrated in Figure 3.3, when a node is initiated in 

the network it assumes the status of new node. From this position, the node can get 

configured as a client or a new addressing server within the network. Once configured, a 

client can also be offered to become a new server. This offer comes from its respective 

server. A client can also be selected to assume the position of server’s backup. As a 

backup, the client will be responsible for monitoring the server activity in the network and, 

in case of server failure, assumes the addressing management ensuring the resources 

integrity. Each SooA’s element has its respective operation, which is performed by a set of 

subroutines. Following, the subroutines of all elements are described in details. A complete 

flowchart, getting all the subroutines together, for the new node, server and client can be 

found, respectively, in Appendix A, Appendix B and Appendix C. 

 

Figure 3.3. Flowchart of SooA node's status. 
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3.3.1. New Node’s Temporary Configuration 

When a new node initiates in the network, it needs to configure its interface with 
temporary information in order to contact an already configured node and negotiate for a 

valid configuration within the network. This initial configuration can be done by several 
different approaches, and is valid only during the address negotiation procedure (i.e., 

negotiation for an address between a new node and an addressing server). Although it is 

apart of this thesis scope, two possible solutions are presented next. 

The first possibility for temporary configuration is that the new node creates an 
address by combining information from its MAC address or codifying this one. The new 

node can apply a hash function over the interface’s MAC address obtaining a 32-bit or a 
128-bit outcome that can be used, respectively, as its IPv4 or IPv6 temporary 

identification. In the case of IPv6, the temporary address can even be formed by combining 
a predefined address prefix (i.e., first 64 bits) and the node’s MAC address as its 

identification (i.e., the last 64 bits). 

A second approach for the initial configuration of a new node is the use of a pool of 

temporary addresses. As well as in other solutions for self-addressing, like Strong DAD 

(see Section 2.5.1.1), before contacting an already configured node, the new node 

randomly selects an address from a predefined pool and configures its interface. The 
addresses from this predefined pool must not be used for valid allocation performed by 

addressing servers, i.e., a server must not be configured with this pool or part of it. After 
selecting an address, the new node configures its interface and then is able to exchange 

messages with other configured nodes in the network and, consequently, negotiate for a 
valid configuration. 

Upon concluding successfully the negotiation procedure and obtaining a valid 

address from a server, the new node stops using the temporary address and configures its 

interface with the allocated one. Regardless the implemented approach for new nodes 

temporary configuration, it is not necessary the implementation of DAD procedures. As 

long SooA’s negotiation procedure is performed by unicast message and, when not directly 
connected to a server, each node is connected and represented by only one configured 

client, the probability of conflicts between temporary addresses is very low and not 
significant. 

Considering very populated networks, conflicts of temporary addresses may occur 

if a client intermediates many negotiations simultaneously on behalf of different new 

nodes, and if this addresses are selected from a very limited pool for temporary 

configurations. It is easily solved by implementing the client’s forwarding table with 

multiple attributes as the primary key. This way, clients would be able to check if another 

new node is already connected to it using the same temporary address than a new requester 

node, and then enforce the latter to select another temporary address. 

3.3.2. New Node Element 

Every node initiates as a new node element in the network. The very first 

subroutine N1, which is executed by the new node, is presented in Figure 3.4. Just after 

starting, the node assumes the status of new node and broadcasts a message requesting for 

server, attempting to receive a reply from an active addressing server. The new node waits 
for a predetermined period of time for this reply. If no reply is received, the new node 

retries the request for a maximum number of retransmissions, which is also a 
predetermined value. Upon reaching the maximum number of retries, without receiving a 

response from a configured node, the new node assumes that a connection is not possible 
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due to the inexistence of a configured entity, at least, nearby it. Consequently, it is not 

possible to get the necessary information for configuring the node’s interface, i.e., a valid 
address. 

 

Figure 3.4. New node's subroutine N1. 

At this point, the node may call another procedure for auto-generation of address, 

e.g., a stateless approach. It is not part of this work’s scope the definition of which solution 

may play this role. We just assume that the node can be configured to trigger a stateless 

mechanism as long as a network operating SooA is not found, and then the node uses the 

self-generated configuration until it finds an active SooA addressing server. However, if 

the new node gets a response for its request, it can be from either a configured client or an 

addressing server. As illustrated in Figure 3.4, if the reply comes from a client, the new 

node triggers the N2 subroutine. Otherwise, the subroutine N3 is executed. 

The subroutine N2, presented in Figure 3.5(a), is triggered when the new node 

receives an n-hop offer message from a client as the response to its request for server. The 

node may decide on accepting or not the n-hop connection offer. This decision can be 

based on predefined policies within this node. A fact that may influence the decision on 

accepting or not this offer is, for example, the minimum level of QoS required to the 

node’s connections due to the applications it is running. If the new node decides for not 

starting an n-hop connection with the client’s server, and it has already reached the 

maximum number of request retransmissions, it assumes that no connection is available 

with SooA network and takes the proper actions. If the maximum retransmissions were not 

reached, it goes back to the N1 subroutine and sends a new request. 

Otherwise, on accepting the n-hop connection, the new node sends an n-hop request 

for server through the client. Hence, all messages from the new node with the server as 

final destination must be sent to this client. The client will forward the request and the 

other messages involved in the negotiation between the new node and server, as explained 

in the client’s subroutine section further below. Then, the new node waits the server’s offer 

that will reach it through the client intermediation. 
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Figure 3.5. New node's subroutines N2 and N3. 

When the new node receives a server reply, it starts the N3 subroutine, illustrated in 

Figure 3.5(b). This subroutine is executed for both n-hop connections and directly message 
exchange with a server. Upon receiving the reply, the node calls another subroutine for 

processing the offer. If it is a server offer, the node triggers the N4 subroutine. Otherwise, 

the subroutine N5 is executed. 

 

Figure 3.6. New node's subroutines N4 and N5. 

When receiving an offer for becoming a new addressing server within the network, 

the new node executes the subroutine N4 presented in Figure 3.6(a). The new node may 

decide for accepting or not the offer to become a new server. This decision, as well as the 

decision for accepting n-hop connections, can be based on predefined policies and local 

information. For instance, if the new node connects to the network only for a quick data 

exchange or service usage, it should not assume a server role, since it apparently will not 

remain active for a long period of time. If the new node decides for not accepting this 
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offer, it sends a deny message to the server, returns to N3 subroutine, and waits for a client 

offer message from the same server. 

Upon accepting the server offer, the node replies with a confirmation message. 

However, the new node is not allowed to configure its interface with the offered 

information until it receives a final confirmation from the server. On sending the 

confirmation message, the node waits for a predetermined period of time. If no response is 

received from the server, the node re-sends the confirmation until a predetermined 

maximum of retries. If even after reaching this limit of retransmissions no response is 

obtained from the server, the node abandons the negotiation and restarts the process, 

returning to N1. Otherwise, if the new node accepts the offer for being a new server, sends 

a confirmation, and receives the final confirmation from the server, it will configure its 

interface, and start the initial server’s subroutine S1 (presented in Section 3.3.3). The 
process for self-assigning an address and handling the pool of addresses upon becoming a 

server is presented next. 

If the new node receives an offer for becoming a client, the subroutine N5 is 

triggered, as illustrated in Figure 3.6(b). The new node sends a confirmation message to 

the server stating its interest on using the offered configuration, and then waits for the final 

confirmation from the server. As in N4, the new node waits the server’s reply during a 

period of time, and when it is not received after a predetermined number of 

retransmissions, the negotiation is abandoned, and the process is restarted with the 

subroutine N1. However, if the new node receives a reply from the server, i.e., a final 

confirmation message, it is because the negotiation is concluded, and the node can start 
using the offered address. Upon configuring its interface with the assigned address, the 

new node starts the initial subroutine C1 (presented in Section 3.3.4) as a client element. 

Upon booting, the node will always execute the subroutines above presented. 

Throughout them, the node will become a configured element in the SooA architecture, 

i.e., a new addressing server or a client. The subroutines executed after configuring the 

node are presented in the next sections. It is important to reaffirm that when the SooA is 

not operating in the network, the node can trigger a self-addressing mechanism, generating 

its own address. 

3.3.3. Server Element 

As the responsible for the addressing management, the server has the most complex 
algorithm. Depending on the scenario, the server election can consider the node’s hardware 

characteristics (e.g., processing and storage capabilities). The criteria for selecting a new 
addressing server can vary depending on the scenario requirements. The creation of a new 

addressing server can be due to: (a) the necessity of an existing server has of sharing its 

workload; (b) a client that is relaying too many connections on behalf of new nodes and 
other already configured clients; and/or (c) a server departure or failure situation. Upon 

identifying one of the mentioned situations, the server selects one of its clients, based on 
predefined policies, and offers to it the configuration information for becoming a new 

server in the hierarchy. 
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Figure 3.7. Server's subroutine S1. 

A modular scheme of the server’s algorithm is presented below. The subroutine S1 

(Figure 3.7) is initiated when a node assumes a server position. Upon starting this 

subroutine, the server enters in a state of listening, where it waits for an interruption. This 

interruption can be caused by three different occurrences: (a) the timer for its 

announcement expires; (b) it receives an alert report regarding to its functionality; and (c) 

it receives a message from either another server, one of its clients, or a new node. On 

facing one of these interruptions, the server triggers the proper subroutine for handling the 
occurrence, as illustrated in Figure 3.7. 

If the interruption occurred due to the announcement timer, the server must send an 

announcement message to its clients. Then, the server executes the S2 subroutine, 

presented in Figure 3.8(a). This announcement is a broadcast message used to discover 

which clients remain active in the network. The active clients must reply this 

announcement. In addition, when executing the S2 subroutine, after broadcasting the 

announcement, the server checks its allocation table in order to find clients that have not 

replied the latest announcements. If the client did not reply a pre-defined number of 

consecutive announcements, the server assumes this client is not active anymore, and 

retrieves the allocated address. Upon finalizing this subroutine, the server returns to S1 and 

waits for another interruption. 

An addressing server can receive two types of local alerts: a warning about the little 

quantity of available addresses in its pool, or a warning about its workload. These alerts are 
not messages received from another element, but local interruptions. When being alerted 

about the amount of available resources, the server firstly checks if it has another available 
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pool of addresses. If so, it allocates itself a new pool of addresses. Otherwise, if the server 

also ran out of available pools of addresses, it can decide on requesting a new one by 
executing the subroutine S3, as illustrated in Figure 3.8(b). To do so, the server sends a 

request message to its father server in the hierarchy. After refusing the option of requesting 
a new pool, or sending the request for pool, the server returns to the subroutine S1. 

However, while waiting for a reply (i.e., a pool offer) this server does not assume new 
clients, but only manages the ones already connected to it. 

 

Figure 3.8. Server's subroutines S2, S3 and S4. 

The other alert, regarding to the server’s workload, occurs when the server assumed 

too many clients within the network. Then, it decides to create or not a new server in the 

hierarchy by executing S4, presented in Figure 3.8(c). A new addressing server would 

reduce the number of requests that the current one could receive. Also, it can be used as a 

control for assuming only a determined number of clients, avoiding a higher latency and 

overload when managing them. This distributed characteristic also improves the protocol’s 

performance when spreading the protocol messages throughout the network, avoiding 

bottlenecks of controlling messages when centralizing the servers into only a determined 

region. 

Upon deciding for creating a new server in the addressing hierarchy, a server picks 

one of its clients, and sends an offer to it, as illustrated in Figure 3.8(c). The server can use 
predefined policies when selecting which client will be offered to become a new server. 

These policies can consider the client’s hardware configuration and also its geographical 
position. The definition of a specific algorithm for this decision process is out of the scope 

of this thesis. It can surely be pointed as a future work to the improvement of the proposed 
protocol. Nonetheless, a simple implementation for this functionality is presented in the 

next chapter. Finally, after refusing the option of creating a new server, or after sending the 

offer to a selected client, the server returns to S1. 

As illustrated in Figure 3.7, another interruption occurs when the server receives a 
message from another network element. This element has a relationship with the server as: 

a client, a lower or higher server in the hierarchy, or a new node in negotiation to obtain an 
address. The reason for being contacted by another server is because the former ran out of 

resources and it is asking a new pool of addresses. This means that the requester server X is 
in a lower position in the hierarchy, and it is contacting its father server Y, which 
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previously provided it with a pool of valid addresses. When the father server Y receives the 

request for pool, it executes the subroutine S5, which is presented in Figure 3.9(a). 

 

Figure 3.9. Server's subroutines S5 and S6. 

Upon receiving a request for pool, the server decides on accepting or not this 

request. For deciding, the server checks its pool table searching for an available pool for 
allocation. If it is found, the server sends a pool offer message to the requester, and returns 

to S1. But, the offered pool is only allocated upon receiving a confirmation message from 
the requester. While waiting for this confirmation, the offered pool status is set to 

“reserved”. In the case that no reply is received, within a pre-determined period of time, 
the server sets the pool status back to “free”. Otherwise, if no available pool of address is 

found in the pool table, the server can also opt for initiating a request for pool. Therefore, 
the requesting for pool process can be recursively executed until an available pool is found. 

After sending an offer message, the server always waits for a reply confirming the 
intention of the destination node. This confirmation message may be involved in the 

processes of: pool offer (from a child server that requested a new pool), server offer (from 
a new node or a client that accepted to become a new addressing server), or client offer 

(from a new node that accepted the offer to become a client). Upon receiving a 
confirmation message, the subroutine S6, illustrated in Figure 3.9(b), is executed. The 

server receives the confirmation message, computes its content, and then sends a final 
confirmation to the source. 

Before sending the final confirmation, the server checks what offer the message it is 

related to. If it concerns to a “pool offer” or a “server offer”, the server sets the reserved 

pool status to “allocated”. Otherwise, if it concerns to a “client offer” message, the server 
changes the offered address status, in the addressing table, to “allocated”. The element that 

was provided with configuration information, and replied with a confirmation message, 
will only be allowed to use such information after receiving the final confirmation message 

from the server. After sending the final confirmation, the server does not expect any reply, 
and returns to S1. 

As illustrated in Figure 3.7, the server can receive four different messages from one 

of its clients: an error report, a confirmation, an announcement reply, or a cancellation 

request. On receiving a confirmation from a client, the server executes the subroutine S6 

(Figure 3.9(b)). This confirmation is a reply to a previously sent “server offer”, confirming 

the client’s willingness of becoming a new server. Then, the server sends the final 
confirmation, allowing the client to use the provided configuration. 
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Figure 3.10. Server's subroutines S7, S8 and S9. 

An error report is sent by a client when an unexpected occurrence, concerning the 
addressing, was detected. For instance, it can be used to inform an address conflict that was 

detected due to networks merging. The error report message was proposed to help the 
server on the addressing resources management. However, as our focus in this thesis is the 

distribution and organization of addresses, this functionality will not be further detailed. It 

is considered as future work for extending and improving the protocol performance. Now 

this functionality is only defined to report addressing problems locally detected by clients. 

Upon receiving the error report, the server decides on reconfiguring the client or not by 

executing S7, presented in Figure 3.10(a). If so, the server sends a new configuration 

(client offer message) containing a valid address, and then returns to S1. 

After broadcasting an announcement message, the server waits for replies from its 
clients, i.e., an announcement reply. Upon receiving this message, the server executes the 

subroutine S8, presented in Figure 3.10(b), to update its allocation table, informing
 that the client (i.e., the message’s source) remains active in the network. The clients 

that do not reply a predetermined number of consecutive announcements are removed from 

the allocation table, and the assigned address to them is released. It is a manner for 
handling the non-graceful departure. After updating the client’s status, in the allocation 

table, the server returns to the subroutine S1. 

The fourth type of message that the server can receive from a client is a 

cancellation request. It is used by clients when they are aware about their leaving, and they 

have time for alerting their respective servers (i.e., a graceful departure). Upon receiving a 

cancellation request, the server immediately updates its addressing table, setting the client 

as inactive, and releases the allocated address. The server does not reply a cancellation 

request, as illustrated in the subroutine S9 in Figure 3.10(c). Once it receives the 

cancellation request, it assumes the client is no more active. After releasing the address, the 

server returns to S1. 

The server can receive three different messages from a new node: a request for 

server, a confirmation, or a deny message. The confirmation message is received after 

offering configuration information to the new node. This offer can be either for becoming a 

client or a new server in the addressing structure. Upon receiving the confirmation message 

from the new node, the server uses the subroutine S6 (Figure 3.9(b)) for taking the 

necessary actions and replying to the source. 
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Figure 3.11. Server's subroutines S10 and S11. 

When receiving a request for server message, bridged or not by an intermediary 

client, the server executes the subroutine S10, illustrated in Figure 3.11(a). Firstly, the 

server checks its availability for assuming a new client or creating a new server. If not, the 

server just ignores the request and returns to S1. The decision for not accepting a new 

connection can be taken from many reasons such as the workload already assumed or the 

lack of addressing resources (i.e., valid addresses). Upon accepting the request, the server 

decides which type of offer will be sent to the new node. This decision making process is 
presented next. 

After deciding which offer should be done, the server sends a client/server offer 

message to the requester node. The difference is that, upon deciding for a server offer, the 

server selects an available pool of addresses from its pool table. Otherwise, for a client 

offer, the server picks an available address from its addressing table. It is important to 

define that when selecting a pool/address to be offered, the server sets its status to 

“reserved”. This status will be kept until the node’s confirmation is received (and then 

changed to “allocated”), or until the period of time for accepting the offer is expired and no 

reply was received (and then changed back to “free”). 

If for some specific reason, the new node refuses a server offer sent by the server, it 

will reply the server with a deny message. Receiving such message, the server triggers the 
subroutine S11, presented in Figure 3.11(b). When the new node refuses to get connected 

as a new addressing server in the network, the server discards the offer and changes the 
reserved pool’s status back to “free”. Then, the server selects an available address from its 

addressing table and sends a client offer to the new node, as done in S10 for client offer. 
After doing this, the server returns to S1. 

All the server algorithms are related to the manipulation of two data structures: the 

address allocation table (or addressing table) and the pool allocation table (pool table). 
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Such structures store the available resources the server has for assigning new clients and 

servers, providing them with the necessary configuration information for getting connected 
to the network. The mentioned tables are detailed in the next section. The procedure for 

handling the server departure is presented with the server’s backup functionalities, in the 
Section 3.3.5. 

3.3.3.1. Allocation Tables 

Upon receiving configuration to be an addressing server, i.e., a pool of valid 

addresses, the node needs to execute some procedures for managing such resources. As the 

configured server is able to create new servers within the network, always it determines 

necessary, it must manage the resources distribution. The same is applicable for the 

addresses assignment. After configured, the server is able to configure new clients. Hence, 

it must maintain a controlled allocation and reallocation of resources. 

 

Figure 3.12. Management of the pools allocation table. 

In this thesis, we did not have the objective of presenting a specific technique for 

pools management. It was noticed such technique is too complex and needs a careful and 

very detailed design and implementation. Since it is out of this work’s scope, we only 

present a simple approach for doing this task. The manipulation of pools of addresses is 

pointed as a future work, which will contribute to the better performance and self-

organization characteristics of the proposed protocol. Figure 3.12 presents an example of 

the pool allocation table, which is our proposal for a simple management approach. 

In this proposed approach, the pool allocation table has four fields: 

• Status (Sts): it stores status of the respective pool. To indicate the current 
state of the pool, this field might assume, exclusively, one of the following 

values: A (for allocated), R (for reserved), or F (for available). In more 
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complex scenarios, an extension for reallocation of pools, recovered from 

servers which left the network abruptly, can be implemented for improving 
the performance of the proposed protocol; 

• Initial: the initial address of the pool range; 

• Final: the final address of the pool range; 

• Child: the identification of the node for which the respective pool was 

allocated, i.e., the child server responsible for this set of resources. In Figure 

3.12, the node’s identification is its address. However, this identification 

can be other information that uniquely identifies the nodes such as the 

interface MAC address or a self-generated ID. 

The proposed approach is a simple division of the pool of addresses. Upon 

receiving a pool, which will be under its responsibility, the server attempts to divide the 

addresses in sub-pools of similar sizes. Considering the example of Figure 3.12, the very 

first server in the hierarchy, server A, was provided and configured with the pool from the 

address 10.0.0.0 to the address 10.255.255.0. Server A divides its pool into many sub-pools 

and inserts them into its pool allocation table. 

In the example of Figure 3.12, server A is the father server of both B and C, and C 

is the father server of D. The servers B and C present different situations that can occur in 
the pools distribution. The addressing server B had a first pool allocated to it by server A. 

However, at a certain moment, B has allocated all available addresses from its first pool 

and, consecutively, it ran out of configuration resources. Then, it sends a request for pool 

to its father, which provides him with a new pool of addresses. The same way, B divides 

the second pool, inserts it into the pool allocation table, and proceeds with its 

functionalities. 

The second situation, also presented in the example of Figure 3.12, is the 

reallocation of resources to a third party. Server C is child from A, and it was provided 
with the pool ranging from 10.2.0.0 to 10.2.255.0. In a given moment, C decides for 

creating a new server. To do so, it is necessary to reallocate resources from its pool. As 
already explained, the server C divided its pool in various sub-pools. Therefore, C selects 

one of its available pools, i.e., with status set to F, and allocates it to a new server D. In 

Figure 3.12, server C allocated the range from 10.2.2.0 to 10.2.2.255 for its child D. 

Hence, D is now the responsible for the management of this range. 

It is important to inform that, as the server is responsible for the resources 

allocation and reallocation, it is also responsible for recovering them. This means that the 
father server must be aware of its children situation, i.e., if they remain active or not. The 

backup node has the priority on assuming the failed server resources. However, the father 
server must recover the control over the pool if the backup did not assume the failed server 

position (for more details, see Section 3.3.5). Using the same example above, in a situation 
that server D fails and, due to some reason, any of its backups assumes its position, C must 

recover the allocated pool to D. In the case that the server D returns to the network, a 

mechanism for keeping the recovered pool in a reserved status should be later considered 

in order to improve the protocol performance. By allocating the same pool, it can avoid 

reconfiguration of the entire addressing structure below it. 

The second data structure maintained by the addressing server is related to the 
configuration of clients: the address allocation table. According to Figure 3.13, it was 

defined the following fields for this table: 
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• Status (Sts): it stores the status of the respective address. To indicate the 

current state, this field can assume exclusively a value among: A (for 
allocated), R (for reserved) or F (for available). As defined for the pool 

allocation table, in more complex scenarios, an extension for reallocation of 
addresses, which were recovered from clients that left the network abruptly, 

can be implemented for improving the performance of the proposed 
protocol; 

• Address: the valid address for assignment, which is originated from a valid 

pool; 

• ID: the identification of the node for which the respective pool was 

allocated, i.e., the client. In the example of Figure 3.13, the identification is 

the node MAC address. However, as abovementioned, this identification 

can be other information that uniquely identify the nodes such as a self-

generated ID; 

• Hops: it identifies the number of hops the client is distant from the server; 

• Replies (Rep): the number of replies the respective client to the server 

announcements. 

 

Figure 3.13. Management of the addresses allocation table. 

As shown in Figure 3.13, upon provided with a pool of available addresses, the 

server firstly divides these resources in sub-pools into its pool allocation table. As the 

server should also be configured for assigning new clients, it allocates the very first sub-

pool from its pool table to itself. This means that the server splits the sub-pool into its 

address allocation table, and initiates all addresses with status F (available). To configure 

its own interface, the server allocates the very first address to itself. The other addresses 

are available for assignment to new clients in the network. 

As the responsible for the resources management and addressing tasks, the server 

must be able to recover the allocated addresses that are not being used anymore. To do so, 

the server exchanges periodical messages with its clients, the announcements (for more 
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details, see Section 3.3.3). Upon receiving a reply to its announcement from a client, the 

server updates its table, storing the number of replies from the respective client. When a 
client did not reply a specific number of consecutive announcements, the server assumes 

that this client is not active anymore and cancels the leasing for the address. 

3.3.3.2. Decision-Making Processes 

In this section is presented two typical situations where an addressing server may 

decide to create a new server within the network. The first case is illustrated in Figure 

3.14(a). In this scenario, the server S1 realizes it has assumed too many clients and, 

consecutively, its performance is degrading. Then, this server may decide to select one of 

its clients for becoming its child in the hierarchy of servers. The server should select a 

client strategically positioned in the network. For instance, this goal can be reached by 

choosing a client that is more than 1-hop distant from the server. Upon deciding which 

client will be offered to become a new addressing server, client C1 in this example, the 

server sends a server offer message and the negotiation process is executed, as already 

presented. 

 

Figure 3.14. Server's decision-making process. 

The second scenario, presented in Figure 3.14(b), is a situation where the server has 

many bridged connections through a specific client. It degrades the performance of the 

addressing management since the control messages need to be forwarded to many clients 

through only a specific intermediating client. To avoid this situation, the server should 

select a client that is “in the way” of the bridged connections, considering such connections 

come from the same network region. Therefore, in this example, the server S2 should send 

a server offer to the client C2. 

This work does not propose a complete and specific methodology for selecting a 

new server. It is apart from the intended scope. Nevertheless, this functionality can be 

achieved by inserting information about the number of bridged connections a specific 

client has into the announcement reply message. The server could store this value in the 

address allocation table. Then, in a given moment, the server would be able to visualize the 

client that is forwarding more connections. 

3.3.3.3. Cached Decisions 

Another proposed functionality for improving the server performance is a cache 

memory about the recent decisions regarding to requests from new nodes. Upon receiving 
a request for server message, the server takes the decision about accepting the new node or 

not, i.e., the decision on sending configuration information or not. This decision can be 
based on pre-defined policies and be directly connected to security issues. After taking the 

decision, the server should store the result in a cache memory. This cache would be always 
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accessed before triggering the decision process for any new node. If the requester identifier 

is found in the cached information, and the caching time for such information is not 
expired, the server relies in this stored information for taking a proper action skipping the 

decision algorithm. This functionality could decrease the latency of the decision process, 
improving the protocol performance. 

3.3.4. Client Element 

In this section, the subroutines of element client are described. A client is started 

when a new node gets information (i.e., a valid address) from a server to configure its 

interface. To assume the client position means that the node is configured with a valid 

address within the network, and it is able to exchange data with other configured nodes. 

After configured, the node starts the subroutine C1, illustrated in Figure 3.15(a). The client 

enters in a state of listening, waiting for an interruption. This interruption can be caused 

by: a message from the server, a message from a new node, or when it is aware about its 

own leaving and the server should be warned. 

 

Figure 3.15. Client's subroutines C1 and C2. 

When the client receives a broadcasted request for server message from a new 

node, it can decide on offering it a bridged communication to an addressing server or not. 

This decision is influenced by, for example, the number of bridged communications 
already assumed by this client. It is because after intermediating the connection between 

the server and the new node, the client also needs to maintain this communication by 
forwarding future messages between the two elements. The more connections a specific 

client intermediates, the bigger is its workload and control messages overhead. 

As illustrated in the client’s subroutine C2, in Figure 3.15(b), if the client decides 

for not bridging a new communication, it ignores the received request and returns to C1. 

Otherwise, on stating that it is able to assume the responsibility for a new bridged 

communication, it sends to the requester an offer for a bridged connection. If the new node 

accepts this communication, the client will further receive an n-hop request message (as 

presented in the Section 3.3.2). After sending the offer for bridging the communication, the 
client returns to the subroutine C1. It is important to state that a client only bridge the 

communication between a new node, or another client, and its own server. This 
functionality can be compared to the DHCP relay mechanism in [DRO97]. 



67 
 

 

Figure 3.16. Client's subroutines C3, C4 and C5. 

In order to check which of its clients remain active in the network, the server 

periodically broadcasts an announcement (as presented in Section 3.3.3). To handle this 
interruption, the client executes the subroutine C3, presented in Figure 3.16(a). Upon 

receiving an announcement from its server, the client firstly checks if it is bridging 

connections. If so, before replying, it forwards this announcement to the nodes it is 

bridging. Then, the client replies the server announcement. To do so, the client sends an 

announcement reply message to its server, affirming it remains active in the network, and 

using the allocated address. After replying the announcement, the client returns to C1. 

The subroutine C4, that represents the bridging process, is presented in Figure 

3.16(b). Upon receiving a message to be bridged from a new node, the client forwards this 
message to its server. For replying the new node messages, the server also sends its 

messages to the client that will forward them to the specified destination. As the bridged 
communications can be more than 2-hop distant, to correctly forward the messages to their 

respective final destinations correctly, the client keeps a table with information about the 

bridged communications. Similarly to a simple routing table, the client table has the 

information of the next-hop to which a message must be sent for reaching a specific 

destination. After forwarding the message, the client returns to the subroutine C1. 

When the client is aware that it is leaving the network, or when it determines that is 
not necessary to be connected anymore, it can send a message to its server, canceling the 

address leasing. To do so, the client executes the subroutine C5, illustrated in Figure 
3.16(c). Upon sending this cancellation message, the client immediately assumes it is not 

connected to the network anymore and discards the configuration information that it was 
using. For connecting to the network again, it must initiate all the procedure as a new node. 

A temporary memory in the server, for storing information about its last clients, can be 

considered for improving the reconnection process. The server could decide to accept a 

new node, or not, by consulting this memory. However, it is considered a future work, for 

extending the protocol functionalities. 

3.3.5. Backup Nodes 

Failures in highly dynamic networks are more likely than in fixed and structured 

networks. Therefore, a backup solution added to the proposed approach comes to 

contribute to the self-management and self-healing characteristics. The goal is to guarantee 
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the addressing integrity. It attempts to recover the network address distribution after a 

critical situation such as an addressing server or a communication link failure. 

It was defined that each addressing server in the network must have two backups. 

The redundancy is an attempt for ensuring the network recovery even when facing 

situations where the server and one of its backups fail at the same time. Therefore, a server 

has a first level backup and a second level one. Only the former communicates directly 

with the server. The second level backup exchanges messages with the first one in order to 

be aware of the network status. 

Each addressing server in the network is responsible for selecting its own backup 

nodes. This selection can be based on clients’ information such as the total time it is 

connected to the network, which gives a hint about its stability. Having information about 

the status and stability of its clients, the server is in a suitable position to select its backups. 

Differently from the new server selection, it is more interesting that a backup is 1-hop 

distant from the server, since they exchange information periodically and, in critical 

situations, the backup must assume the server position as quickly as possible. The 

information about the clients can be collected by a higher level protocol that deals with 

network’s configuration parameters or management. However, a specific algorithm for 

selecting a backup is apart of this first protocol proposal. 

The algorithm executed by a server for selecting its backups is very similar to the 

procedure of new server selection. The server sends to the selected client a message 

requesting it to become a backup. The client answers to the server with a confirmation 

message. This procedure is executed twice in order to configure the first and the second 

level backups. 

After being chosen, the backups have to manage their position. This means that 
they are responsible for controlling themselves. As a monitoring task, the first level backup 

sends periodically “hello” messages to its addressing server and waits for a reply. On 
receiving a reply from the server, the first level backup reports the situation to the second 

level one. Thus, the second backup is also aware of the network status. Upon receiving the 
report, the second backup also sends a reply to the first one, informing that it remains 

active. 

 

Figure 3.17. Situations for triggering and/or creating a backup. 
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As only the first level backup keeps in contact with the second one, it is responsible 

for identifying a possible failure with such node. If the second backup does not reply a 
predetermined number of consecutive reports, the first backup assumes that the second one 

has failed, or that it is no longer reachable. Then, the first backup reports this situation to 
the server, which selects another client to assume the position of second level backup, and 

reports its choice to the first level one. Finally, the first backup starts to communicate with 
the new second one. 

The second level backup contacts directly its server only when identifying a 

possible failure within the first level one. It occurs when the second backup did not receive 

a predetermined number of consecutive reports. Therefore, it assumes the first backup 

failed. In this situation, the second backup assumes the first level position, and the 

addressing server selects another client to assume the role of second level backup. Figure 
3.17 illustrates the situations for triggering a backup and/or creating a new one. 

The first level backup assumes that the server failed when it does not receive replies 

to its “hello” messages anymore. To be sure about the server’s situation, the first backup 

contacts the immediately higher server in the hierarchy (see Figure 3.1) in order to confirm 

its server failure. If the higher level server confirms the detected situation, the first level 

backup assumes the server position, the second level assumes the first level backup 

position, and a client is chosen by the new server to be the second backup. Similarly, when 

the second level backup realizes that the server and the first backup can be inactive, it 

contacts a higher level server which will confirm the situation. Upon receiving a positive 

reply from the higher server, the second backup assumes the server position, and selects 
two clients for assuming its backups positions. 

When the failed server is the highest in the hierarchy of servers, the backups 

attempt to confirm the failure with all children of this failed server. Finally, in cases where 

the server and both backups failed, the immediately higher level server in the hierarchy 

identifies the situation and reclaims the control over the allocated pool of addresses to the 

failed server. 

3.4. Protocol Messages 

This section briefly describes the format of SooA messages, and the message 

exchanging between the elements above defined. 

3.4.1. Messages Format 

There are basically three types of messages: those exchanged during the 

configuration of a node; those exchanged after the configuration; and those exchanged 

between servers and backups. Table 3.1 lists all SooA messages, defining their ID, name, 

source element, destination elements, and applicability. 

The packet’s format for each one of the SooA messages may differ according to its 

carried information and its applicability. For instance, a packet that carries configuration 

for an offer message has more information than a server announcement or a hello message. 
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Table 3.1. SooA messages sorted by source element. 

ID NAME DESTINATION DESCRIPTION 

From New Nodes 

0000 REQUEST_FOR_SERVER Server or client Broadcasted message upon starting. 

0001 CONFIRMATION Server Confirmation message to accept an offer. 

0002 DENY_OFFER Server Used to refuse an offer. 

From Clients 

0100 NHOP_OFFER New node Reply to a request offering a relayed connection. 

0101 CONFIRMATION Server Confirmation to accept an offer from its own server. 

0102 ANNOUNCEMENT_REPLY Server Reply to an announcement from its own server. 

0103 CANCELLATION Server Used to cancel the lease for configuration with the 

server. 

0104 ERROR_REPORT Server Report of a detected addressing problem. 

From Servers 

0200 ANNOUNCEMENT Client Announcement for resources management. 

0201 CLIENT_OFFER New node Offer to become a client. 

0202 SERVER_OFFER New node or client Offer to become a child server. 

0203 CONFIRMATION Server Confirmation to accept a pool offer. 

0204 FINAL_CONFIRMATION New node, client or 

server 

Message to conclude any negotiation process 

pendent with the respective server. 

0205 REQUEST_FOR_POOL Father server Request for pool when running out of addresses. 

0206 POOL_OFFER Child server Offer with a pool of available addresses. 

0207 ERROR_REPLY Client Response to an error message from the client. 

0208 BACKUP_OFFER Client Offer to become a backup. 

0209 HELLO_FATHER Father server Announcement to keep the address leasing. 

0210 HELLO_CHILD Child server Reply to the child server announcement. 

0211 HELLO_BACKUP First backup Reply to the backup announcement. 

0212 ALERT_REPLY Backups Response to an alert message from the backup. 

From Backup Nodes 

0300 HELLO_SERVER Server Announcement checking the server. 

0301 REPORT Second backup Retransmission of the server reply with status and 

addressing updates. 

0302 REPORT_REPLY First backup Reply to the report received. 

0303 BACKUP_ALERT Server Message used by the first or second backups to 

alert the server about any possible failure situation 

with the backup nodes. 

 

The basic SooA packet’s format is illustrated in Figure 3.18. It is a simple packet 

that carries the necessary information for each of the protocol functionalities. The fields 
which compose the SooA packets are: 

• Message type (msg-ID): this field identifies what type of message the source 

is sending. It can assume any of the IDs defined in Table 3.1; 

• Flag (F): this flag is used in communications between server and new node, 

and between server and client. It identifies if the server-client connection is 

1-hop (F=0), or 2-hop or more (F=1); 

• Source address (src-addr): it contains the origin address of the message; 
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• Destination address (dest-addr): it contains the final destination address of 

the message; 

• Options (options): this field has many uses and variable length. For 

instance, it is used to inform the identifier of the new node in a request for 

server message, and also to carry information such as an IP address or a 

pool of addresses offered by a server. Another important use of this field is 

to carry information about addressing updates from the server to its 

backups. 

 

Figure 3.18. SooA's general packet format. 

All SooA messages assume the general packet’s format presented in Figure 3.18. 

As the field options has variable length, different messages can have different sizes due to 

the information they are carrying. A comparison example is between the hello messages 

(e.g., ID 0300) which do not have additional information in the option field, and a message 

with an offer to become a client (ID 0201) which carries the configuration information to 

the requester node. 

3.4.2. Messages Exchange 

This section has the objective of complementing what was afore presented, in the 
algorithms, by describing the process of message exchanging between the protocol 

elements. The following figures are presented considering the messages ID defined in 
Table 3.1. 

In Figure 3.19 is presented the process of message exchanging on procedures 

triggered by a new node. Figure 3.19(a) illustrates the basic procedure of request for 

server. The new node broadcasts a request for server (ID 0000) and receives a reply 

directly from an addressing server containing an offer to become a client (ID 0201). Then, 

the new node sends a confirmation message (ID 0010) and waits for the final confirmation 

from the server (ID 0204) to successfully conclude the negotiation procedure. 

Figure 3.19(b) presents the situation where the new node also broadcast a request 

for server. However, the difference is that it receives an offer to become a new addressing 
server in response to its request. The node can decide for denying this offer, consecutively, 

asking for an offer to become a client. To do so, the new node sends a deny message (ID 
0002) and waits for a new offer. Otherwise, upon accepting an offer coming from the 

server, the new node sends a confirmation (ID 0001) and waits for the server final 
confirmation (0204), which allows it to use the configuration that was provided. 
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Figure 3.19. Message exchanging starting from new nodes. 

In Figure 3.19(c) is illustrated how the negotiation for configuration works when an 

already configured node intermediates the communication between the server and the new 

node. All the messages are relayed by one or more intermediate nodes from the new node 

to the server and vice versa, until the negotiation process is concluded. 

 

Figure 3.20. Message exchanging starting from clients. 

Figure 3.20 presents the message exchanged in processes which are initiated by the 
client. In the process of Figure 3.20(a), the client sends an alert, reporting an addressing 

error that was detected by itself, to its server (ID 0104). The server, upon deciding what 
must be done in order to solve this problem, sends a reply to this report (ID 0207). In 

Figure 3.20(b) is presented the situation that a client is aware about its leaving and then 

sends a cancellation message (ID 0103) to its server, promoting a graceful departure. 

The message exchanging for processes, which are initiated by the server, are 
illustrated in Figure 3.21. When a server requests to one of its clients to become its backup 

(the first or the second level), the server sends a request for backup message (ID 0207), as 
depicted in Figure 3.21(a). The client sends a confirmation message (ID 0101) informing it 

received the request and then waits for a final confirmation (ID 0204) from the server, 
which will conclude the process. Another interaction, initiated by the server, is the 

maintenance of the leasing of addresses, shown in Figure 3.21(b). The server broadcasts an 
announcement message (ID 0200), and waits a reply from each one of its clients (ID 0102), 

confirming the intention of keeping the allocated resource. 
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Figure 3.21. Message exchanging starting from servers. 

Figure 3.21(c) presents an interaction between child and father servers when the 

former runs out of addressing resources. In this case, the child server sends a request for 

pool (ID 0205) to its father server. The father server, according to its resources availability, 

sends an offer (ID 0206) to the requester child. Then, the child sends a confirmation 

message (ID 0203) to the father server and waits for the final confirmation (ID 0204), 

concluding the process. In order to keep the relationship and the leasing for resources, the 

child keeps in touch with its father server. This procedure, illustrated in Figure 3.21(d) is 

initiated with a hello message (ID 0209) from the child server to its father, and concluded 

with a reply (ID 0210) from the father server to the same child. 

 

Figure 3.22. Message exchanging starting from backups. 

In Figure 3.22 is presented the message exchanging of procedures which are 
triggered by backup elements. As explained above, the first level backup is responsible for 

contacting the server, as well as reporting the network situation and addressing updates to 

the second level one. This process is depicted in Figure 3.22(a). The first backup sends a 

hello message (ID 0300) to its server which responds with a hello reply (ID 0210). Upon 

receiving the server reply, the first level backup retransmits the information to the second 

backup as a report message (ID 0301). Finally, the second level backup sends a report 

reply (ID 0302) to the first level one, confirming its activeness. 

In Figure 3.22(b) is illustrated the situation where one of the backups sends an alert 
message to the server or the higher server in the hierarchy. As presented above, this alert is 

used to confirm either a backup or a server failure. Upon the detection of a possible failure, 
the backup sends an alert message (ID 0303) to its server. The server, after taking the 
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proper action to solve the problem, sends an alert reply (ID 0212) containing the directions 

that the backup must take. 

3.5. Concluding Remarks 

The Self-organization of Addresses protocol is a stateful approach. This solution is 

able to work in its best when the very first node in the network is provided with a valid 

pool of addresses. Otherwise, it is better the usage of a stateless approach which is able to 

provide self-addressing issues to the nodes through some of the techniques presented in the 

Chapter 2 while a configured SooA server is not available. Theoretically, SooA is a good 

addressing solution by itself. But, associated with a stateless solution it could be even 

better for scenarios where an addressing server with a valid pool of addresses is not 

available at the first moment. Doing this association, a hybrid and independent solution can 

be provided. 

As the scope of this thesis is limited to the presentation of the SooA stateful 

approach and its functionalities, the integration with a stateless mechanism, or the self-

generation of addresses when no addressing server is available, is pointed as future 

research work. Network merging and partition are also out of this scope and are considered 

part of future work to improve the protocol robustness and integrity. Moreover, it is known 

that security issues should be considered. But, as the focus of this work is to present and 

validate the basic functionalities of the proposed addressing solution, i.e., addressing 

resources management, such considerations will be done when this work is completed, in 

order to address security to the whole protocol. 

The next sections are related to the implementation of the SooA protocol 

functionalities, presented in this chapter, as well as the validation of them through 

simulation experiments and comparison with another addressing solution. Finally, the 

results of these simulations and comparisons are discussed, providing the final conclusions 

about the research done. 



75 
 

4. EXPERIMENTS AND RESULTS ANALYSIS 
 

 

In this chapter, we present how the experiments were conducted and the parameters 
of the simulations done to evaluate and validate the performance of some addressing 

protocols. We also present and discuss the results gathered from these experiments, 
pointing out the strengths and drawbacks of each evaluated addressing protocol. The 

results presentation is divided according to the simulation parameters and the simulated 
scenarios. 

4.1. Experiments Environment and Parameters 

In this section is presented how we conducted the experiments and the parameters 

used to simulate SooA and other self-addressing approaches. The main objective was to 

simulate SooA’s basic functionalities to understand its behavior and to evaluate its 
performance. Some of the SooA’s parameters were varied and its performance was also 

compared with other addressing protocols. 

4.1.1. Simulation Environment 

All the experiments were done in a personal computer, running the operating 

system Linux, distribution Ubuntu 9.04, and kernel version 2.6 [UBU09]. The simulations 
were done in the Network Simulator version 2 (ns2) [FAL09]. All the evaluated protocols 

in this work were implemented in C++ and integrated to the ns2 simulator. The 
manipulation of the protocol’s features was possible through scripts in TCL/OTCL, which 

were also used to program the simulation scripts (as required by ns2). 

4.1.2. Implemented Protocols 

Despite SooA, we implemented and evaluated three other protocols of self-

addressing (all of them presented, in Section 2.5): Strong DAD [PER01], Prophet 

Allocation [ZHO03] and MANETconf [NES02]. We opted by implementing those three 

protocols to have at least one representative approach of each category (as presented in 

Chapter 2). Strong DAD represents the basic DAD-based stateless approach. Prophet 

Allocation represents stateful approaches that do not implement addressing tables. And 

MANETconf represents hybrid solutions with DAD procedures and distributed allocation 

tables. SooA is the only addressing solution implemented which manipulates pools of 

addresses. There is only one another protocol that implements such concept: IPAS 
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(presented in Section 2.5.2.2). However, given that this protocol protected by copyrights 

and a patent, due to legally restrictions its implementation was not possible. 

All evaluated protocols were implemented in C++ and integrated to the ns2 

simulator. Our main goal was to analyze and validate the procedures of addressing 

resources allocation executed by each protocol, i.e., to find out how reliable they are when 

performing such tasks and, if applicable, maintaining the addressing integrity without 

compromising network operation. Therefore, considering only resources allocation and 

maintenance procedures, some protocols were not entirely implemented. 

For SooA, we implemented the addressing resources allocation and maintenance. 

This means that it was implemented the relation between servers and clients, and also 

between father and child servers. However, as we did not consider failure situations in the 

network, neither the module of backups nor the address pools retrieving were 

implemented. Considering this fact, the performance of SooA was analyzed regardless the 

traffic generated by these operations as well as the delay that they may cause in the 

protocol’s operation. The evaluation of these advanced functionalities of SooA is planned 

as future work, therefore apart from the scope of this work. 

Regarding the Prophet Allocation protocol, we implemented the module of address 

assignment and addressing maintenance. Due to the lack of information in the references 
where this protocol was proposed, we did not implement the DAD procedure (i.e., conflict 

detection and correction module). The procedures to support network merging and 

partitioning were not implemented as well due to the fact that such situations were not 

considered in these first experiments. 

It was implemented the addresses allocation procedure of MANETconf. As well as 

with Prophet Allocation, given that network merging and partitioning were not simulated 
in these experiments, the modules of MANETconf that deal with these situations were not 

implemented. Finally, the protocol Strong DAD was entirely implemented, since it is 
composed only by a single module which is the broadcast-based DAD procedure. 

4.1.3. Simulation Scenarios 

SooA and the other implemented protocols were submitted to two different 

situations in the simulations. They were tested and evaluated in both static and dynamic 

scenarios. These two scenarios were chosen because we intended to analyze the protocols 

behavior in different networking situations, where the static scenario represented a more 

controlled environment and the dynamic one representing a scenario where nodes have 

more freedom. In these first experiments, the difference of dynamicity level between the 

two scenarios is that in the first one the nodes were initiated following a predetermined 

order and position, and in the second one the nodes were randomly positioned in the 

simulation area. 

The Scenario A, with a controlled topology, is composed by 100 stationary nodes, 

placed in predetermined positions defined by (x,y), forming a grid-topology. Given that we 
opted for deploying 100 nodes in Scenario A, and that the transmission range of each node 

is 200m (radium), the total simulation area of this scenario is 2000m
2
. Figure 4.1 illustrates 

the nodes (x,y) positions in the grid-topology. Also in Figure 4.1, the number attributed to 

each node represents its initialization order, from node 0 (the first node) to node 99 (the 
last node), totalizing 100 nodes. This type of scenario is also described and used in other 

works such as [ROB07], and is also called as squared-baseline-grid-topology. Moreover, 

depending on their respective positions in the grid-topology, nodes can have a minimum of 
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two orthogonal connections (i.e., two 1-hop neighbors) and a maximum of four orthogonal 

connections (i.e., four 1-hop neighbors). 

 

Figure 4.1. Scenario A: nodes positioning in a grid-format and controlled topology. 

The dynamic scenario, named Scenario B, is composed by 50 nodes. Although the 
transmission range of nodes is the same, given that we opted for a smaller number of nodes 

than in Scenario A, the simulation area was also smaller in the second scenario: 500m
2
. 

Differently from the Scenario A, the topology is uncontrolled in Scenario B and because of 

that the protocols were evaluated under more dynamic situations, even not considering 

nodes mobility in these first experiments. Due to the random positioning, in the second 

scenario nodes do not have a defined minimum or maximum number of neighbors. 

A summary of the general parameters for both Scenario A and Scenario B are 

presented in Table 4.1. It is important to state that it was not simulated situations of nodes 
departure because it was intended to evaluate the address uniqueness in increasing 

networks. Therefore, if nodes left the network, the uniqueness analysis would be 
compromised. 
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Table 4.1. Summary of simulation parameter for Scenario A and B. 

Parameter Scenario A Scenario B 

Simulation area 2000m
2
 500m

2
 

Simulation time 4000 seconds 2000 seconds 

Simulation rounds 1 round 50 rounds 

Number of nodes 100 nodes 50 nodes 

Nodes arrival rate 5s, 10s, 15s, 20s, 25s and 30s 

Addressing space 100%, 200%, 300%, 400% and 500% 

Number of servers (for SooA only) 1 to 5 servers 1 server 

MAC protocol 802.11 

 

4.1.4. Evaluation Metrics 

To evaluate the performance and behavior of the implemented protocols under the 

circumstances of the previously described scenarios, we considered the following metrics: 

• Control overhead: the traffic generated by the protocol to execute 

addressing and resources management procedures. We considered the 

overhead in packet and bytes (packets size). For the protocols Strong DAD 

and MANETconf, the control overhead is related to the traffic generated and 
transmitted until the last node configuration. It is because for these 

protocols, the operation ended when the last node got configured. 
Differently, for Prophet Allocation and SooA, the control overhead 

considered the traffic generated during all the simulation time (i.e., 4000 
seconds in Scenario A and 2000 seconds in Scenario B). Even configuring 

all nodes, these two protocols performed resources post-allocation 
management; 

• Configuration delay: the average time a node needed to get configured with 

a supposed valid and unique address. This means the difference between the 

time the node got configured and the time it started in the network; 

• Address conflicts: the total number of address conflicts at the end of the 

simulation. We considered the detected and resolved conflicts as well as the 

not detected and unresolved ones. This metric was only applicable for the 

solutions which implement self-generation of address and/or DAD 

procedures. It is because, as already explained in Chapter 2, stateless 

solutions are more likely to generate address conflicts since they usually do 

not implement post-allocation management. Stateful approaches hardly ever 

generate address conflicts due to the fact that they keep information 

regarding the addresses state; and 

• Configuration failures: the total number of nodes that did not get configured 

until the end of the simulation time. This metric is applicable to the 

protocols where a starting node depends on other nodes to be configured. 

Any protocol that implements the concepts of initiator nodes or addressing 

servers (or addressing authorities) are likely to fail when configuring a new 

node due to connection problems or limited addressing resources. 
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The results regarding Scenario A were gathered from a single simulation round for 

each evaluated protocol, given that the static nature of the network implies that every time 
the simulation is executed the same outcome is generated. Differently, in Scenario B, the 

results represent the average of 50 rounds of simulation for each protocol (this metric is 
explained next in Section 4.1.5). Given that in Scenario B the nodes are randomly 

positioned in the simulation area, it is necessary the execution of more than one simulation 
round, to ensure the results reliability. More information about the statistical considerations 

for Scenario B is given in the next section. 

4.1.5. Statistical Considerations 

For Scenario A we collected the data for the protocols analysis only from one round 

of simulation for each evaluated protocol. Due to its static nature, with stationary nodes 

and links, every time a simulation is executed, independently of the protocol’s addressing 

algorithm, the same outcome is obtained and, consequently, it is not necessary to execute 

more than one simulation round. It is important to state that the outcome is always the 

same even for those protocols that implement random address selection, due to problems 

regarding the nature of Random Number Generator functions, as already explained in 

Section 2.5.1. 

Otherwise, due to its dynamic characteristics, for Scenario B it was necessary the 

execution of more simulation rounds (i.e., repetitions) in order to ensure a higher reliability 

of the gathered results. To calculate the number of simulation rounds necessary to 

guarantee data consistency, we used the equation (5), as defined in [JAI91], where n is the 

necessary number of observations (i.e., simulation rounds), z is the confidence interval, s is 

the sample standard deviation, r is the required accuracy, and χ  is the sample mean. 
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In our experiments for Scenario B, we obtained the mean and the standard deviation 

from a sample of 10 simulation rounds for each protocol, and considered a confidence 
interval of 90% and an accuracy of 10%. The number of needed observations was 

calculated for all metrics that we intended to analyze within each implemented protocol 
(i.e., the number of sent and received packets, the number of sent and received bytes, and 

the configuration delay). 

At the end of this phase, it was achieved that the higher number of simulation 

rounds that should be executed to ensure data reliability, among all considered metrics, 

was 41 rounds. In order to ensure data consistency, we opted by executing 50 simulation 

rounds for each protocol in Scenario B. 

4.2. Network Scalability 

In the first experiments we varied the number of nodes in the network to evaluate 

the protocols behavior and performance when facing network growth. In this phase, we 

simulated SooA with one and with two servers to evaluate its general behavior and how it 

might be improved distributing addressing decisions load. The simulation parameters of 

these experiments are presented in Table 4.2 for both Scenario A and Scenario B. In this 

experiment, considering Scenario A, we only simulated SooA with one and two servers, to 
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illustrate the difference in its behavior and performance. A deeper evaluation over servers 

variation is presented in Section 4.4. The first server was positioned in the node 0 and the 
second server was positioned in node 12 (see Figure 4.1). We opted by node 12 because 

after analyzing the traffic pattern of SooA when operating with one server, it was identified 
that node 12 forwarded many connections to the server on behalf of other nodes and, 

therefore, it is a good candidate to become an addressing server given that it will assume 
those nodes as its own clients, sharing the addressing workload with the first server. 

Table 4.2. Summary of paramenters for Network Scalability simulations. 

Parameter Scenario A Scenario B 

Number of nodes 100 50 

Nodes arrival rate 30s 

Addressing space 256 addresses 

Number of SooA servers 1 to 2 servers 1 server 

 

The graphics in Figure 4.2 illustrate the performance of the evaluated protocols in 
Scenario A (stationary nodes in a grid topology). Figure 4.2(a) and 4.2(b) shows us the 

number of packets generated and transmitted by each protocol. The traffic generated by 

MANETconf is the highest among all evaluated protocols. It is due to its DAD procedure, 

where for each configuration, the network is flooded with request messages and a reply 

from all configured nodes is required. Moreover, another drawback of MANETconf is the 

traffic generated by the synchronization of local allocation tables, which is also done 

through broadcast procedures. Consequently, for MANETconf, the total number of 

received packets by the nodes is also the highest at the end of 100 configurations. 

As illustrated in Figure 4.2(a) and 4.2(b), Strong DAD also has a high number of 

received packets resulted from the broadcast based DAD implemented by this protocol. 
Although, differently from MANETconf, Strong DAD does not requires reply to every 

request sent in its DAD procedure. Only nodes with duplicate address will reply the DAD 

request in Strong DAD, what reduces the amount of information necessary by the protocol. 

Prophet Allocation has its messages being transmitted mostly during addressing 
maintenance process, i.e., the periodically hello messages (which was set to every 10 

seconds in this experiments). Given that the address assignment process in Prophet 
Allocation is a simple 2-message exchange between nodes, it does not generate a high 

traffic overhead. The increasing traffic for this protocol is because the more nodes are 
configured the bigger is the number of announcements sent and received. 

SooA generated and transmitted a low number of packets (both sent and received 

packets) when compared to the other simulated protocols because its operations are mostly 

done by unicast message exchange. In addition, it decreased the number of transmitted 

packets when operating with two servers. 

Figure 4.2(c) and 4.2(d) shows the traffic generated and transmitted by the 

protocols in number bytes. Prophet Allocation and SooA, with one and two servers, 

transmitted a much lower number of bytes than Strong DAD and MANETconf. It is 

because, as abovementioned, SooA has its functionalities based on unicast messages 

exchange, and the broadcast messages of Prophet Allocation are not retransmitted by the 

source’s 1-hop neighbors. 
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4.2. Scalability in Scenario A: (a) sent packets; (b) received packets; (c) sent bytes; (d) received 

bytes; (e) total overhead in packets; and (f) total overhead in bytes. 

Otherwise, MANETconf and Strong DAD generated a very high traffic in the 
network. Since the evaluated solutions are independent from routing protocols, they need 

to execute proper routing to distribute probing information when necessary. This way, in 
order to the nodes be able to reply broadcasted messages, a backward path must be kept 

within the information sent in each packet. Consequently, the overload in bytes increases 
according to the network diameter. 

As illustrated in the graphics of Figure 4.2(e) and 4.2(f), at the end of the simulation 

(4000 seconds in Scenario A), we can observe that the protocols Strong DAD and 

MANETconf have a high overhead in packets and in bytes, calculated as explained in 
Chapter 4. It is important to note that these two protocols operated only during the period 

of nodes configuration. This means that after nodes configuration, the protocols stopped 
their operation and did not generated more traffic. Therefore, Strong DAD effectively 

operated for ~2990 seconds, and MANETconf for ~2978 seconds. 
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Otherwise, SooA and Prophet Allocation worked during all the simulation period, 

i.e., 4000 seconds, due to the post-allocation management of addressing resources. 
Considering this difference, we can state that these protocols had a better performance than 

the former ones since they had a lower overhead even with a higher operation time. In 
Figure 4.2(e) and 4.2(f) we can observe how the deployment of a second server influenced 

a better performance of SooA, since nodes were able to reach a server with less number of 
hops. In the same graphic, we can also notice how the broadcasted announcements of 

prophet increase drastically the number of received information during the post-allocation 
operation. Moreover, the traffic generated by Prophet Allocation would be significantly 

increased if the DAD procedure was implemented. 

 

Figure 4.3. Scalability in Scenario A: (a) configuration delay; and (b) last configuration. 

The graphic in Figure 4.3(a) illustrates the delay to configure nodes for each 

evaluated protocol. Strong DAD has the highest delay due to the execution of three DAD 

rounds. Since each DAD round lasts 5 seconds, the protocol reached an average of ~15 

seconds of configuration delay. Prophet Allocation is the fastest protocol to configure a 

node. Since this protocol executes only a 2-message exchange to configure a node, its 

average delay was ~0.25 seconds (not considering the very first node). However, as 

abovementioned, Prophet Allocation operated only address assignment and its DAD 

procedure is not part of this experiment. Considering that the protocol should periodically 

execute a DAD procedure, and also considering that the implemented DAD was the Strong 
DAD algorithm (presented in Section 2.5.1.1), the configuration delay of Prophet 

Allocation would be increased in at least ~5 seconds, which is the average for a Pure DAD 
execution round. 

SooA when operating with one server configured the nodes with an average of ~6 

seconds. The increasing line for SooA, in the graphic of Figure 4.3(a), illustrates how the 

nodes which are more distant from the server need more time to be configured. However, 

when the second server was deployed in the network, at node 12, the average delay was 

significantly reduced and the slope angle to the X axis for the configuration delay line was 

reduced. Consequently, the average delay was also reduced to ~4 seconds. 

MANETconf also presented good values concerning the configuration delay. Since 

MANETconf implements local allocation tables, the DAD procedure executed is not 

exhaustive as the one executed by Strong DAD. MANETconf only executes DAD once, 

and then assigns the address to the new node. Therefore, the average configuration delay of 

this protocol was ~5 seconds, which is ~10 seconds, or two DAD rounds less than Strong 

DAD. 
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Figure 4.4. Scalability in Scenario B: (a) sent packets; (b) received packets; (c) sent bytes; (d) 

received bytes; (e) total overhead in packets; and (f) total overhead in bytes. 

The values of traffic in number of packets and bytes and the overhead generated by 
the protocols in Scenario B are illustrated in the graphics of Figure 4.4. In this experiment, 

SooA was simulated only with one server positioned at the node 0 (zero). The protocols 
Strong DAD and MANETconf presented a similar performance than in the Scenario A. 

However, since the second scenario has a lower number of nodes, and a node can have 
more than four neighbors, the broadcast-based operation of these two protocols did not 

generate a much higher overhead. It can be explained by the controlled broadcast flooding 

implemented by Strong DAD and MANETconf where, basically, nodes do not retransmit 

more than once the same received message. Moreover, the performance of Prophet 

Allocation was also influenced by the bigger number of neighbors. The periodical 

announcement of Prophet Allocation resulted in a much higher number of received packets 

and bytes. 
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Even operating with only one server, SooA presented the best performance of all 

protocols considering the overhead in Scenario B. Due to the unicast message exchange 
implemented by SooA, the number of sent/received packet and bytes is lower than the 

other protocols. The better performance of SooA is also explained by the lower number of 
nodes and the more restricted area used in Scenario B, which reduced the number of 

relayed connections since in more concentrated networks the addressing server is closer to 
all other nodes. 

In Figure 4.4(e) and 4.4(f) we can observe again the better performance of SooA. 

Although Strong DAD and MANETconf generated a control overhead similar to SooA in 

number of packets and bytes, these two protocols only operated during the nodes 

configuration. Strong DAD worked in the network for ~1486 seconds and MANETconf for 

~1473 seconds. Differently, SooA and Prophet Allocation operated in the network during 
the entire simulation period (2000 seconds), indicating that SooA had a lower influence 

over the network operation even working during a higher period of time. 

 

Figure 4.5. Scalability in Scenario B: (a) configuration delay; and (b) last configuration. 

Figure 4.5(a) illustrates the configuration delay of each protocol in Scenario B. 
Strong DAD kept the same delay than in Scenario A due to the 3-turn DAD procedure, as 

explained above. MANETconf also kept a similar average for configuration: ~5 seconds. 

Prophet Allocation presented a smooth increase in the average configuration delay. It is 

because that the first nodes randomly positioned in the network are distant from each other, 

i.e., out of each other ranges. Consequently, the isolated nodes need to wait for other nodes 

being configured and then be able to reach an initiator in the network. Despite this 

increase, Prophet Allocation still presented the best results of configuration delay. 

Among all protocols, SooA presented a significant improvement in the 
configuration delay. The first nodes, due to the same reason of isolation explained above, 

had a higher configuration delay. However, from 10 configured nodes in the network, any 
starting node would be able to reach the server and get configured faster than in Scenario 

A. This way, the average configuration delay for SooA is ~3.5 seconds. 

4.3. Protocols’ Traffic Pattern 

In the last section the total overhead generated by the simulated protocols was 

presented. However, only the total values are not enough to predict if the protocols 
functionality is satisfactory. Therefore, in this section we present the traffic pattern for 
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each of the protocols. The data is the same collected in the simulations of Section 4.2, 

therefore, the information presented in Table 4.2 is also applicable in this section. 

In the graphics of Figure 4.6 we can observe how the control messages are 

distributed among the network nodes during the protocols operation. Each point in the 

grids of Figure 4.6 corresponds to a node and its position in Scenario A. The axis X and Y 

define the node’s position (x,y), and the axis Z represents the amount of received bytes by 

each node. 

In Figure 4.6(a) is illustrated the traffic distribution for SooA when operating with a 
single server at node 0 (zero). It is clear how the protocol centralizes the traffic in the 

region around the server. It is also easy to identify the nodes that assumed relay positions 

forwarding the traffic between other nodes and the server. The other nodes, which did not 

assume any functionality, i.e., they were only clients, have a very low traffic overhead. 

Moreover, as already mentioned the traffic values of SooA reflect its total operation time, 

which lasted 4000 seconds in the Scenario A, since SooA worked during the entire 

simulation period. 

The traffic pattern for SooA with two servers can be visualized in Figure 4.6(b). In 
this case, the second server was deployed in the node 12 (twelve). We opted by the node 

12 because we identified that this node relayed a significant number of connections 
between the server and other nodes when SooA was simulated with only one addressing 

server. Once again, we can observe the centralization of most traffic around the servers, 

and we can also identify the nodes that worked as relay. Comparing with the traffic in 

Figure 4.6(a), the deployment of the second server decreased the overall overhead. The 

first server (node 0) had its amount of received bytes reduced from ~10000 to ~2800 bytes. 

Consequently, the nodes that worked as relay from other clients to the first server also had 

their overhead reduced. Of course, since node 12 operated as a server, its traffic overhead 

increased, and the overhead of nodes around it. But even with this increase, the total traffic 

overhead for SooA with two servers was lower than when operating with one server (as 

presented in the last section). 

Broadcast-based mechanisms have a very different traffic pattern. In Figure 4.6(c) 

is illustrated the traffic distribution of Strong DAD. In this graphic we can observe the 

distribution of flooding traffic implemented by this protocol to probe addresses. The nodes 

that generated more traffic in the network are those which initiated earlier in the network, 

since they had to forward more addressing discovery messages during their operation. 

While the first nodes had an overhead of ~17000 bytes, the last nodes received less than 10 

bytes. The traffic of Strong DAD was entirely generated during the nodes configuration 

time only, since after the configuration of all nodes no more messages are transmitted to 

keep addresses allocation state updated. 

Prophet Allocation, despite the address assignment procedure, makes the periodic 
broadcast announcement, which is used, for example, to handle situations of networks 

merging and/or partitioning. It contributes to the high and invasive traffic as we can see in 

the graphic of Figure 4.6(d). However, since the broadcast messages are only used in the 

announcement procedure, the traffic generated by Prophet Allocation is much lower than, 

for example, Strong DAD. Moreover, the corner and border nodes have a lower overhead 

of received bytes because they have fewer neighbors than the middle nodes. 
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Figure 4.6. Traffic pattern of received bytes in Scenario A. 

As a hybrid approach, the protocol MANETconf implements broadcast-based DAD 

procedure. Differently from Strong DAD, it executes only one DAD turn. But the main 

drawback of this solution is that it requires all nodes to reply the DAD requests. In 

addition, it also implements a flooding-based procedure for allocation tables’ 
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synchronization, which contributes to the high overhead, as we can observe in Figure 

4.6(e). As well as Strong DAD, MANETconf operates only during the nodes configuration 
phase and, consequently, the last nodes have a very low traffic overhead. Due to the 

reduced number of neighbors of the corner and border nodes, the number of received bytes 
of these nodes is lower than the ones positioned in the middle of the grid. 

By the analysis of the traffic pattern of the simulated protocols, we can state that 

SooA is the less invasive protocol due to the mostly unicast operation. Protocols with 

broadcast-based functionality both for address allocation or maintenance, tends to spread 

high overhead to all nodes within the network. Moreover, we can also conclude that the 

deployment of more servers does help SooA to improve its performance. Supporting this 

statement, the next section presents an analysis over the deployment of more addressing 

servers with SooA in the Scenario A. 

4.4. Optimized Allocation of Addressing Servers 

In this section we present the results regarding the evaluation of SooA when 

varying the number of servers. Although these results are the first step for designing a 

solution for servers’ allocation, such mechanism is not part of the scope in this thesis. Our 

objective was to evaluate SooA’s behavior when increasing the number of addressing 

servers, and to validate the statement that we can improve the protocol’s performance by 

doing so. 

 

Figure 4.7. Allocation of servers in Scenario A. 

We varied the number of servers from 1 to 5 using Scenario A, and their positions 

were enforced. We opted by the nodes 0, 12, 36, 42 and 48 for being, respectively, the 

servers 1, 2, 3, 4 and 5. It is because each of these nodes forwarded a significant number of 
connections when operating as a client and, therefore, where considered as key-positions 

for creating a server in the simulated scenario. Figure 4.7 presents the nodes in which we 
deployed SooA addressing servers (according to nodes’ positions in Scenario A, as 

presented in Chapter 4). The simulation parameters in these experiments, except the 
number of SooA servers, are the same presented in Table 4.2, in Section 4.2. 

The graphics in Figure 4.8 shows SooA’s performance improvement in scalability 

when deploying more servers. At the end of nodes configuration, the traffic overhead in 

bytes, presented in Figure 4.8(a) and 4.8(b), is reduced approximately by half with two 

servers, if compared to the results with one server. This is the biggest improvement on the 
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protocol’s performance. When deploying more servers the protocol still performs better, 

though more discretely. 

 

Figure 4.8. Variation of servers in Scenario A: (a) sent bytes; (b) received bytes; and (c) total 

overhead in bytes. 

In Figure 4.8(c) we can observe the difference of the total overhead generated by 

the protocol during the simulation period (i.e., not considering only the nodes 

configuration phase). In the simulated scenario the performance overhead was significantly 
improved until four addressing servers. When deploying the fifth server, the protocol 

behaved the same way than with four servers. The fifth deployed server did not assume 
much responsibility over addressing of new nodes. Due to this reason, the fifth server did 

not make a significant difference in the traffic pattern (as illustrated next, in Figure 4.10). 

Figure 4.9(a) illustrates the configuration delay per node with the different number 

of servers for SooA. Again we can notice that the major improvement is from one to two 

addressing servers. The protocol’s performance also is better with more deployed servers, 

but not too significantly. At the end of the simulation, the configuration delay of the last 

node for SooA with one server is approximately reduced by half when operating with five 

servers. It can also be visualized in the curvature of the graphic in Figure 4.9(b). The 
average configuration delays with one and five servers are, respectively, ~9.5 and 4.1 

seconds. 
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Figure 4.9. Variation of servers in Scenario A: (a) configuration delay per node; and (b) average 

configuration delay. 

4.4.1. SooA Traffic Pattern 

As well as done to evaluate the protocols in the previous sections, we also 

considered the analysis of SooA’s traffic pattern when operating with different number of 
servers. Figure 4.10 presents the different behavior of SooA, concerning the traffic 

overhead of received bytes per node, when operating with more addressing servers. 

The traffic pattern of SooA with one and two servers is presented, respectively, in 

Figure 4.10(a) and 4.10(b). As also presented in Section 4.3, we can easily identify the 

concentration of traffic around the servers, and also notice the reduced traffic overhead 

when operating with two servers. 

In the graphics of Figure 4.10(c) and 4.10(d), it is also easy to identify the servers’ 

positions due to the traffic centralization. With more servers in the network, the number of 

clients that work relaying communication between n-hop clients and addressing servers 

also increases. This means that the total traffic overhead is spread among more clients, 

which reduce the average overhead per node. In addition, as above presented, with more 

servers the total traffic overhead is also decreased. Therefore, the traffic overhead is lower 

with more servers and it is also spread among more nodes within the network, reducing the 

influence of addressing traffic over the network. 

In Figure 4.10(e) it is a little more difficult to identify the fifth server in the 

network. As above mentioned, the deployment of the fifth server did not considerably 
improve the protocol’s performance. This last server, deployed in the node 48, did not 

assume as many clients as the other ones. Consequently, it basically improved the 

performance of neighboring nodes. 

In this section we presented the improvement in the SooA’s performance and traffic 
overhead distribution by deploying more addressing servers within the network. Since the 

deployment of servers was enforced, we did not consider an allocation algorithm. It is out 
of this thesis scope and it is planned as future work due to the complexity of creating such 

mechanism. In addition, since we also intend this solution to operate in more dynamic 
scenarios, we do consider testing the servers’ allocation procedure in experiments which 

simulate these scenarios. The results presented above were the first step in the process of 
designing and implementing the servers’ allocation procedure. 
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Figure 4.10. Traffic pattern of SooA in Scenario A when varying the number of servers. 
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4.5. Nodes Arrival Rate 

With the objective of testing the implemented protocols in different situations, we 

decided to vary some of the simulation parameters. In this section we present the results of 

the protocols performance when varying the nodes arrival rate. The arrival rate is a 

predetermined period of time between each node deployment. We varied the arrival rate 

every 5 seconds, from 5 to 30, in both Scenario A and Scenario B. Table 4.3 summarizes 

the simulation parameters in these experiments. 

Table 4.3. Summary of parameters for Nodes Arrival Rate simulations. 

Parameter Scenario A Scenario B 

Number of nodes 100 50 

Nodes arrival rate 5s, 10s, 15s, 20s, 25s and 30s 

Addressing space 256 addresses 

Number of SooA servers 1 to 2 servers 1 server 

 

As we can observe in the graphics of Figure 4.11(a) and 4.11(b), the variation in the 

nodes arrival rate did not influence the performance of the protocols regarding the traffic 

overhead in Scenario A. All the protocols kept their average values as presented before, in 

Section 4.2. 

 

Figure 4.11. Arrival rate in Scenario A: (a) sent bytes; (b) received bytes; and (c) configuration 

delay. 

There is only a detached situation with MANETconf regarding the difference 

between the arrival rates of 5 seconds and 10 seconds. However, we did not identify any 

situation that could be pointed as the responsible for such behavior. The most reasonable 
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explanation to this situation lies in the conflict detection and correction. This means that, in 

the simulation with arrival rate with 5 seconds the number of conflicts was higher than in 
the other ones. Consequently, the traffic generated to correct these problems increased the 

total overhead of the protocol. The influence of address conflicts in the protocols’ 
performance is presented in more details in Section 4.6. 

The average configuration delay did not significantly change as well. As we can 

observe in Figure 4.11(c), Prophet Allocation and Strong DAD kept their configuration 

average similar to the values previously presented. MANETconf had a higher average 

delay to configure the nodes with arrival rate set to 5 seconds due to the number of 

conflicts and the needy for nodes reconfiguration, as explained above. 

In this experiment, SooA presented a more irregular delay average, as illustrated in 

Figure 4.11(c). In both cases, with one or two servers, the average delay was higher when 

the nodes arrival rate was 5 seconds. It is explained due to the average configuration delay 

a node takes to be configured when operating SooA. To configure a 1-hop client, it is 

necessary at least one server in the range of the starting node. Otherwise, to configure an n-

hop client, it is necessary at least one 1-hop client already configured. 

When a node operating SooA starts, it tries to locate a server by broadcasting a 

request message. The node waits for a predetermined period of time and, if no reply is 
obtained, it retransmits the request. This request procedure is executed by a predefined 

number of retries, as previously explained in Chapter 3. 

The predefined period of time that the new node waits for a server’s reply directly 

influences the node’s configuration delay. With a deeper evaluation on the configuration 
delay properties and behavior, it is possible to come up with a function to estimate the 

average configuration delay. This function must consider at least: the distance from the 
new node to the server, i.e., the number of hops; the waiting time between the requests for 

server retries; and the jitter imposed by the network traffic. 

Considering the arguments above discussed, we can state that the configuration 

delay with arrival rate of 5 seconds is higher due to the number of requests retransmissions. 

The period of 5 seconds is not sufficient to a node be configured and prepared to relay the 

connection of the next node that will start. Consequently, n-hop nodes needed to transmit 

at least two requests in order to be offered with a relayed connection to a server. In the 

other situations, with arrival rate of 10 seconds or more, the nodes had enough time to 
contact a server and get configured with an address before the next node be started. 

The average configuration delay for SooA with one server was ~13 seconds when 

the arrival rate was set to 5 seconds. Upon increasing the arrival rate, the average delay 

assumed an average of ~10 seconds. Similarly, when operating with two servers, the 

average delay was ~12 seconds with arrival rate of 5 seconds and decreased to ~6 seconds 

when the arrival rate time was higher. 

We can also obverse in Figure 4.11(c) that for SooA with one or two servers, there 

was a loss in the protocol’s performance when the arrival rate was set to 25 seconds. It is 

because in this particularly case, the arrival rate of nodes coincided with the server 

announcement period. The higher delay is consequence of the jitter caused by the network 

traffic when the nodes were forwarding the server announcement and also replying to it. 

We also varied the nodes arrival rate in Scenario B to analyze the protocols’ 
behavior in a more dynamic topology. The graphics of Figure 4.12(a) and 4.12(b) illustrate 

the average of the total overhead of the protocols in number of bytes. The overhead of the 
broadcast-based protocols, i.e., Strong DAD and MANETconf, are the highest ones. 
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The traffic generated by Prophet Allocation is the one that more reacted to the 

changes in the nodes arrival rate. The average number of received bytes decreases when 
increasing the arrival rate. It is due to the periodic announcements done by all configured 

nodes. Considering that Prophet Allocation operates during the entire simulation period, 
when the arrival rate was set to 5 seconds, the nodes got configured earlier and, 

consequently, started their periodic announcement earlier. When the arrival rate was 
higher, nodes took more time to get configured and then started their announcement 

procedure later. Therefore, the number of announcements done in the network is higher 
with arrival rate of 5 seconds and lower with arrival rate of 30 seconds. 

 

Figure 4.12. Arrival rate in Scenario B: (a) sent bytes; (b) received bytes; and (c) configuration 

delay. 

SooA had the best performance regarding the overhead in Scenario B. The average 

of total overhead did not significantly range upon changing the nodes arrival rate. SooA’s 
overhead is even lower than in the Scenario A. It is due to the lower number of nodes. But, 

the random positioning of nodes also contributed to the reduced overhead, once the server 

had no limited number of neighbors, allowing more nodes to be directly connected with the 

server and reducing the overhead and the time necessary to configure them. 

The average configuration delay of the protocols can be visualized in Figure 

4.12(c). All the protocols kept their regular average delay, as already presented in the 
previous sections. Strong DAD had an average of 15 seconds due to the 3-turn DAD 

procedure. Prophet Allocation with its simple request-attribution procedure reached a very 
low average configuration delay. SooA was simulated only with a single server, but it 

reached an average delay of ~5 seconds for all variations of arrival rate. This is due to the 
reduced number of nodes in the network and also to the probably lower distance between 

clients and the addressing server. 
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The results discussed in this section show us that, in most cases, the simulated 

protocols do not have their functionality compromised by the different nodes arrival rates, 
at least considering the interval varied. The only concern about SooA is that when the 

arrival rate is a very short period of time, the nodes may not have time enough to get 
configured in order to assume relay positions to other nodes in the network and, 

consequently, the protocol’s performance may be jeopardized. 

4.6. Addressing Space 

In this last phase of our experiments, we varied the addressing space. This means 

that the protocols were simulated with different amounts of addresses available for 

assignments. A summary of the simulation parameters in these experiments is presented in 

Table 4.4. 

Table 4.4. Summary of parameters for Addressing Space simulations. 

Parameter Scenario A Scenario B 

Number of nodes 100 50 

Nodes arrival rate 30s 

Addressing space 100%, 200%, 300%, 400% and 500% 

Number of SooA servers 1 to 2 servers 1 server 

 

With these simulations, our goal was to evaluate the protocols performance when 

operating with reduced resources. Theoretically, stateless solutions which implement 
random selection of addresses may have problems with limited resources. Otherwise, 

stateful solutions may not face problems with it when the resources’ tracking is properly 
implemented. In this experiment the addressing space was varied from 100% to 500% of 

available addresses. Table 4.5 presents the number of addresses that such variation 
represents for each of the simulated scenarios. 

Table 4.5. Variation in the amount of available addresses in Scenario A and B. 

Variation 
Amount of available addresses for assignments 

Scenario A (100 nodes) Scenario B (50 nodes) 

100% 100 50 

200% 200 100 

300% 300 150 

400% 400 200 

500% 500 250 

 

As illustrated in the graphics of Figure 4.13(a) and 4.13(b), for Scenario A, in 

general the traffic overhead generated by the protocols was not injured by the variation in 
the addressing space. The traffic for MANETconf kept the same pattern identified in the 

previous discussed results. Prophet Allocation also maintained the same behavior by 
receiving approximately twice the amount of sent bytes due to the periodic broadcasted 

announcement. In addition, from the values of SooA we can reaffirm that the protocol have 

its performance improved by the deployment of the second server. 
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Figure 4.13. Addressing space in Scenario A: (a) sent bytes; (b) received bytes; (c) configuration 

delay; and (d) configuration delay per node with addressing space of 100%. 

The only distortion we can observe in Figure 4.13(a) and 4.13(b) is related to the 

performance of Strong DAD when the addressing space was set to 100%. The reduced 

performance of Strong DAD is due to the fact that the lower is the addressing space the 

higher is the probability of conflicts. Moreover, since Strong DAD does not implement a 

simple random selection of address the more the number of nodes started in the network 
the higher the number of conflict occurrences. 

MANETconf also generated conflicts in these simulations. However, this protocol 

is able to detect the conflicts locally, through the allocation tables which exist in each 

node. Therefore, only a small percentage of conflicts are detected by DAD which reflects 

in a lower traffic for reconfiguration. On the other hand, Strong DAD does not have local 

mechanisms to detect address conflicts. It means that the conflict detection will occur after 

the execution of DAD procedure, which floods the network with broadcasted requests. 

Consequently, the exceeding traffic overhead for Strong DAD when operating with 100% 

of addresses is due to the reconfiguration of conflicting information. 

As depicted in Figure 4.13(c), considering the results already discussed, the average 

configuration delay was also maintained within the normal pattern when simulated with 

varied addressing spaces. Again, due to the above explained reasons, only Strong DAD 

faced more difficulties with a reduced range of addresses. The average configuration delay 

of Strong DAD, with 100% of addresses, was increased in more than 260%, shifting from 

the average of ~15 seconds to ~40 seconds. 

Moreover, in Figure 4.13(d), we can visualize that the reduced addressing space 
injures Strong DAD’s performance when it approaches the end of its operation, i.e., during 

the configuration of the last nodes. It is clear that the more nodes already configured in the 

network the lower is the amount of available addresses for further allocation. 
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Consequently, the probability of selecting an already allocated address for configuring the 

last nodes is very high and more conflicts may be detected in this phase of the network 
operation. 

 

Figure 4.14. Addressing space in Scenario B: (a) sent bytes; (b) received bytes; (c) configuration 

delay; and (d) configuration delay with addressing space of 100%. 

As well as in Scenario A, all protocols did not experiment any changes on varying 

the addressing space in Scenario B. The traffic overhead with different addressing spaces 
can be visualized in the graphics of Figure 4.14(a) and 4.14(b). Once again, the 

performance of Strong DAD with an addressing space of 100% it the only different 
behavior we can identify in the protocols’ overhead. The reason of this behavior is the 

same than above explained: the number of address conflicts. The reduced addressing space 
inflicted a higher number of conflicts, and the traffic was intensified in order to solve such 

inconsistencies. 

Also in the average configuration delay was not influenced by the number of 

available addresses, as illustrated in Figure 4.14(c). Although, the main difference between 

Scenario A and Scenario B in this experiment is related to the average configuration delay. 

Strong DAD, despite generating more traffic with addressing space of 100%, the delay 
kept the protocol’s average: ~15 seconds. It is due to the shorter network’s diameter. This 

way, the new node receives the negative replies for duplicate address earlier and reinitiates 
the DAD procedure with a short delay. Consequently, the average delay is lower when 

compared to Scenario A. 

In the graphic of Figure 4.14(d) we can observe the behavior on the average 

configuration delay of the protocols with addressing space of 100%. Prophet Allocation 

and SooA present a decreasing delay. The higher delay in the beginning of the simulation 

is because the few nodes were isolated in the network. Since more nodes start in the 
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network, the configuration delay decreases. Strong DAD has an increasing average delay, 

since with the reduced number of available addresses more conflicts are likely to happen. 

4.6.1. Addressing Conflicts and Resolutions 

As already mentioned, the main drawback of a stateless solution, or a solution 
based only on DAD for resolving address conflicts, is that such mechanisms cannot ensure 

a good level of addressing integrity. This problem is illustrated in the graphics of Figure 

4.15. These graphics present the address conflicts problem upon the variation of the 

addressing space in both Scenario A and Scenario B. SooA was not included in these 

graphics because it does not generate address conflicts. Since SooA operates with at least 

an addressing authority in the network, the addresses uniqueness is guaranteed. 

 

Figure 4.15. Addressing conflicts and resolutions: (a) Scenario A; and (b) Scenario B. 

Figure 4.15(a) illustrates the address conflicts and conflicts resolution in Scenario 
A, when varying the addressing space. Strong DAD generated the highest number of 

conflicts when considering the addressing space of 100%. Actually, this number was very 
high in this simulation and it can be pointed as a problem that led the protocol to have a 

high average configuration delay, as presented in Figure 4.13(c). But the existence of 
conflicts significantly decreases with larger ranges of addresses. Moreover, Strong DAD 

turned to detect and resolve almost all conflicts. Only a few nodes ended the simulation 
with duplicated addresses: ~3 nodes. 

MANETconf also generated a very high number of conflicts when operating with 

reduced number of available space, though much lower than Strong DAD when 

considering the addressing space of 100%. The main problem identified for MANETconf 
is that the protocol was not able to resolve all the conflicts, i.e., the protocol did not detect 

them, when the addressing space was set to 100%. Consequently, a considerable number of 
nodes ended the simulation misconfigured: ~10 nodes, i.e., approximately 10% of the 

network. Despite this problem, MANETconf was able to identify all the addressing 
conflicts in the other variations of addressing space. 

Prophet Allocation, as implemented in this work, also presented inconsistencies 

with addressing uniqueness. Although implementing a mathematical effort, this protocol 

did not perform much better than the other two DAD-based approaches. In Figure 4.15(a) 

we can observe that this protocol generated a constant number of conflicts regardless the 

addressing space. The average number of conflicts of Prophet Allocation considering the 
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five different addressing spaces was ~42 conflicts. Figure 4.15(a) does not present the 

number of resolved conflicts for Prophet Allocation because, as presented in the Chapter 4, 
the procedure for duplicate address detection and resolution was not implemented due to 

the fact that this mechanism relies in routing protocol particularities. 

In the graphic of Figure 4.15(b) we can visualize the addressing problems in 

Scenario B for the same protocols. With a reduced number of nodes, Strong DAD also 

reduced the number of conflicts if compared to the results in Scenario A. Although 

reducing the total of conflicts, the number of nodes with duplicated addresses at the end of 

the simulation was not improved. With an addressing space of 100%, approximately 3 

nodes ended the simulation with conflicting configuration. With larger addressing spaces, 

this number was reduced to near 0 (zero). 

Once again, Prophet Allocation generated a considerably high number of conflicts 

(not considering the conflict detection and resolution procedure). In average, for the five 

addressing spaces variations, the protocol generated ~16 conflicts. The average number of 

conflicts of Prophet Allocation was ~18 and ~10 for, respectively, addressing spaces of 

100% and 500%. It means that the protocol’s performance tends to improve with larger 

addressing spaces. However, reaching complete address uniqueness within the network 

may require a very large range of addresses to configure few nodes, which is not applicable 

for most of networking scenarios. 

Even with a lower network population, MANETconf generated a high number of 

conflicts again. The average number of detected and resolved conflicts varied from ~228 to 

~42 for, respectively, addressing spaces of 100% and 500%. This means that the protocol’s 

performance is improved when operating with larger addressing spaces. In Scenario B, 

MANETconf was able to resolve almost all conflicts and, for example, only one node was 

misconfigured at the end of the simulation with addressing space of 100%. 

In addition, another problem arose with MANETconf in Scenario B. It was 
identified that the protocol was not able to configure part of the network nodes. After a 

predetermined number of failed attempts for selecting an address and successfully passing 
the DAD testing for uniqueness, MANETconf assumes the new node cannot be configured 

by its own mechanism. Therefore, some nodes ended the simulation without any 

configuration and, consequently, not being part of the network. As presented in Figure 

4.15(b), with an addressing space of 100%, MANETconf did not configure an average of 

~17 nodes, which stands for approximately 35% of the network population. This value is 

significantly reduced when increasing the number of available addresses. However, 

considering the protocol implements random address selection, it still is a serious problem. 

4.7. Concluding Remarks 

In this chapter we presented the results gathered from a series of experiments done 
to evaluate and compare SooA and other existent solutions for self-addressing. Our main 

goal was to validate the SooA’s allocation and management functionalities while 
comparing the protocol with other solutions and pointing the main drawbacks identified for 

each of them. 

Through the analysis done, we can conclude that SooA is a good proposal for 

addressing in autonomous network. It performed well all the basic operations for allocation 
and management of addressing resources. It is clear that the protocol’s performance can be 

improved by polishing the allocation and management mechanisms of SooA and also by 
implementing advanced functionalities to enable it to operate under more dynamic 

scenarios. 
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When compared to the other solutions, SooA demonstrated to be a promising 

approach. It is because the proposed protocol reached very good performance when 
compared to the other evaluated protocols. Considering that SooA operated also the 

management of resources, the overall overhead generated by the protocol is very low. 
Other approaches, e.g., the broadcast-based ones, generate much higher overhead and only 

operate during the nodes configuration phase, i.e., having no post-allocation management. 

Although SooA did not reached low configuration delays (e.g., as low as Prophet 

Allocation configuration delays), we identified that this metric can be improved by 

deploying more servers in the network, considering that the servers will be deployed 

following an optimal function for their positioning in the scenario. The other protocols that 

reached better values in the configuration delay metric had other problems that cab injury 

or invalidate their operation. 

MANETconf and Prophet Allocation reached good values of configuration delay. 

However, the former showed to have problems to ensure uniqueness and proper network 

operation, even by not providing configuration for some nodes. Prophet Allocation had the 

lowest configuration delay, but we need to consider that this protocol also needs the 

support of DAD procedure and a conflict resolution mechanism in order to ensure 

addressing integrity within the network. Consequently, it will increase significantly the 

traffic overhead and configuration delay of this protocol. 
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5. CONCLUSION 
 

 

In this chapter we present the final considerations about this research project. It is 
considered the state of the art review, the described addressing protocol, the experiments 

done and results obtained through their execution for validation. We also present in this 
section some future work for this thesis. Finally, some contributions are listed. 

5.1. Final Considerations 

Through the broad related work review in autoconfiguration and self-addressing for 

autonomous networking systems, we can conclude that many approaches have been 

proposed in the recent years. However, such approaches are very specialized, i.e., they are 

designed to operate only in specific scenarios, such as MANETs and/or VANETs. More 

generalized solutions should also be specified in order to operate in heterogeneous 
scenarios where, for example, different topologies could merge and become a single 

networking system. 

A number of working groups from IETF are attempting to create a pattern for 

autoconfiguration mechanisms. Some of their efforts are focused on solutions for self-

addressing in dynamic networks. Currently, they are working to create a generalized 

addressing model and guideline documentation for designing and implementing solutions 

that attend the requirements of autoconfiguration. Since the working groups are ongoing 

projects, solutions proposed so far do not couple all the requirements specified in their 

documentation. Such solutions will need to be reformulated in order to attend the new 

requirements. 

SooA is an addressing protocol for autonomous network. The solution was initially 

designed to Core Networks and then it was identified that it could be extended to operate in 

more dynamic scenarios. It was designed to be a reliable protocol, mainly by ensuring a 

conflict-free environment. To reach such status, a stateful approach was designed, 

implemented and validated through network simulations. Although the gathered results 

from the simulations are better than other simulated protocols, the proposed solution 

presents some drawbacks. 

Even though several solutions have already been proposed, as stated before, 

exploring different methodologies for addressing in autonomous networks, we found a lack 

of solutions which are able to operate under more heterogeneous networks, mainly 

scenarios of the next generation of computer networks. To validate SooA as a promising 
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approach, and also to fit it as much as possible in the specifications of the IETF working 

groups, we intend several tasks as future work. The most important are listed in the next 
section. 

5.2. Contributions 

During the period of this research, some directly and indirectly related work to the 

topic of this thesis were gradually patented and/or published in scientific conferences and 

symposiums. Already published documents include: 

• R. Gomes, M. Johnsson, D. Sadok, A. Silva, F. Santos, R. Schmidt, and L. 

Oliveira, “An Extensible Environment Discovery and Negotiation Method 
for Self-Configuring Networks,” 4th IEEE Workshop on Advanced 

Experimental Activities on Wireless Networks & Systems 

(EXPONWIRELESS – WoWMoM), Kos, Greece, 2009; and 

• R. Schmidt, R. Gomes, M. Johnsson, D. Sadok, and J. Kelner, “An 
Autonomous Addressing Mechanism as Support for Auto-Management in 

Dynamic Networks,” 6
th

 IEEE/IFIP Latin American Network Operations 
and Management Symposium (LANOMS), Punta del Este, Uruguay, 2009. 

Patent applications/submissions include: 

• R. Schmidt, R. Gomes, M. Johnsson, D. Sadok, and J. Kelner, “Address 

Allocation in a Network,” Patent application, by Telefonaktiebolaget LM 
Ericsson, Number 514972, European Patent Office, The Hague. In 22nd 

January, 2009. 

Already accepted documents, but still in production, include: 

• R. Schmidt, R. Gomes, M. Johnsson, D. Sadok, and J. Kelner, “Self-

addressing for Autonomous Networking Systems,” Chapter proposal, Book 

Pervasive Computing and Communications Design and Deployment: 

Technologies, Trends, and Applications, IGI Global publisher. Book 

publication with accepted chapter is expected to 2010. 

5.3. Future Work 

Since the design and implementation of SooA is an ongoing project, there is still 

some work to be developed regarding this protocol. The project is currently following three 
different, although connected research lines, focusing on the protocol’s deep evaluation, 

implementation of advanced functionalities and, if necessary, adaptation to the 
requirements imposed by the IETF working groups. 

This thesis presented the evaluation of the basic functionalities of the protocol. 
Now we intend to simulate and validate the advanced functionalities such as the 

deployment of servers’ backups. Also, some experiments using SooA under more dynamic 
and critical networks is intended. 

The results obtained in the experiments done, led us to conclude that SooA’s 

performance significantly improves when the protocol is operating with more servers. 

However, the number of servers should also be planned in advanced to reach an 

appropriate performance and also ensure a good level on addressing integrity. Furthermore, 

we are working on a methodology for servers’ deployment. The intended outcome is a 

function for generalized servers’ allocation regardless the deployment scenario. 
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We are also working on the implementation of a methodology for pools of 

addresses management. This is a complex problem. To guide our research, we are focusing 
on commercial issues in order to attend industry requirements. The pools’ management is 

composed by the resources organization at the server (e.g., pool’s division), the 
allocation/distribution process (e.g., the conditions for requesting and the amount of 

addresses provided), and the resources post-allocation management (e.g., retrieval of 
unused pools). Part of the results of this work is a sub-protocol in the SooA’s architecture 

to deal with pools negotiation. 

SooA is part of a major project focused on implementing autoconfiguration 

technologies. We also consider the implementation of SooA in real environment as part of 

an autoconfiguration networking system (prototype), where SooA will provide addressing 

allowing nodes to connect to an autonomous network. This autonomous network will be 
provided with several autoconfiguration technologies, which will support decisions on 

different network layers, like routing and applications autoconfiguration and management. 
With such implementation, the protocol’s functionality can also be evaluated and validated 

for real operations. 
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APPENDIX B 

SooA’s Server Algorithm 
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APPENDIX C 
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