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Abstract 

Ambient Networks (AN) were designed with the goal of establishing the 

interoperability between different types of networks. This interoperability aims to attend the 

services requested by users, independently of their current location, type of network and 

access technology. The Project is motivated by futuristic scenarios which make the 

technology more and more present in people’s daily routines, since they can benefit from the 

services offered. The main concepts involved in ambient networks are Heterogeneity, 

Mobility and Composition. 

Basically, three phases are considered in a typical cooperation process involving 

ambient networks: advertisement, negotiation and composition. The first one considers the 

offering of information and services among AN. In the negotiation phase, the goal is that a 

network might attend the other one’s needs for services and/or information, and in order to 

achieve this, it is necessary to establish composition agreements among them. The 

composition phase is performed as soon as the negotiation phase is successfully completed. 

Composition is the realization of the Composition Agreement (CA), which results from 

negotiations between networks and/or users and establishes rules and policies to be 

accomplished by entities where cooperation exists between them.  

The AN project emphasizes the composition phase more than the other phases. On 

the other hand, the advertisement phase, the discovery of services and networks is 

considered an “automatic” approach. In addition the advertisement phase is focused on the 

discovery between networks, through signaling for instance, where one network “feels” the 

presence of another. However, a more elaborate structure for searching and updating 

information on a global basis in a dymanic directory has not been defined yet. Information 

about each ambient network such as existing users, network features and mainly offered 

services is not considered yet in a global context.  

Therefore, this work proposes a global distributed directory service to AN (DDAN), 

where AN can register their global information and the other networks can use this directory 

service to retrieve information such related to services, resources and other information of 



 x 

AN, using flexible queries. This information will be represented in accordance with a global 

information model, proposed in this work, but it can be extended as long as new global 

resources appear and need to be represented. In addition, DDAN was designed to 

accomplish the AN concepts and requirements and in order to act in an AN environment. 

Performance analysis and validation showed that DDAN is suitable for the purpose that it 

was designed for, presenting a expected behavior and positive results according to the 

metrics established. 

  

Keywords: Ambient Networks environment, Distributed Directory, Flexible queries, Storage of 

information. 
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Introduction 
 
 

1.1 Context and Motivation 

Ambient Networks [1]  have been designed with the goal of establishing 

interoperability between different types of networks. This interoperability aims at serving the 

requested services by users, independently of their current location, type of network and 

access technology. This cooperation should be transparent, on demand and without the need 

of pre-configuration or offline negotiation between network operators [2] . The AN Project 

is motivated by futuristic scenarios which make the technology integration increasingly 

present in people’s daily routines, since people can benefit from the services offered.  

This concept of Ambient Networking is guided by market and business analyses 

carried out in European research projects [44] as well as by the conclusions and technology 

concepts discussed within the WWRF (Wireless World Research Forum [3] ). WWRF 

gathers research efforts targeting mobile networks beyond 3G [2] .  

Although IP is the internet protocol that enables the exchange of data and services 

across the networks, different control environments are being established to facilitate a 

diversity of services such as VPN’s, security, mobility and so forth. The AN Project aims to 

stablish a common control layer for such services, providing a domain-structured, edge-to-

edge view for the network control [2] . The AN scenarios involves the use of multiple 

devices, multiple networks and multiple access technologies in an integrated fashion. By 

turning every device a network, the network becomes a primitive block and all types of 

networks can be integrated into a larger system. 

The main concepts involved in ambient networks are heterogeneity, mobility and 

composition, but there are other AN requirements such as: security and privacy; compatibility and 

migration with/to legacy systems; robustness and fault tolerance; quality of service; multi-

domain support; accontability; context communications (adaptation of delivery and 

availability of service accordingly to environment dynamic changes) [4] . 
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Basically, three phases are considered in a typical cooperation process involving 

ambient networks: advertisement, negotiation and composition [5] . The first one considers 

the interchange of information and services among ANs. This advertisement is of interest to 

the networks, which may charge for these offered services. In the negotiation phase, the goal 

is that a network might attend to other’s requests for services and/or information, and in 

order to achieve this, it is necessary to pre-establish composition agreements among them. 

Management entities of an AN are responsible for coordinating these agreements. The 

composition phase is performed as soon as the negotiation phase is successfully completed. 

Composition is the realization of the Composition Agreement (CA), which result from 

negotiations between networks and/or users and establishes rules and policies to be 

accomplished by entities where cooperation exists between them.  

The AN project emphasizes the composition phase more than the other phases. And 

this can be verified by the richer amount of documents and architecture related solutions. In 

addition the advertisement phase is focused on the discovery between networks, through 

signaling for instance, where one network “feels” the presence of another.  The discovery of 

services and networks are considered as “automatic” approach [5] . The proposed Ambient 

Control Space (ACS) [2] , which is the common control plane of ANs, generally includes a 

so called Resource Registry, and which gets composed as ANs interconnect with each other.  

However, a more elaborate structure for searching and updating information on a global 

basis in a dymanic directory has not been defined yet. Information about each ambient 

network such as its existing users, network features and mainly offered services is not 

considered yet in a global context. Additionally, this information is not classified in local or 

global context information. When the local context is considered the information is private 

such as in the case of a security infra-structure. Although this work discusses and makes a 

distinction between local and global context information, only the global information is 

considered and hence local ambient network information is out of the scope of this work.   
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1.2 Work Proposal  

This work proposes a global distributed directory service to ANs (DDAN), where 

networks can register their global information for others to use this directory service to 

retrieve information related to services, resources and ANs relevant information, using 

efficient queries. This information will be represented by means of a global information 

model, proposed in this work. It is one that can be extended as long as new global resources 

appear and need to be represented in the model. Other requirements the directory service 

must cover are:  

1) Support for the constant mobility and update of information, since an ambient 

networks scenario is considered; 

 2) Support for the dynamism of information due to composition and decomposition 

processes – avoiding replication of information and inconsistency;  

3) Enabling flexible and efficient queries;  

4) Providing scalability, fault tolerance and robustness in a distributed environment; 

5) Providing a suitable way to make it possible for ANs, with different access 

technologies to access and use the directory service. 

This work proposes some possible solutions and an adequate performance analysis 

for requirements 2, 3 and 4 is conducted. We have not simulated DDAN with typical 

mobility scenarios nor with mobility management entities that generate the events of 

information update, but requirement 1 is partially covered, since the updating of information 

with composition and decomposition processes is covered.  

This work has not focused on mobility management mechanisms in order to manage 

moving services, networks and users. We assume that this mobility management entity 

already exists and generates events to update information on DDAN. Typical AN scenarios 

have been tested with the dynamism of information due to composition and decomposition 

processes. Therefore, constant mobility is indirectly supported.  

The methodology used in this work consisted of the following six steps: 
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1) Study ambient networks and identification of the problem; 

2) Specification of the requirements and challenges of a directory service for ANs; 

3) Identification of existing solutions; 

4) Choice of a P2P Distributed Hash Tables(DHT)-based technology and proposal of 

a solution for the DHT [6] [7] [8] [9] limitation (related to limitations in the queries users can 

do - flexible queries) based on Hilbert Curves concept; 

5) Implementation in a simulator; 

6) Simulation and analysis. 

The study of related consepts involved ambient networks, directory services and 

distributed hash tables. Advantages and disadvantages of some specific well known directory 

services such as X.500 [15] , LDAP [12] and UDDI Registries [22] and the reason why they 

can or can not be applied to ambient networks were identified. Based on these studies, we 

chose the P2P technology, particularly the DHT architecture (a scalable and efficient P2P 

architecture), as the architecture that DDAN relies on. Although lookups are performed in 

O (log n) hops in DHT, where n is the number of nodes in the overlay, scalability and ease of 

implementation predominate over the semantic organization of stored data. In other words, 

the way data is stored in the network brings some limitations in the query results because the 

results are only successful returned when we have the complete information or exact key 

which identifies the resource in the network. 

Actually, there is a tradeoff. On the one hand there are infrastructures working 

perfectly in a non-dynamic and/or centralized environment (but not in a massively 

distributed one) and that perform various type of queries – section 1.5. On the other hand, 

there are infrastructures that work perfectly in a massively distributed environment and were 

designed to act in these kinds of environments. However, they only take exact-key queries 

and were not designed to do flexible ones – section 1.6. Therefore, it is necessary to evaluate 

the two options to follow: whether it is better to invest in the changing or the redesign of the 

network infrastructure layer in LDAP, UDDI; or if it is better to add a query engine layer to 
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the massively distributed environment infrastructure without changing how the network 

infrastructure runs. In this work, we decided to follow the latter approach. 

Hence, with the using of a pure DHT solution, users are not allowed to send flexible 

queries to DDAN, specially queries with non-exact keys or using a range query type. In 

order to overcome this limitation, we added a special mechanism to store and query data. 

This mechanism is transparent to the end user and the directory user, which in this case is 

the ambient network where the user is connected to. This mechanism involves the 

application of Hilbert Space Filling Curves concept [10] [11] , and the indexing algorithm 

used to insert the elements in the DHT as well as the search algorithms used to search for 

elements in the DHT are described in this work. In addition, the way these algorithms are 

used in a DHT environment is also described. 

Some metrics were defined in order to analyze and evaluate DDAN performance. 

The behavior of these metrics is observed according to the variation of some factors. Results 

showed that DDAN is suitable for the propose that it was designed to, presenting an 

expected behavior and positive results according to the metrics stablished. 

1.3 Work Structure 

 

This document consists of 5 chapters, these are: 

Chapter 1 – Introduction, which we just described and where it is found the 

contextualization, motivation of this work and the description of the work proposal. 

Chapter 2 – Related Concepts, which describes the Ambient Networks approach in a 

more detail way and the specific tehnologies studied such as X.500, LDAP, UDDI and P2P. 

In addition, this chapter also describes the Hilbert-Space Filling Curves concept. 

Chapter 3 – DDAN, which describes in detail the work proposal including the 

requirements raisen for a Global Distributed Directory for Ambient Networks, as well as its 

design and implementation. 

Chapter 4 – Simulation Environment and Results, which describes the OverSim 

simulator where the experiments to validate the DDAN were done, as well as the specific 
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modified modules of the simulator in order to implement the DDAN. In addition the 

metrics and factors stablished to evaluate DDAN are presented and a discussion about the 

generated results, showing that DDAN presented positive results for what it proposed. 

Chapter 5 – Conclusion and Future Works, which presents a summary about the 

work and describes how DDAN can be enhanced or tested in order to improve it. 
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Related Concepts 
 

 

1.4 Ambient Networks 

Ambient Networks (AN) aim to establish the interoperation of heterogeneous networks and 

to provide users with the services they require, independently of their current location or the 

access networks they are using and where such services are provided. Their goal is to create 

scalable and affordable network solutions for mobile and wireless systems beyond 3G [2] . 

End-users are not seen as just owners of devices, but they own and operate a network of de-

vices in their homes, offices or around the bodys and consequently are included in the coop-

eration process. 

 A typical scenario of ambient networks is depicted in Figure 0.1, where Mary is a busi-

ness woman that goes to her office in a subway (a). She has a personal area network (PAN) 

which is composed of her different devices such as palm top, notebook, cell phone. While in 

the way to her office, Mary has to communicate with her family through cell phone (b), and 

at the same time download some important documents (c), use her notebook (d) and par-

ticipate from a video-conference with some people (e). All these actions are caracterized as 

services provided by the networks where Mary is connected to. These networks have to in-

terconnect and communicate with each other in order for offering all these services to Mary, 

independently of her location, and without her interference or configuration. 
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Figure 0.1 – typical AN scenario. Source: [43]  

 Research in the Internet community on future networks architectures is mainly influ-

enced by the discovered deficiencies of the current Internet [2] , where mobile networks and 

mobility aspects are treated with comparatively low priority. Ambient networks are based on 

all-IP mobile networks and can be regarded as the outcome of a continued adoption of 

Internet design principles [2] . The problem of heterogeneous control for the services - dis-

cussed in chapter 1 – is solved through the establishment of an Ambient Control Space, 

which embraces a well defined set of control functions required to guarantee the coopera-

tion between networks [2] . 

 As already discussed in chapter 1, the main concepts involved in ambient networks are 

network heterogeneity, mobility and composition. Network Composition is seen as the dynamic re-

alization of a Composition Agreement (CA) that resulted from negotiations among networks 

and users, and which establishes rules and policies for these to follow while cooperating with 

each other [5] . In other words, these agreements establishes, for instance, a safe path over 

which two networks will communicate, the functional cooperation – describing which func-

tions of each network will work together in order to provide the functionality stablished pre-

viously (the goal of composition), details of relationship between the two networks including 

business issues like payment methods and contracts, and specification of claims and respon-

sibilities of each part. The composition can occur through the total integration of the AN 
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control entities, called control sharing composition – or composition involving the physical 

integration among the network nodes, called network integration composition, where there 

is a complete merging of networks.  

 Mobility includes dynamic networks, dynamic services (service dynamicity involves 

mobility and availability of services), moving networks and roaming users as well as constant 

updates of information stored by networks. Moving networks may be seen as a user net-

work, composed of different devices connected to him/her, and that they can be in move-

ment. PANs (Personal Area Networks) are examples of these networks. The Mobility re-

quirement involves many solutions to mobile and wireless networks, to provide communica-

tion services better quality, scalability, easy of use and reachability by everyone. Furthermore, 

AN mobility requirements also include the support of constant updates of information. 

Heterogeneity includes a variety of aspects such as different types of devices, differ-

ent network operators, and a multitude of technologies, e.g. link technologies, IP versions, 

media formats, and user contexts.  

There is other AN features or requirements such as security and privacy, backward com-

patibility and migration, network robustness and fault tolerance, quality of aervice, multi-domain support, 

accountability and context communications [4] . This work covers AN mobility requirement in the 

sense of, as aforementioned in introduction of this work, constant updating of information 

as well as the dynamicity of information is supported. The mobility entity management me-

chanisms are not a concern in this work, their existence is simply assumed. AN Composition 

requirements are supported by DDAN through the composition and decomposition of ANs 

information models. AN robustness and fault tolerance are also covered because the infra-

structure chosen for DDAN has this main requirement. The other requirements are not 

covered in this work and are out of its context. 

1.5 Directory Services 

The current concept of a directory service is that it is a collection of software, hardware, 

processes, policies, and administrative procedures involved in making the information avail-

able to the users of the directory [12] . According to this definition, a directory service in-

cludes at least the following components: 
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• Information contained in the directory 

• Software servers holding this information 

• Software clients acting on behalf of users or other entities accessing this informa-
tion 

• The hardware on which these clients and servers run 

• The supporting software, such as operating systems and device drivers 

• The network infrastructure connecting clients to servers and servers to each other 

• The policies governing who can access and update the directory, what can be stored 
in it, and so on 

• The procedures by which the directory service is maintained and monitored 

• The software used to maintain and monitor the directory service 

 Thus, a directory can be viewed very much as a sophisticated system of components 

that work together to provide a service. Directories help people find things by describing 

and organizing the items available. They can be used to build a variety of applications range 

from simple applications used to locate users and resources in a network up to sophisticated 

PKI (Public Key infra-structures), an important security entity which enables users to ex-

change data through the use of public and a private key pairs obtained and shared through a 

trusted authority [13] . The main difference between systems based on directories and sys-

tems based on databases is that the first ones are read-oriented and are currently optimized 

for reading [14] . Additionally, queries are typically simpler than the ones used in databases. 

The most well-known directory services are the ITU-T X.500 [15] and LDAP (Lightweight 

Directory Access Protocol) [12] . 

X.500 

X.500 is one of the oldest directory services, and provides the distributed information 

among servers. In addition, users can submit queries to any server which composes the di-

rectory and a server is able to find information in other servers belonging to this directory. 

X.500 was meant to serve as a universal, standards-based directory service.  

 The information held in X.500 is collectively known as the Directory Information Base 

(DIB). Each Directory Service Agent (DSA) stores a fragment of the DIB. In X.500, a DIB 

may be represented as an old-style library card catalog system. The DIB is divided into piec-

es that are structured into a hierarchy called Directory Information Tree (DIT) [16] . A Di-
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rectory user, which may be a human or other entity, accesses the Directory, sending queries, 

through a client called Directory User Agent (DUA). Directory Management Organization 

(DMO) manages the Directory Management Domain (DMD), formed by the DSAs.  

 X.500 defines the optional Directory Information Shadowing Protocol (DISP) for in-

formation replication, and also a Directory System Protocol (DSP) for chaining requests or 

allowing communication among servers (DSAs), and a Directory Operational Binding Pro-

tocol (DOP) for negotiation of, for instance, replication agreements between servers. The 

Directory Access Protocol (DAP) is responsible for the communication between DUA and 

DSA. Domain administrative information exchanged between DSAs is controlled by Direc-

tory Operational Binding Management Protocol (DOP). Information held by one DSA is 

replicated into other DSAs, in the same management domain - DMD, through DISP. A 

general overview of X.500 functional structure is depicted in Figure 0.2.   

 

Figure 0.2 – General overview of X.500 directory 

 One can observe that the use of many protocols and management entities represent an 

overhead to the using of X.500 directory and it is therefore complex to use. Some X.500 di-
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rectory services have been made commercially available, although not popular enough, may-

be because of this overhead and its excessive features and recommendations [14] . Addition-

ally, X.500 has not been adapted to work with existing technologies. Developers found it dif-

ficult to understand and implement X.500. The logical alternative was to create a cheaper, 

easier way to access the X.500 directory, a protocol based on the standard TCP/IP stack in-

stead - LDAP.  

LDAP 

LDAP (Lightweight Directory Access Protocol) was initially created as a protocol for access-

ing X.500 directories in an easier way, and much as an alternative option to DAP protocol, 

used in X.500. In X.500, there is no simple mechanism, no fixed replication protocol and the 

APIs and data formats are not well documented and easy to use [14] . 

 LDAP and X.500 are compatible with each other and X.500 directories can be ac-

cessed from LDAP. LDAP enhanced X.500 Directory based on its principles, keeping its 

best advantages. It achieves best integration among the diversity of technologies in enter-

prise environments.  

 In LDAP, each entity also called directory entry (a named collection of information), is 

represented by a class or an object. Each object occupies a unique position in the directory. 

The directory entry is the basic unit of information held in the Directory. A subentry must 

be a subclass from the upper entry named relative to it. This set of entries, representing the 

way DIB is organized – hierarchically in a tree structure – represents the DIT entity (which 

is initially concepted in X.500 Directory) in LDAP. 

 A DIT entity can be represented  by a namespace, required to access directory infor-

mation by querying any of the servers, which are responsible for storing directory informa-

tion. In this namespace, each object location can be quickly determined. To locate informa-

tion about a specific object, the LDAP client submits a query with an object distinguished 

name (DN) that means the entire path to the root of the LDAP namespace and must be 

unique for each object. The name assigned to the object describes its place in the LDAP 

namespace – as shown in Figure 0.3.  
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 The distinguished name (DN) of the root object might correspond to a DNS domain 

name, as used in the Microsoft Active Directory [16] and thus DNS was used to structure or 

define its namespace. For example, as depicted in Figure 0.3, the object at the top of the tree 

– the root domain - would have the distinguished name dc=Company, dc=com. The parts in 

which DIB can be separated are called naming contexts (or NCs). Similarly as is done in 

DNS, in Active Directory, each domain represents a separate naming context. In Figure 0.3, 

the root has two child domains, one for the USA and the other one for Mexico. Both child 

domains have the same hierarchical structure. Regarding the USA domain, it has a child do-

main of its own for Phoenix. Similarly, Mexico domain has Oaxaca. Furthermore, these do-

mains have Organizational Units (OU) that divide objects into accounting or engineering 

areas. When a client submits a query for information about a particular object, the system 

must determine which DSA hosts the naming context that contains that particular object. 

This is done using the object's distinguished name and the knowledge about the directory 

system topology. 

 

Figure 0.3 – Directory Information Tree. Source: [16]  

 If a DSA server cannot answer a query using information in the naming contexts it 

hosts, it sends the client a referral to a DSA server - Figure 0.2 - hosting the next higher or 

lower naming context in the tree. The client then re-submits the request to a DSA hosting 

the naming context in the referral. This DSA either answers the information being requested 

or gives a second referral to another DSA. This is called walking the tree. These referrals 
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guarantee the success of object lookup as long as it is in the information base. Thus, the di-

rectory user (DUA) might interact with one or more servers (or DSAs). 

 There are a few disadvantages [14] for enabling LDAP to be used in ambient networks: 

 • The way that containers are organized, relying on hierarchically static namespace, 

similar to DNS, shows that LDAP is not suitable for dynamically changing environments 

like ambient networks. Therefore, mobility and constant updates are not directly supported. 

RFC2589 [17] defines some extensions for LDAP (LDAPv3) to make it support information 

that will only persist for a period of time, thus aiming at a more dynamic LDAP. In this 

RFC, dynamic entries are treated the same way as non-dynamic entries in operations like 

search, compare, add, delete, modify and modifyDN. The difference is basically the exis-

tence of refresh operations that will monitor the entries persistence. However if clients stop 

sending refresh operations for an entry, then the server will automatically and without notifi-

cation remove that entry from the directory.  This removal is actually the same as if the entry 

had been deleted by an LDAP protocol operation. Nevertheless, these extensions are only 

implemented by some suppliers. 

 • The replication mechanism is only specified by their suppliers, there is no stan-

dard for this. The replication is also an essential requirement in order to attend the fault tol-

erant and robustness AN requirement. Although some works use LDAP for storing mobile 

information exist [18] , the centralized aspect and design of the structure does not make 

LDAP suitable for ambient networks. 

 • As already discussed, LDAP becomes useful when read operations are used at a 

higher intensity than write or update operations. In ambient networks, both operations are 

very common, especially due to mobility.  

 UDDI  

Web Services is a new technology for developing service oriented applications. It has been 

designed with the goal of integrating applications and can be seen as, an evolution when 

compared with conventional middlewares and EAI (Enterprise Application Integration), 

where the success in application integration is restricted to specific environments like LAN 

based systems and high cost homogeneous middlewares platforms [19] . 
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 According to the World Wide Web Consortium (W3C) [45] , a Web Service is a soft-

ware application identified by an URI (Uniform Resource Identifier), whose interfaces and 

bindings are able to be defined, described and discovered as XML artifacts. A Web Service 

supports direct interaction with other software agents, due to the XML based messages 

changed among Internet protocols [19] . Furthermore, a web service has similar services 

such as those found in traditional middlewares and they must be described and offered in 

order to enable client interaction with them. 

 Web Services use XML (Extensible Markup Language), SOAP(Simple Object Access 

Protocol), WSDL(Web Services Description Language) and UDDI(Univeral Description, 

Discovery and Integration) on top of Internet protocols. XML is used for representing data; 

SOAP is a communication protocol used for transferring data; WSDL is used for describing 

the available services and UDDI is used as a directory service. 

 Web Services architectures are based on three components [19] : the service requester, 

the service provider and the directory service (UDDI), similarly to the building of traditional 

middleware platforms, whose basic components are interaction protocols, IDLs (Interfaces 

Definition Language) and directory services. The role of IDL is similar to the WSDL role in 

Web Services. Figure 0.4 depicts the Web Services architecture, where the service requester 

is the one who requests or finds services in UDDI, which is the entity where services are 

stored. Service providers are the entities that provide the services and publish them on 

UDDI in order to turn them public to service requesters.  After finding where a service is, 

the service requester can use it directly from the service provider. In this context, an analogy 

could be made with DDAN in this work, as it plays the role of UDDI where, AN services 

and resources are registered in DDAN and made available to other ambient networks for 

access and usage. Once an AN discovers where a given service is located, it can directly ne-

gotiate with the other AN how to use it. But the specifics of such negotiation are outside the 

scope of this work. 

 All the interactions between service requester and UDDI, service provider and UDDI, 

service requester and service provider are done through the SOAP protocol and WSDL, 

both based on XML. The communication between the entities relies on the SOAP protocol, 

whereas the request for a service and its storage use WSDL. The abstract notation of a 
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UDDI directory is implemented by an application termed UDDI Registry, which is com-

prised of several data-holding entities called UDDI nodes [20] . UDDI Registry provides a 

mechanism to publish and locate services, and can be accessed via a browser or API through 

the SOAP protocol. 

 

Figure 0.4 – Web Services architecture based on [19]  

 UDDI was designed to act in a centralized environment and the vast majority of Web 

Services follows the request-response type of behaviour. In [21] , web services are classified 

by their architectural style, which defines how a web services registry is actually imple-

mented. The web services architecture is classified in: centralized, federated and decentralized. In a 

centralized approach, a single entity contains all web services registry entries and each service 

provider uses the central registry for the publishing of its service descriptions. This follows a 

traditional client-server approach. 

 In a Federated Web Services Architecture, registration information is distributed 

among different entities in a peer to peer fashion and the nodes can follow P2P a hybrid ar-

chictecture or structured decentralized, described in detail in the next section. Global search 

queries need to be forwarded from a registry peer to another in order to carry out a global 

search operation and the entire network is searched for the requested Web services. More-

over, frequent search queries can lead to a degeneration of the response time when searching 

for a Web service since the network bandwidth is consumed by the search messages. This 

leads to more messages in the network since the search query must be sent to all registry 

peers and afterwards query results must be sent back to the query originator. Thus, a feder-

ated registry has more messages overhead if we compare with a central approach. A decen-
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tralized approach implements a pure peer to peer architecture. Each service provider has a 

local registry and acts as a service provider and as UDDI Registry at the same time. The local 

UDDI registry entries exist only as long as the web service provider is part of the peer-to-

peer network, and when it leaves the network, the registry entry is not valid anymore. 

 UDDI has advantages such as [22] : 

         • UDDI data structure is very organized (composed of several XML schema files) and 

has a well-defined information model comprised of well defined and structured entities: 

businessEntity, businessService, bindingTemplate, tModel and publisherAssertion. 

 • The language for communication between an UDDI registry and a client, including 

queries, search results and error reports is well defined too, based on XML. 

 On the other hand, the use of UDDI has some disadvantages such as [20] :  

 • UDDI does not react to constant or immediate changes such as the unavailability of 

services in a network or even changes in some service features. The publishers are only able 

to change data they originally published. For example, the fact that a service became tempo-

rarily unavailable cannot be reported by a party which detects the unavailability, even if this 

is a trusted party. In AN, other parties must be able to report errors or unavailability. 

 • UDDI was designed to act in centralized environments, thus compromising the scal-

ability, fault-tolerance and robustness requirement for a directory for ambient networks. A 

scalable solution with an efficient mechanism is necessary. The specific architecture that 

could be applied to this case is the Federated Web Services architecture that could use a P2P 

scalable solution to manage the scalability. Then, intrinsic problems of building a distributed 

and scalable solution appear, in an environment designed to be centralized. Additionally, the 

replication of Web services registries weakens the main benefits of a centralized Web ser-

vices registry, since replication needs administrative overhead to manage replicated registries 

at different locations.   
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1.6 P2P and DHT 

 

Peer-to-peer networks or P2P became popular with the emergence of applications such as 

Kazaa [23] , eDonkey (no longer available) and Gnutella [24] . They contrast with the client-

server paradigm, where the resources are concentrated on the server and the clients make 

the requests to it. In traditional client server architectures, the whole processing is done in 

the server and the client resources may remain idle. On the other hand, in P2P systems the 

capacity of all the nodes is used. P2P networks emerged due to the need for resource shar-

ing, cost reduction and as an attempt to lead with the lack of network capacity and scalabil-

ity. The main advantages of a P2P system are the scalability and information availability, 

which are both linked to network robustness. This robustness refers to the ease of reorgani-

zation of the network when a node fails or new one joins in, using replication mechanisms 

and being fault-tolerant. 

 A P2P network is considered an overlay since there is an interconnection between 

peers which executes over an underlying layer. Overlay networks are virtual networks built 

over an existing underlying network, to solve problems through the use of a higher level ar-

chitecture, without the need to worry about the underlying network. An example of an over-

lay network is the Internet that uses the IP protocol to do the interconnection among the 

different network technologies. 

 According to [25] , P2P architectures are classified in: Centralized, Structured Decen-

tralized and Non-structured Decentralized. The difference between them is in the capacity to 

retrieve information in the network. The centralized architecture is also known as hybrid, 

where, in the most simple case, there is a central server which owns all the updated informa-

tion. Napster uses this architecture. In centralized hybrid architecture there could also be a 

set of servers called super nodes responsible for the information management and the updat-

ing of them. The clients now query for information in the super nodes. Kazaa uses this last 

architecture. 

 The pure traditional P2P systems are classified as Structured Decentralized and Non-

structured Decentralized. In the last one, there is no central server and no view of the entire 

network topology. There is also no knowledge about all the nodes composing the network 

and this turns resource location troublesome and costly such as when using broadcast mes-
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sages. Gnutella uses this architecture and is considered the first purely P2P solution. All the 

nodes provide information about their resources through broadcast messages and retrieve 

them using a distributed search, by flooding the network. 

 However, centralized P2P systems such as Napster and non-structured ones such as 

Gnutella present serious problems related to scalability because of their resource location 

mechanisms used. This problem is overcome by the structured P2P systems. In the Struc-

tured Decentralized architecture, there is no server also, but the topology or part of it is 

known to each node. The nodes know about the existence of neighbour nodes, which gives 

them a partial view of the network. This architecture allows a more balanced distribution of 

the resources due to the mechanisms used. One of the key problems in large scale P2P ap-

plications is providing efficient algorithms for doing the routing and locating resources in 

the network. Structured Decentralized architectures present the most scalable and efficient 

solution, using the distributed hash tables (DHT) mechanism to provide an easy and fast lo-

cation of the resources in the overlay.   

In these systems, scalability and easy implementation predominate over semantics be-

tween data in the sense that data with some common features or data with the same key pre-

fixes are not necessarily stored close in a DHT environment. DHTs are self-organized and 

adapt easily to the instability of the nodes (join or fail node operations) in the network, with-

out any central autority or manual configuration. Moreover they are adequate for massively 

distributed environments and lookups as these are in the order O (log n) routing hops in the 

overlay, where n is the number of nodes in the network. 

There are various implementation mechanisms which use distributed hash tables, but 

all of them define the get and put operations. Typically the put (key, value) function is used to 

include information in the overlay, whereas get (key) function is used to retrieve it. This way, a 

key exists for each resource stored in the network. This key is generated from the application 

of a hash function over the name of the resource. And the value is the information associated 

with the resource location, which in general is the IP address where the resource is. This re-

source is only retrieved successfully when the exact key, that identifies it, is provided. This 

can be seen as serious limitation since most users do not always know the complete informa-

tion which identifies the resource at the moment of its insertion. Some implementation ex-

amples of DHT are: Chord [6] , CAN [7] , Pastry [8] , Tapestry [9] . 



 20 

In order to better explain how a DHT mechanism works, the chord algorithm is used 

as an example. The IP address of each node that takes part in the overlay is mapped to an m-

bit number through a consistent hash function, like SHA-1 [26] . Considering m=5, we have 

32 possible identifiers of nodes and Figure 0.5 shows the organization of identifiers in a cir-

cular space. This organization is conceptual and the grey nodes represent real nodes. As ex-

plained previously, the hash is also applied to the key of the resource in order to generate an 

identifier (identifier = hash (key)). Each real node is responsible for a set of key identifiers. 

In particular, the function successor(k) is defined as the node identifier of the first real node 

following k, in the clockwise. For example, successor(5) = 7, successor(9) = 12 in Figure 0.5 [27] . 

If one is to share a resource in the network, a tuple of type (keyOfResource, IP) is created, 

where IP represents the value associated with the key or name of the resource. In general, IP 

represents the IP address of the node owning the resource. Then, the identifier is generated 

by hash(keyOfResource) and the successor node of its identifier stores the tuple and conse-

quently where this resource can be found.  

 

Figure 0.5 – Disposal of Chord nodes. Source: [27]  

When a resource is required, the requesting node sends a packet to the node respon-

sible for the key of the given resource, together with the IP address of the requester. The 

packet is propagated until the successor node is located. When this node is found, it returns 
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the value associated with the key to the requester. Each node in the overlay has the reference 

(e.g. IP address) of its predecessor and successor nodes, but this is not enough to have an 

efficient key lookup. Hence, each node also contains a finger table, which represents the ad-

ditional information of the other identifiers and nodes – see Figure 0.5. Each finger table en-

try has two fields: the key identifier and the IP address of the node responsible for it.  

When a query for a specific resource arrives at a node, firstly the node discovers the 

key identifier by applying the hash function to the key of the resource. Afterwards, the node 

verifies if this identifier is between its identifier and its successor node. If this is the case, the 

node has such information. If not, the node queries its finger table to determine the entry 

whose entry identifier (field start Figure 0.5) is the most immediately smaller than from the 

key identifier. Then a request is sent to the node IP address associated with this entry (sec-

ond field of the finger table) in order for this node to continue the search for the key identi-

fier requested. This search is considered to be log n complex. For example, supposing that a 

request for the resource whose key identifier is 14 is sent to the node 1 in Figure 0.5. As 14 is 

not between 1 and 4, the finger table of node 1 is queried. The most immediately smaller key 

identifier of 14 is 9 in the finger table and then the request is forwarded to node 12. The 

node 12, in turn, verifies that 14 is between it and its successor(15) and then the IP address 

of the node 15 is returned. The chord algorithm provides a mechanism to update the finger 

tables according to the join or leave operations performed by the overlay nodes [6] . 

A DHT P2P architecture is efficient to share and locate information in large scale, 

distributed and volatile systems. However, a DHT is limited when it comes to locating the 

information through the identifier of the resources stored in the network – this is its main 

disadvantage. In order for a DHT P2P architecture to enhance its resource discovery ser-

vices, the provision of flexible queries is an essential requirement. Examples of more sophis-

ticated and flexible queries are range queries and join queries. Range queries are useful when 

the users intend to search for falling within intervals. Join queries are necessary when asso-

ciation between data is required. PIER [28]  provides join queries with a mechanism based 

on CAN. Range queries with DHTs are found in [29] , [30] , [31] , [32] . In [32]  the modifi-

cations aim to attend the needs of PlaceLab [33] , which is an application that requires geo-

graphic range queries. In [34] and [35] , a data indexing technique is presented, where in-

dexes are stored and distributed along network overlay nodes and data is located through 
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incomplete information. Each approach depends on the need of the application over the 

P2P infra-structure. 

 These solutions do not aim to supply services compared to the database systems ser-

vices, since the requirements of the last systems are more complex and different from the 

ones in a P2P system. A database environment owns requirements such as transactional 

storage and relational data model. P2P users are not interested in perfect semantic storage 

and the careful administration of data.  

1.7 Hilbert Space Filling Curves 

DDAN implementation mechanism is based on Hilbert-Space Filling Curves (HSFC) [37] 

[11] concept contained in recent studies. HSFC are used for multi-dimensional indexing in 

many different areas such as traditional databases, image compression, geographic informa-

tion systems and so forth [10] . The main property of these kinds of Curves is that they do a 

mapping from an n-dimensional space to a one-dimensional space and this mapping pre-

serves locality. This means that when one-dimensional indexes are closer, they are also closer 

in multi-dimensional space. But the inverse is not valid. This is called digital-causality prop-

erty.  

 There are two concepts: derived-keys and n-points. A derived key or data element is 

the one-dimensional result obtained from a set of dimensions. For instance, if there is a third 

order two-dimensional Hilbert space, point D in Figure 0.6 represents the derived-key whose 

two corresponding dimensions are (000, 011). This pair (000,011) is called the n-point to the 

mentioned derived-key. 

 The Hilbert curve is formed in a recursive way and the number of derived-keys con-

tained in each curve depends on its order. For instance, Figure 0.7 (a) shows a first order 

Hilbert Curve in a two-dimensional space, and the curve only contains four derived-keys (00, 

01, 10, 11), whereas Figure 0.7 (b) is a Hilbert curve in the second order. Its capacity is of 

sixteen data elements (0000 until 1111). Figure 0.7 (c) is a curve in the third order, containing 

64 data elements (000000 until 111111). 
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 A Hilbert curve in a specific order is the concatenation of its curves in the immediately 

previous order (or its rotation – this will depend on the state machine of the curve1). This 

step can be observed in the figures ranging from Figure 0.7 (a) to Figure 0.7 (b), which rep-

resent the evolution from a first to a second order curve, and from Figure 0.7 (b) to Figure 

0.7 (c), representing a second to a third order curve evolution. The state machine in a two-

dimensional space Hilbert curve will be detailed in section 1.13 and is shown in Figure 0.9. 

 

Figure 0.6 - Mapping between an two-dimensional space into a one-dimensional space or derived-key 

 

 
(a) 

 
(b) 

 
(c) 

 

Figure 0.7 - Two-dimensional Hilbert curves with different orders 

 These curves could be represented as binary trees, where the understanding of how the 

mapping is realized could be easier. Each Hilbert tree is built according to the number of 

                                                
1 Different types of nodes present different orientations of first-order curve. These different orientations are called states 
in [11] . Each curve, depending on its dimension, will have its own state machine. For instance, a two-dimensional Hil-
bert curve state machine is different from the state machine for a three-dimensional curve. 
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dimensions that are being used and also on the order of the Hilbert curve. Figure 0.8 shows 

point D in the Hilbert tree, the same point is shown in Figure 0.6. 

 

Figure 0.8 – Point D represented in the Hilbert tree. Source: [37]  

  The order of Hilbert Curve can be seen in the tree by its height, since each tree level 

(k) contains the set of nodes which make up the Hilbert curve k-order. For example, the 

root of the tree corresponds to the first order Hilbert curve in the specific n-dimensional 

space, while the first tree level correspond to the second order Hilbert curve, and so forth. 

In this case, we have a two-dimensional space. 

 The derived-key value is composed of nk bits, where k means the order of the Hilbert 

curve and n means the number of dimensions. This number of bits is the same if we sum the 

number of the bits in all coordinates of the specific data-point. The derived-keys in Figure 

0.7 (b) have four bits since we are in a two-dimensional space and in a second order curve.  
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DDAN 
 

 

DDAN was built following some specific steps such as: (1) identification of DDAN 

Requirements, (2) definition of the information model for ambient networks, (3) decision 

regarding the DDAN architecture, (4) definition of its indexes, (5) definition of the DDAN 

mechanism for use to query and index ambient network information. 

The DDAN requirements were identified through some ambient network scenarios as 

well as ambient networks general features or concepts. This stage is further explained in sec-

tions 1.8 and 1.9. The building of the DDAN information model involves the identification 

of entities that participates in the global context of an ambient network environment. In ad-

dition, entities from a local context (a context inside a network) were also identified and 

separated from those of global context entities (entities which could or must be visible for 

the other networks). The DDAN information model can be extended as new global context 

resources appear and need to be represented in a standardized way or a way understandable 

by all other networks, which will enable their information to be known. The DDAN model 

information is detailed in section 1.10. 

In section 1.11, there is an overview about the DDAN architecture, and some consid-

erations such as how DDAN relates to the ambient networks, how a node inside a network 

can participate in the DDAN and how an AN can access the information available in the 

DDAN. In section 1.12, the design of DDAN is detailed, where indexes (derived from 

DDAN model information) and possible queries are presented, as well as how the DDAN 

architecture may be implemented. Finally, sections 0, 0 and 0 give details about the DDAN 

mechanism, explaining the algorithms and the strategy applied. 
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1.8 Identification of DDAN Requirements 

The AN Project defined some scenarios to be able to identify requirements and exam-

ples where ANs may be useful for users, providing services to them in a cost effective way. 

Based on those scenarios, we designed other ones, in order to identify requirements for a 

directory service. 

Scenario 1 – Game Service  

In this scenario - Figure 0.1 -, Tom (in AN1) has already gained access to a game service 

X hosted by AN3. In other words, Tom’s local network is already composed with AN3. The 

steps below must be followed in order to satisfy Tom’s desire, to play (games service X) with 

Mary using the local network he is connected to. In this scenario, three queries are sent to 

the directory service. 

1) Tom sends a request to the global directory in order to find Mary (1st query) – i.e. 

lookup the network she is connected to. 

2) The global directory service finds out that Mary is connected to another ambient 

network – AN2.  

3) However, AN2 does not provide the game service X (2nd query – does AN2, where 

Mary is, provide the game service X?) that Tom wants to play with Mary.  

4) Is there any network, closer to AN2 available to compose with AN2, providing 

games service X? (3rd query) 

5) After finding a network that provides game service X (AN3) and checking that it is 

available to compose with AN2, the composition can be started.  

6) When the composition process is finished, Tom and Mary can interact and play the 

game. 
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Figure 0.1 – Game service scenario 

All of these steps have to be performed very quickly so that the users do not need to 

wait for a long time. Otherwise they may become tempted to cancel the whole process. 

Scenario 2 – Airport Hot Spot 

Luiz is in the airport and wants to access his emails in globo.com. He is already con-

nected to the wireless airport network (AN1) with his palmtop - Figure 0.2. This network 

(AN1) can have access to the directory service through another network – AN2. Then, a 

composition between AN1 and AN2 is performed and Luiz’s request can be sent to the 

global directory. In this scenario there is a unique query to the global directory. 

1) In the global directory, a query (1st query) is executed to find an AN that is able to 

provide the globo.com service and which can be viewed in a palmtop interface. AN2 can 

forward the service to user Luiz of AN1. An alternative is to find a network with the same 

features described but that is closer to AN1 and accepts to compose with it. 

2) Afterwards, AN3 is found 

3) AN3 must be composed with AN1 or AN2 so that the service can be finally offered 

to Luiz. 
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Figure 0.2 – Hot spot scenario 

 

Scenario 3 

Anne suffers from heart disease, and therefore she has a monitoring system (sensor 

network) which enables help to be summoned as quickly as possible when needed. This 

monitoring network offers services such as measurement of heart pulse, rhythm and blood 

pressure. Anne has also a mobile communicator, which is another network that offers com-

municator service and it also gives support when help is needed, offering services such as 

alerting medical personnel and contacting a holiday company. Both networks are composed 

with each other. There are three queries to DDAN in this scenario. 

1) Anne goes to visit her friend, Nora. Nora’s system detects Anne’s network becom-

ing closer (through its sensor tag).  

2) Nora’s network searches in the global directory which network corresponds to that 

sensor tag (1st query) and its relative position at the moment. 

3) The answer is Anne’s network. A voice says to Nora’s that Anne’s is nearby and its 

location (this is a service from Nora’s network). After this, Nora can open the door securely. 
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Figure 0.3 – View of scenario 3 

4) Anne comes into Nora’s home and they sit down and started to talk and planning a 

holiday. Anne asks to her communicator network which network has a service of options for 

holiday. Anne’s communicator network in turn searches in the global directory to find out 

which network has a holiday service (2nd query).   

5) The answer is Holiday Company network. 

 6) In order for Holiday Company network to present its holiday packages, Nora’s may 

or may not be using a TV display service in her network. In case this is true, Holiday Com-

pany network tries to compose with Nora’s network in order to use its TV display service. If 

Nora’s network does not have a service to show the holiday packages, the Holiday Company 

network has to compose with some other network that has the TV display service (3rd query) 

in order to show its packages. If the composition is successful, the holiday package is pre-

sented on Nora’s TV. 
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1.9 DDAN Requirements 

Based on AN general features or concepts discussed in section 1.4, and on the scenar-

ios already discussed in section 1.8, we identify some important requirements that a Distrib-

uted Directory for Ambient Networks (DDAN) must satisfy. 

a. Providing a suitable way for different technologies to access and use the global direc-

tory information. It’s necessary to determine how the directory is affected by supporting 

these different technologies as well as the directory architecture to attend them.  

b. DDAN must support the constant changes of information because of the typical 

AN scenarios, such as moving services, networks and users. The directory must have access 

to mobility management mechanisms for updating, locating (the current location) of user, 

service and network information (that could be moving all the time in a mobile wireless en-

vironment). These mobility management mechanisms are performed by an external compo-

nent, which is out of the scope of this work. It is assumed that all the needed information is 

stored in the global directory (and available for retrieval).  

c. As far as network composition requirements are concerned, DDAN must support 

the dynamicity of information, making it possible for the information of a new composed 

network to be automatically stored (composition) and deleted (decomposition) as well as 

updated in an efficient way.  It is necessary to avoid also duplication of information consid-

ering the information about the “old” AN and the new one (resulted from the composition 

of that “old” AN with another network). For the duplication of information, there are two 

special cases to be observed: Network Integration and Control Sharing [36] . For network 

integration, networks completely merge so that the analysis is easier since it is sufficient to 

change all the old references (of the networks that suffer the integration) to new ones. On 

the other hand, for control sharing, a partial merge occurs and only a subset of services or 

resources of each network will be part of the new network created. Thus, services belonging 

to the original network remain active and are used normally. At the same time, the same ser-

vices must be accessed by the users of the new composed AN.  

d. Legacy applications must be able to run in the AN environment. Hence, DDAN 

must support the storage and retrieval of information belonging to legacy networks as well 
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as providing the access for these systems. This can be offered by a special directory interface 

which allows legacy systems to use the directory service, so that legacy networks will be able 

to provision their services too. In order to provide access to information of legacy networks, 

this information should be represented in the same way as the information of an AN.  

e. Network robustness and fault tolerance are two most important requirements for di-

rectory services. The huge number of ANs that will probably exist must keep the AN archi-

tecture scalable, cost-effective, robust, reliable, with high availability and survivability across 

heterogeneous networks in dynamically changing environments. DDAN, being a scalable 

distributed solution, will be responsible to attend these same features of fault tolerance (scal-

ability, cost-effective and so on) to ANs information. Single point of failures should be 

avoided.  

f. Quality of Service: According to Ambient Networks general requirements, Ambient 

Networks must provide the capabilities to offer multiple QoS classes for end-to-end ser-

vices, across different types of network technologies and different address domains.  

g. Context Communications: Ambient Networks must adapt the availability and deliv-

ery of services according to the context in dynamically changing environments. Knowledge 

of current user location and devices and terminal capabilities that users are connected to (for 

using and making services available) can be examples of context awareness information. Us-

er preferences are also be included in this context information, which is expected to be easily 

communicated across networks in order to achieve the required results. For instance, during 

a lookup request for a specific service from a user connected to a palmtop, the directory 

should only bring as a result networks able to offer this specific service to the specific device 

(palmtop). DDAN should handle this context information too.  

1.10 DDAN Information Model 

According to the requirements discussed in section 1.9 and the scenarios presented in 

section 1.8, a directory model to ambient networks has been designed - Figure 0.4 - includ-

ing four entities: service, user, network and node. 
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1) Service: there are many ways of classifying services. It was assumed that every ser-

vice is classified by its own identification, which is a well known definition of service, under-

standable by all existing networks. This decision is due to different characteristics that make 

up a service and also the environment where it is located. There are many efforts to stan-

dardize services, especially with QoS and traffic features, however it is out of scope of this 

work. Therefore, for simplicity purposes it is assumed that every service is well-defined and 

understandable by all networks.  

It is important to notice that a service can contain a set of other services, and this fact 

is represented by the auto-relationship presented in the Figure 0.4. Also, the Service entity 

may be specialized into User Service (e.g, voice applications or other application in general) 

or Support Service that in turn may be further specialized into Mobility, QoS and Security 

Service entities. The User Service and Support Service entities can overlap each other, which 

means that a service can be comprised by a user service and support services. This same is 

applied for Mobility, QoS and Security entities, which can also overlap each other. VPN 

(Virtual Private Network) is an entity that represents a specialization (refinement) of Security 

Service, but even a VPN service can have different specifications and therefore different 

types of VPN services might exist. Similarly to the VPN entity, many other entities that are 

specializations of entities already defined may be defined. In other words, the structure of 

the information model can be easily extended.  

2) User. A service might be used by a user, which is another entity having description 

and name as basic attributes. Start time, end time and duration of utilization are considered 

to be attributes of the relationship between user and service. Ambient Networks assume that 

there will be costumer-ANs and provider-ANs, and then this relationship has a great impor-

tance and may be very useful for measuring the cost of using services. 

3) Network. This entity consists of a set of nodes and its basic attributes are identifica-

tion (id), description and name. From a directory point of view, the most important feature 

of a network is that it provides services, an entity already explained.  

4) Node. A network is comprised by nodes. The basic attributes of the node entity are 

address, port, description, name, connectivity (if there is one, for instance a Bluetooth device 

has) and a set of supported protocols. 
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Figure 0.4 - Directory Information Model of an Ambient Network  

 

 There is no standardization for a global information model to represent the informa-

tion of ambient networks. Hence, this model might be extended or customized as long as 

new AN information or resources have been being discovered. 

Entities in a local information model 

 

 During the definition process of the global information model, we have to discard 

some entities that, although very important, are more suitable for a local information model. 

This local model is characterized by information or resources that a particular network does 

not want to share with others in a global context.  

 As an example we have the CA entity (Composition Agreement entity). Each CA could 

contain at least two types of information which may be present in a directory. The first one 

is which networks are using its services and the features of these services (this information is 

very important to allow a network to charge other networks services usage). The second 

could be: which networks this network is composed with and which services are being used 

from these networks. In this way, we can have the information of services that are being 
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used by and from other networks. However, this kind of information is not relevant to a 

global directory, but rather a local directory.  

 Another entity more suited to a local directory is a “Path” entity, which represents the 

set of links in a network with their specific QoS and traffic features. The Path entity could 

represent a local repository that could be queried for QoS information.  

 Context information is also important for the Ambient Networks project. For instance, 

a service that could be used on a palmtop could have this feature in its description - Figure 

0.4. We can also consider as context information the number of users that are using such 

services or the number of users connected to the networks. This information would be part 

of a context information entity and this entity would be used to decide if an ambient net-

work is really able to support more new users. This type of information works better in a lo-

cal directory and is more useful in a negotiation phase, when the network is deciding if it is 

going to accept users or allow networks to use its services. The local information model can 

have some of the entities of the global information model such as Service and User.   

 Policies are intrinsically linked to each individual network since we can have different 

rules applied to a network, its users or services. A policy is private information of the net-

work, and the publishing of this information can bring security problems to the network. 

Therefore, policies must be also present in a local network directory.  

 All the issues discussed above were considered of during the design of the global in-

formation model. It is important to separate and distinguish local from global network in-

formation.  However, making a local network information model is out of the scope of this 

work. We are focusing on the global information model, its design and its construction in 

order to meet the requirements already discussed. 

1.11 DDAN general architecture and some considerations 

DDAN can be thought of as a distributed structure, composed of nodes from each AN. 

Each AN can have more than one node participating in the global directory. These nodes 

form an overlay structure that can be seen in Figure 0.5. In order for a node to join or par-

ticipate in DDAN, it must have the sufficient capability in terms of processing and storage 
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capacity. The AN should have the established requirements to elect some nodes to partici-

pate in the DDAN. Furthermore, each AN must publish its global information in accor-

dance with the global information model defined in section 1.10.  

 

Figure 0.5 - DDAN General Architecture 

 If an AN has not got enough processing power, or has other resource limitations, it 

can access the information available in DDAN through another AN that participates in the 

directory. However, both networks must be already composed.   

1.12 DDAN Design 

Firstly, in accordance with the information model presented in section 1.10, indexes were 

generated to represent this model information, and in particular the entities and relationships 

between them. We focus on indexes which reflect the queries made in the scenarios pre-

sented in section 1.8.  

 In indexes depicted in Figure 0.6, the field AN ID represents the ambient network 

identifier. The index USER must be used when we want to store in which network the user 

Mary is. This enables us to find Mary when desired - scenario in section 0. All the informa-

tion that is stored following an index structure (the fields) will be called an index instance. 

For example, Mary and the network where Mary is an index instance from the index USER. 

This terminology (index instance) is valid for all the indexes described. 
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Figure 0.6 - DDAN indexes examples where the first field represents the index type and the underlined and in bold 
fields are the index dimensions. The last field is the ambient network identifier.  

 The index SERVICE_USER will store information derived from the relationship be-

tween the entities Service and User. There are two types of SERVICE_USER index: one to 

represent the relationship between the user and a service whose specific type is support and 

the other to represent the same relationship but with a service whose specific type is user. 

The support and user services were explained in section 1.10. This index is useful to know if 

user Anne is using a TV display service in her network – step four in the scenario 0. The 

PROTOCOLS index aims at storing the current protocols used in a specific network. This 

index is derived from the relationship between the network and node entities, where node 

entity in this particular case is represented by the protocol the node uses. This index will help 

if the requester wants to know about which ambient network supports the TORA and 

OSPF protocols. There is also the SERVICE index (of type user and support) that suits the 

queries about which ambient networks provide a specific service of a specific subtype. And 

the FULL MODEL index, that stores all AN information, associated with the AN identi-

fier. 
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 DDAN indexes are classified according to the number of dimensions or metadatas (the 

ones underlined and in bold in Figure 0.6) they have. These dimensions are associated with a 

value, which is the ambient network identifier (represented by the field AN ID). In the case 

that multiple ambient networks have the same set of dimensions values or the same index 

instances, the field AN ID consists of a set of AN identifiers. For instance, if the AN whose 

identifier is 54 owns the service of user type named fifa whose subtype is entertainment and 

the AN with identifier 76 also owns the same service (with common name, type and sub-

type) and these networks are the only that owns this resource then the field AN ID for this 

service will have as value ’54, 76’. 

 In Figure 0.7, we can see DDAN query examples, related to the SERVICE (type = 

USER) directory index. The requests to DDAN can vary, and sometimes not all metadata 

presented in Figure 0.6 will be used. It is possible that the requester does not know or need 

all the keywords corresponding to the metadata associated with the indexes, but only part of 

them. For example, an AN can be dependant on the service name to compose with the 

other AN, with other kinds of information (the subtype for this service) being unnecessary. 

Hence, we can have partial queries, involving only a subset of metadatas that makes up the 

index. 

 

Figure 0.7 - Examples of Queries 

 In the first query, the directory user requests for ambient networks which have the ex-

act information specified in the fields service and subtype. In other words it is being queried 

for a network which offers a service named Fifa game, whose subtype is entertainment. In 
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the second query, the directory user requests a service which begins with “Fifa”, and whose 

subtype needs to begin with “enter”. In the third query, the user wants any service whose 

subtype is “entertainment”. In this case, only 1 dimension was specified in a two-

dimensional index. We can also specify range for dimensions in an index directory, as is 

done in the fourth query in Figure 0.7. In this case, it is requested for an ambient network 

which owns a service of type user whose name begins with a word between fifa and fife and 

whose subtype is entertainment.  

1.13 Implementation of DDAN architecture  

In analyzing the advantages and disadvantages of the current directories and DHT in chapter 

0, we decided to implement the DDAN architecture - presented in Figure 0.5 - using a DHT 

infrastructure. Neither infrastructure in chapter 0 is perfect to accommodate a directory ser-

vice for ambient networks. However, it seems easier to adapt to the single DHT limitation in 

order to take advantage of its infrastructure, namely, scalability in a massively distributed en-

vironment, robustness and fault tolerant AN requirements. In addition, the exchange of 

messages between the nodes is performed in O (log n). 

 The aim of DDAN is to meet the following important requirements of a directory act-

ing in an ambient network environment: (1) support for the constant mobility and updating 

of information, as an ambient network scenario is being considered; (2) support for the dy-

namism of information due to the composition and decomposition processes; (3) enable 

flexible and efficient queries; (4) be scalable, fault tolerant and robust in a massively distrib-

uted environment; 5) to provide a suitable way for ANs, with different access technologies, 

to access and use the directory service. 

 As indexes from DDAN do not represent exact keys, the first step to enable a DDAN 

in DHT is to enhance the DHT mechanism to work with flexible queries. We consider a 

flexible query – examples in Figure 0.7 - when we can discover the AN(s) associated with 

specified resources, without the need to specify the exact values that identified them at the 

moment of storage.  DDAN should prepare the data to be inserted and retrieved from a 

DHT. This directory mechanism will be applied using the Hilbert-Space Filling Curves con-

cept discussed on section 1.7. 
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Indexing Algorithm  

In DDAN, we can see each directory index as a multi-dimensional space where dimensions 

of each index are underlined and in bold in Figure 0.6. The indexing algorithm in this work 

transforms these dimensions into a Hilbert curve derived-key, which will be the key used in 

DHT structure. In the case of one-dimensional indexes FULL MODEL and USER, the 

DHT key will be their unique dimension. 

 The AN ID field in each index - Figure 0.6 - represents the value of each key inside the 

DHT, and this value is (are) the AN(s) owning the specific resources or relationships speci-

fied by the index instance.  

 In order to apply the Indexing Algorithm we firstly transformed the dimension values 

represented by names into dimension values represented by bits. By doing this we have the 

n-points, which are the input for the mapping algorithm outlined below. In the DDAN im-

plementation, just for simplicity sake, we work with a 32nd order of the Hilbert curve for a 

two-dimensional space, since we limited each dimension to a 32 bit number and hence we 

have 64-bit derived-keys. The index fields were limited to accommodate at most 6 letters 

where each letter will be represented by 5 bits, which totals 30 bits (the remaining two bits 

are not important and are only considered to form a data type of a programming language). 

Letter ‘a’ represents 00001 (1), letter ‘b’ 00010 (2) and so forth until letter ‘z’, corresponding 

to 11010 (26). The correspondence between the letters and the bits is done from the third 

most significant bit as shown in Figure 0.8. It is important to emphasize that the indexing 

algorithm can be easily extended to be applied to larger Hilbert curve orders, with the di-

mension values having more than 6 letters. 
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Figure 0.8 – An example of the insertion of an index instance in the DDAN  

 After having the dimension values represented by bits, the mapping algorithm from an 

n-point to a derived-key is done step by step as long as the bits in each n-point dimension (in 

this case, only x and y) are read. The initial state is always the state 0 - Figure 0.9 - when one 

is dealing with a two-dimensional space.  

 For example, considering we have the n-point <110, 100>. The initial state is always 

the state 0, corresponding to the root of Hilbert tree (Figure 0.8) and shown in Figure 0.9. 

The current bits read from the n-point are 1 for the x dimension and 1 for the y dimension 

[<110, 100>]. Then, according to the state 0, these current n-points correspond to the de-

rived-key 10. This derived-key is then shifted two positions to the left and the next bits are 

read: 1 for the x dimension and 0 for the y dimension [<110, 100>]. According to the state 

machine, we see that the next state on from the n-point 11 (this is the first n-point read) of 

the state 0 is the state 0 itself. In the state 0, we see that the derived-key corresponding to the 

n-points 10 is 11. Hence, the current derived-key is 1011. Continuing we see that the next 

state for the n-point 10 (this is the second n-point read) in the state 0 is the state 2. The 
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next-n-point – 00 [<110, 100>] - corresponds to the derived-key 10 in the state 2. There-

fore, the final derived-key corresponding to the n-point [<110, 100>] for a two-dimensional 

third order Hilbert curve is 101110. The inverse mapping – from n-point to derived-key – 

can be carried out in a similar manner, but this mapping is not used in this work. 

 

Figure 0.9 – State machine of a Hilbert curve in a two-dimensional state. Source: [11]  

  Depending on how many dimensions an index has, a different state machine is used. 

For example, in the case of a three-dimensional index instance, e.g. SERVICE_USER index, 

the machine state for a 3-D Hilbert space will be applied. The mapping mechanism de-

scribed here could be applied also in a Hilbert 3-D curve or in a Hilbert n-D curve, but the 

state machine varies depending on the dimension that is being used and there are far more 

states when we have more dimensions. A 3-D Hilbert curve is depicted in Figure 0.10. In the 

DDAN implementation, for simplicity purposes, we only consider two-dimensional indexes 

but the mechanism can be extended to a three-dimensional index and so forth. 
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Figure 0.10 - A first order Hilbert 3D curve. Source: [46]   

Storing the indexes 

The indexing algorithm just described is applied to every DDAN index, except for the one-

dimensional indexes. Firstly, the FULL MODEL one-dimensional index - Figure 0.11 - is 

built, associating the AN ID with all the index instances related to a specific ambient net-

work. The DHT key will be the AN ID. 

 

Figure 0.11 – One-dimensional index 

  In this case there is no special mechanism since the ‘key’ to be inserted is the AN iden-

tifier itself, whereas the ‘value’ is the remaining index information, which corresponds to the 

whole set of directory indexes for that specific ambient network. This set of directory in-

dexes is composed of PROTOCOLS, USER, SERVICE and SERVICE_USER indexes, 

as shown in Figure 0.11. The FULL MODEL index is the link between the ambient net-

work identifier and its complete set of information. The need for the insertion of this one-

dimensional index is further described in subsection. 

 Beyond the FULL MODEL index, the other indexes are inserted in the DHT but in a 

different way, because the indexing algorithm described is applied in the insertion of index 
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instances. After all derived-keys (for each index instance) are generated correctly, the DHT 

mechanism will act normally, except for the fact that the DHT hash function will not be ap-

plied to the generated derived-key neither to the key for the one-dimensional index which is 

the AN identifier. The overlay will select the successor node responsible for storing that de-

rived-key or data-element and hence the insertion is done directly in the overlay.  

Removals/Updates/Composition/Decomposition 

The removal operation will be necessary when a service or other resource becomes unavail-

able in a network due to its moving or dynamicity.  In addition, we might need to do remov-

als when there are compositions, where a resource can not exist anymore in one network but 

will be part of another one, and decompositions, when the network is being decomposed 

and hence its resources need to be removed from the DDAN.  

 In this work, for the purposes of simplification, we consider that when composition 

occurs, a new network (the composition between the original ANs) is generated, but the 

original networks continue to exist. We simulate in our experiments the removal mechanism 

being applied only in the decomposition process, and not in either compositions or in up-

dates due to moving or dynamicity. However, the mechanism described can be applied to 

both cases. 

 In order to do the deleting, we will use the one-dimensional index in Figure 0.11. 

When the information of an AN is updated the AN identifier is required to retrieve the full 

model from the directory. The full model, depicted in Figure 0.13, will contain all the in-

dexes stored in the DDAN relative to that network. Figure 0.13 gives an overview of the 

Removals/Updates/Composition/Decomposition mechanism since this mechanism is simi-

lar to all these kind of operation. Then, all index instances can be directly retrieved given the 

AN identifier. Once these indexes are retrieved, the indexing algorithm is applied to discover 

the derived-keys associated with the index instances, but these derived-keys are not stored in 

the DHT.  Afterwards, an exact search for the generated derived-keys of each index instance 

is done. If there is only one AN value associated with the derived-key, we remove it com-

pletely. Otherwise, we remove only the specific AN value being removed, decomposed or 

updated. These lookups are done quickly because we are looking for exact key values. After 
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finding all of them, the one-dimensional index corresponding to the specific AN being de-

composed or updated is also removed or updated, according to what is required. 

 In this work, the composition of ANs is reflected in the composition of their informa-

tion model as shown in Figure 0.12 and consequently a new AN identifier has to be added to 

the value of each index instance existing in the DHT. Then, it is verified if repeated informa-

tion or repeated index instances exist in order to merge the two information models without 

repetition and an information model of the new AN is generated. Afterwards, as shown in 

Figure 0.13, the indexing algorithm is applied to discover the derived-keys associated with 

the index instances and the new AN identifier (of the new AN generated by the composi-

tion) is added to the value of each derived-key in the DHT. This value is composed of the 

set of networks or a unique AN owning the information. Similarly, when a decomposition 

event occurs, we have to search for each index instance of the AN being decomposed and 

remove its identifier from the set of ANs that own the index instance. It is assumed that 

when a composition occurs, a new network is generated but the networks which generated 

the new one continue to exist. 
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Figure 0.12 – AN composition in DDAN 

 

Figure 0.13 –Removals/Updates/Composition/Decomposition mechanism 

Search Algorithm  

Overview 

In [37] , a search algorithm is presented to retrieve multidimensional data, which were previ-

ously inserted using Hilbert Space Filling Curves, in a database physical structure. In Figure 

0.14, one can see the whole two-dimensional space divided into pages, represented by P1, 

P2, P3 and P4. The points inside these pages follow a numeric ascending order, as they are 

points in the Hilbert Space Filling Curves. Coincidentally, the physical space of computers 

also follows a numbered order (the order of physical addresses). 
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 The goal of the search algorithm shown in [37]  is finding a next-match point mini-

mally greater (or equal) to the current next-match and inside the space defined by the query. 

A next-match point could be any data element (or derived-key) satisfying this condition. For 

instance, looking at Figure 0.14, if we have point B as the current next-match, we will have 

point E as the next-match point, since this point is minimally greater than the current and is 

inside the query region (the wooden one in Figure 0.14). 

 Each page has a page-key, which is the first data element or derived-key of a page. For 

instance, data element B corresponds to the page-key of P2 page, while point C is the page-

key of P3. As point E is the next-match point, the search algorithm performs a search in the 

Hilbert space until it finds this point.  

 

Figure 0.14 – Hilbert space divided into pages. Source: [37]  

 In this work, we did a mapping of the search algorithm presented in [37]  to be applied 

in a DHT based network, since this network will store global information about all existent 

ambient networks. In our case, we map pages to the range of identifiers that a DHT node is 

responsible for storing. Page-key in this case is the node identifier – see Figure 0.5 in section 

1.6. The topological representation of nodes in a DHT is a ring and they are disposed in as-

cending numeric order, in the same way as pages in [37] .  
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The next-match discovery algorithm 

We will use (*, 4) as a query example, considering a third-order two-dimensional Hilbert 

space as depicted in Figure 0.15. First of all, we translate (*, 4) as a space inside the Hilbert 

space. Then we have (*, 100) = (000,100) - (111,100).  

 Initially, the current search space corresponds to the root of Hilbert tree which is rep-

resented by the first order of Hilbert curve shown in Figure 0.16. Therefore, the current-

level is 1; and the current query region corresponds to (01) - (11), retrieved from the query 

[(000,100) - (111,100)]. Point C - Figure 0.15 – which corresponds to the derived-key 28 

(011100) is the current next-match. This is known as the range between lowest and 

max_lower as the lower bound, while the range between min_higher and highest, the upper 

bound. In the case of a two-dimensional space, there are only two values in both the lower 

and upper bounds. However, if we consider a three-dimensional space, there are more values 

between lowest and max_lower bounds, as well as in the min_higher and highest bounds. 
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Figure 0.15 – The query (*, 4)  

 

Figure 0.16 – First-order two-dimensional Hilbert curve 

 Afterwards, one has to calculate the pd (partitioned dimension) variable, defined in [37]  

as shown in Figure 0.17, where ‘|’ symbol represents the exclusive-or, and the d_to_c is a 

function, which transforms the corresponding derived-key – inside a specific state - into a n-

point. The derived-keys for lowest, max_lower, min_higher and highest, in a two-

dimensional space, are always 0, 1, 2 and 3, respectively. However, their respective n-points 

could vary, depending on their state. In this case, the corresponding n-point to the 

max_lower value is 0 for x and 1 for y dimension, whilst the n-point to min_higher value is 1 

for both x and y. 

 The result for pd - Figure 0.17 - is ‘10’. This means that bounds have a common value 

in the x axis. If we want to know the value is for lower bounds we have to calculate the vari-
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able value shown in Figure 0.17.  The value 0 for x was obtained. This means that lower 

bounds have x = 0. As min_higher and highest intercepts the same x axis but with an oppo-

site value, one may conclude that x=1 for the upper bounds values. 

 

Figure 0.17 – pd and value variables 

 In order to know if the current query region (or cqr) intercepts the lower or upper 

bound, we pick up the current query region in first order Hilbert curve (01) - (11), where 01 

and 11 are the lower and upper bound of the query region respectively. Then, it is possible 

to see that the lower current query region has x=0 and thus is intercepted by the lowest - 

max_lower bounds. On the other hand, the upper query region has x=1 and thus is inter-

cepted by the min_higher – highest bounds. But we need to know which exact values in 

these bounds are intercepted by the query region. First of all, we have to compare if the 

lower cqr and upper cqr are equal to 00 and 11, respectively. Because if it is the case, it 

means that all bounds (lowest, max_lower, min_higher and highest) intercept the query re-

gion and then the search should proceed in each of these corresponding quadrants. In this 

case, the result of this comparison is negative and hence we can conclude that max_lower 

(n-point 01) intercepts the lower cqr and min_higher (n-point 11) intercepts the upper cqr.  

 However, we have to analyse the current next-match also, which is 011100 (point C in 

Figure 0.15). The derived-key in the first order Hilbert curve for this current next-match is 

‘01’. This derived-key corresponds to the quadrant 01 in the first order Hilbert curve. This 

means that the search algorithm has to proceed in the quadrant space 01, which intercepts 

the query region and is minimally greater than the current next-match. The rule is to firstly 

proceed in the minimum quadrant satisfying the query to, in the case of a not found next-

match, backtrack to the other remaining greater quadrants. Then the search will proceed in 

quadrant of max_lower bound (01) which gives the first incomplete next_match: 01????. The 

search in level 1 is finished and then we go to the second level as shown in Figure 0.18. In 

the case that the backtrack occurs and the algorithm is executed in the other remaining 
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quadrants (that satisfied the query in a previous level) and no data element meets the re-

quirements as the next-match, then the algorithm returns zero (0) and this means that there 

is no element satisfying the query minimally greater than the current next match. 

 

Figure 0.18 – Second level of the search algorithm  

 From the second level on one has to calculate the query region from the current query 

region and the current search space (css), which represents the space in the current Hilbert 

quadrant where the search is occurring. In the second level, there is as current query region 

the bounds (00, 10) {lower cqr bound} and (11, 10) {upper cqr bound}; the current search 

space corresponds to quadrant 01 in the first level, which is, in the second level, (00, 10) in 

the lower css bound and (01, 11) in the upper css bound. Note that the css region was 

formed by putting the corresponding x from the quadrant in the first order (01) in the most 

significant bit of x coordinates of the both css lower and upper bounds, whilst the corre-

sponding y from this quadrant (01) in the most significant bit of y coordinates (of the both 

css lower and upper bounds). Then we complete x and y coordinates of lower css bounds 

with ‘0’ since it is the ‘lower’ and 2 bits are necessary to be in the second-order Hilbert curve. 

On the other hand, x and y coordinates of the upper css bounds are completed with ‘1’ since 

it is the ‘upper’.  

 After correctly calculating the current search space, one needs to check if cqr is equal 

to css. This comparison is always required when dealing with the next to last level (in this 

case this is true because the current level is 2 and the next to last level, 3). If it is, one must 
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consider all the quadrants in the cqr (or css) as possible valid quadrants to do the query. But it 

is not the case for query (*, 4) and hence the intersection described in Figure 0.19 is required. 

In Figure 0.19, xcss_l corresponds to the x coordinate, in the lower bound, of the current 

search space, while ycss_l corresponds to the y coordinate, also in the lower bound, of the 

current search space. The values for xcss_u and ycss_u follow the same logic but now for 

current search space upper bounds. This argument is valid for xcqr_l, ycqr_l, xcqr_u and 

xcqr_u, but these coordinates represent the current query region. In this current level (two) 

css = {(00,10),(01,11)} and cqr = {(00,10),(11,10)}, then we have xcss_l = 00, ycss_l = 10, 

xcss_u = 01, ycss_u = 11. In addition, xcqr_l = 00, ycqr_l = 10, xcqr_u = 11 and ycqr_u 

= 10. The resultant query region for the intersection between css and cqr is (00, 10) for the 

lower bounds and (01, 10) for the upper bounds. Then we have cqr as {(00), (10)}. Again the 

comparison with 00 for the lower cqr and 11 for the upper cqr is negative and then not all 

quadrants in the third level intercept the cqr. 

 

Figure 0.19 - Intersection between css and cqr 

 

Figure 0.20 - Calculating pd and value variables 

 Now the values found for pd and value variables are ‘10’ and ‘00’, respectively, that 

means again that bounds have the x value in common and this value is 0 for the lower 

bounds (which are lowest and max_lower). This can be seen in Figure 0.18. It can be con-

cluded from the current query region found {(00), (10)}, that only lowest and highest Hilbert 

quadrants intercept the cqr. Since the value of derived-key (011100) in the second level is 

‘11’, then one may choose the highest quadrant in order to continue the search because the 

corresponding derived-key of the highest quadrant is also 11, minimally greater than the cur-
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rent derived-key in the second level. The search is continued upwards from the highest 

quadrant in the second level. And the next_match is now 0111??.  

 Next, one moves to the third and last level. Figure 0.21 shows the lowest, max_lower, 

min_higher, highest values when the search is in the third order Hilbert curve - in {10} 

quadrant of the second order Hilbert curve, searched in the previous step. The current 

search space now corresponds to (010, 100) for the lower css bound and (011, 101) for the 

upper css bound. And cqr is (000, 100) for the lower cqr bound and (111, 100) for the upper 

cqr bound. By making the same intersection already discussed - shown in Figure 0.19 -, one 

concludes that cqr is now {(010,100) – (011, 100)} meaning that in the third level it is {(00), 

(10)} as shown in Figure 0.22. According to these n-points, only the min_higher and highest 

quadrants intercept the cqr in the last level. Then we have 011110 and 011111 derived-keys 

or data elements, where 011110 is the resulting next-match of the algorithm, since it is 

minimally greater than the current one (point C). 

 

Figure 0.21 – Search in the third level 
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Figure 0.22 – Current query region in the third level for the query (*, 4) 

 If no next-match was found, the search could back track to the minimally greater quad-

rant in the previous level. In this case, as the minimally greater quadrant in the second level 

is {11} whose derived-key is ‘11’ and also this is the derived-key of the current-next-match 

in the second level, then the back-track would have to be done to the first level, instead of 

the second one. The back-track would be to the quadrant {11} whose derived-key is ‘10’ in 

the first Hilbert level and the next-match would begin with 10????. 

DDAN search algorithm   

The next-match discovery algorithm is used in DDAN search algorithm to detect which 

DHT nodes might contain data elements (or derived-keys) satisfying the query. It is also 

used to query inside a DHT node which of their stored data elements satisfies the query. In 

this last case, an additional algorithm is used.  

 In Figure 0.23, we show the first step of the DDAN search algorithm. Firstly, we have 

to discover the first point in the Hilbert curve belonging to the query region. In this case, the 

next-match discovery algorithm is applied considering the current next-match being 0 (zero) 

and the query bounds (represented in bits). This is done by firstly calculating the respective 

bounds of the query dimensions. As the range query in Figure 0.23 is composed of dimen-

sions ‘fif*’ and ‘gam*’, we can translate it to ‘fifaaa…fifzzz’ and ‘gamaaa…gamzzz’. After-

wards, the query bounds specified with names are passed into query bounds specified with 
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bits, by doing the same correspondence discussed in section 0. Then, the first new current 

next-match for the query is generated, and the next step is to query the overlay to discover 

which DHT node is responsible for the newly found current next-match – see Figure 0.23.  

 Once the node responsible for the new current next-match is found, the next would be 

to query the data storage of this node in order to verify if this current next-match is a real 

valid data (exists) or to find data elements that belong to the query region on from this cur-

rent next-match. Therefore, one can say that the DDAN search algorithm mainly involves 

two procedures: the searching of a DHT node responsible for a next-match, and once this 

node is found, the finding of all matches satisfying the query. These two procedures can be 

executed many times during the DDAN search algorithm, as we will see in this section. 

 

Figure 0.23 – Search Algorithm – first step 

 The data-elements or derived-keys are stored in ascending order inside the node data 

storage and they may or may not belong to the given query. The current next match is com-

pared with the first element in the data storage. If equal, we find the first element that be-

longs to the query region and it is stored in the DHT. Otherwise, if previous next-match is 

less than the element stored, we have to calculate another next-match, passing the element 
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stored as the current next-match to the next-match discovery algorithm. If the result is zero, 

this means that the node and the network does not have any data element that satisfies the 

query, and the possible elements satisfying the query would be between the previous next-

match and the first element stored in the node data storage. Otherwise, if the new next-

match found is not zero, this means that this next-match is minimally greater than the previ-

ous next-match and is in the query region also. Then one compares this new next-match 

with the same first element in the data storage. If equal, this element is in the query region, if 

not, we can continue and repeat the same procedure with the second element in the node 

data storage.  

 Depending on how many data elements a node stores, the comparison process be-

tween the current next match and each element stored in node data storage (in the case that 

the current next match is less) could be too costly. In order to minimize the time of the que-

ries and not query the data storage of the node linearly, we introduced some optimizations. 

The first optimization made is to determine where to begin the search (or the best place to 

begin when we have a current next match) in the data node storage as depicted in Figure 

0.24. This can be very useful in the case that the current next match is greater than the first 

element in the data storage and there are too many data elements between them. We can op-

timize by dividing the length of the node data storage into two equal size parts and compar-

ing the derived-key in the middle (of the datastorage) with the current next-match.  If they 

are equal, this means that we find the first element in the query region that also exists in the 

network. On the other hand, if the key of the element is still less than the current next-

match, we continue the same process, now dividing into two the second half part. If, during 

the process, the key of the element becomes greater than the current next-match, we stop at 

the point immediately before, where the key of the element was smaller. In both cases, we 

do the process until smaller element immediately before the current next-match is found. 

This is the appropriate point to start applying the next-match algorithm in order to verify if a 

specific stored element is or is not in the query region.  

 After finding the element where to begin the search, comparison between the key of 

this element in the node data storage and the current next-match is started as depicted in 

Figure 0.25. If they are equal, this element is in the query region and if the key of the element 

is smaller than the current next match, we pick up the key of the next element stored for 
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comparison. If the current next match is greater than the current stored key, we compare if 

this next match is also greater than the last element stored. If it is, the search in this node is 

finished. If it is not, we can apply the second optimization defining the previous key which is 

lower than the current next-match. This is useful because doing a linear search in the node 

data storage until finding the key element equal to this current next-match, or even greater 

than, could be too costly, as explained previously. The procedure described is performed un-

til one finds a key in the data storage equal or greater than the current next match is found. 

In the last case, one needs to recalculate a new current next-match with the current key in 

the data storage being the current next-match parameter of the next-match discovery algo-

rithm. 

Algorithm: Search inside a DHT node – first part 

INPUT: Query and the initial current next-match 

OUTPUT:  Data elements (keys) that satisfy the query, with their val-

ues which represent the ambient networks identifiers 

1 if(query has exact keys){ 

2     //this condition is valid for both valid and invalid queries 

3     return the data associated with the key into the data node storage 

4 }else{ 

5     Key k; Key lastkey; 

6     if(data node storage size > 6){ 

7        get the middle of the data storage 

8       k = dataStorage->getKeyAtPos(middle); 

9     } 

10     if(dataStorageSize > 0){ 
11       lastKey = dataStorage->getKeyAtPos(dataStorageSize - 1);  

12        int beginTheSearch = 0; 
13       if(middle!=0 && k == current_next_match){ 

14           This element is in the query region and in the data storage! 
15           Add the key and the value to the result set 
16       beginTheSearch = middle+1; 

17       }else if(middle!=0 && k < current_next_match){ 

18        //the difference between k and current_next_match can be too large 
19          find the most immediately(or almost)possible element smaller than 

current_next_match, thus defining the variable beginTheSearch 

20           ... [1] 
21        }else if(middle!=0 && k > current_next_match){ 
22           find the immediately (or almost) possible element smaller than 

current_next_match, thus defining the variable beginTheSearch 

23           ... [2] 
24       } 

25       int i = beginTheSearch; 

26       ... [3] 

27  } 

Figure 0.24 - Part 1 of the pseudo-code for the search inside a DHT node 
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  Algorithm: Search inside a DHT node – continuation from [3] 

INPUT: Query and the initial current next-match 

OUTPUT:  Data elements (keys) that satisfy the query, with their 

values which represent the ambient networks identifiers 

28 [3] 
29 while(i < dataStorageSize) 
30 { 
31     k = dataStorage->getKeyAtPos(i); 
32    if(k == current_next_match){ 

33         This element is in the query region and in the data storage! 
34         Add the key and the value to the result set ; i++; 
35    }else if(current_next_match < k ){ 

36        Calculate next-match again with k as parameter to the current 

next match; 

37         Update the current_next_match value 
38         if(next_match == 0){ 
39            The search is finished 

40             break; 
41   }else{ 

42       if(k == current_next_match){ 

43               This element is in the query region and in the data stor-

age! 

44                Add the key and the value to the result set; 
45                i++;//Go to the next element in numeric ascending order 
46       } 

47         } 
48      }else{ 
49         //current_next_match > k 
50         if(lastKey < current_next_match){ 
51        Next-match is already greater than the last element in the 

data node storage 

52        break; 

53    }else{ 

54          define the most immediately key smaller than cur-

rent_next_match  

55             ... [4] 
56    } 

57     } 

58 }//end of while 
59 }//end 

Figure 0.25 - Continuation of the pseudo-code for the search inside a DHT node 

 If a next-match equal to zero is reached, the elements found or an empty set (in the 

case that no data elements were found) are returned, and there is no need to continue the 

search algorithm because there is no more possible data elements at the moment in the 

DHT (next-match = 0). On the other hand, if next-match zero is not reached, then there is 

need to continue the algorithm with the following numeric ascending data elements stored. 

 After ending the search in the node data storage we return to the node that requests 

the query, all the data elements. In the case that next-match=0 was not reached inside the 
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node data storage, this means that the search needs to continue since there may be more 

data elements in the overlay network (in other nodes) belonging to the query region. 

 In an overlay DHT network, all nodes are organized in ascending order according to 

their identifiers. A node is responsible for the storage of all the keys in the range between the 

identifier of its predecessor and its identifier. Hence, when a query with a non-zero reached 

next-match returns from a specific node data storage, the query needs to continue, and the 

first step is to calculate a new current-next-match, passing its identifier plus 1 as a parameter 

as well as the query itself for the next-match discovery algorithm. If the new current next-

match is zero, then no more data elements can exist in the overlay and we can collect the 

metrics for the query. The metrics will be described in section 0. Otherwise, in the case that 

a non-zero next-match is found, this means that this next-match is minimally greater than 

the previous next-match and is in the query region also; hence the node responsible for this 

next-match has to be queried because it can store data elements satisfying the query. An-

other lookup is sent, now for the node responsible for this new next-match, with the new 

current next-match found and the query, and then repeat the algorithm inside this node data 

storage - Figure 0.24 and Figure 0.25. The algorithm running into the node that is requesting 

the query is known as the macro search algorithm, with its pseudo-code shown in Figure 

0.26. 

 In the worst case, when all the nodes in the overlay are visited in a query, it is possible 

that the macro algorithm search enters in a loop, meaning the same overlay node is queried 

twice. For instance, when we query the node that has the higher identifier in the overlay, and 

next-match = 0 was not reached in this node. Then, we calculate a new next-match, with its 

identifier plus 1 as parameter, and the first node or the node with minor identifier in the 

overlay is reached, and already visited. In order to avoid this case, as soon as we advance in 

the query, we stored the already visited nodes to avoid a loop during the lookup. Hence, if 

another next-match is found and the node responsible for it was already visited, this means 

that our search finishes and there is no more data elements stored in the network. However, 

the experiments done showed that this case never happens. 
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Algorithm: Macro search algorithm 

INPUT: Data from the node that executes the search algorithm presented 

previously. This response contains the list of data elements contained 

in the node, as well as an indication if the zero next-match was found 

OUTPUT:   Nothing. This algorithm collect the metrics, in the case that 

search is finished. Otherwise, the search continues. 

1 if(lookupResponse->getIsValid()){ 

2    list<DataElement> data = lookupResponse->getData(); 

3    if(!data.empty()){ 

4       Insert the node which returned the data found into the data nodes 

found list set of the query 

5       Insert the data elements found into the data elements found list set 

of the query 

6   } 

7   if(!lookupResponse->getExactQuery() && !lookupResponse-

>getReachNextMatchZero()){ 

8        Calculate the new current_next_match again passing as parameter the 

node identifier (which returned the non zero nextmatch) + 1 as cur-

rent_next_match 

9   if(current_next_match == 0){ 

10      Collect the metrics 

11   }else{ 

12            send another lookup to the node responsible for the new cur-
rent_next_match found, passing current_next_match as parameter as well as 

the query. 

13   }else{ 

14       Search is finished! 

15       Collect the metrics 

16   } 

17 } 

Figure 0.26 - The pseudo-code of the macro search algorithm 

1.14 Additional information 

In the DDAN implementation described, the overlay is mapped as a hilbert curve flattened 

because DHT hash function is not applied to the insertion of the elements. The indexing 

algorithm is instead. The tendency is that clusters appear in the hilbert curve and then in the 

overlay, where we have the concentration of “valid” data or data that is really stored by the 

overlay in some regions of the multi-dimensional space. The results showed that although 

some nodes became much more heavily loaded than the others, most of nodes stored data 

elements and there were very few nodes without data elements. This will be further ex-

plained in section 1.18. 

 The locality among the elements inside the overlay will be preserved since the elements 

that a successor is responsible for will be related with each other, so not too many hops are 

necessary in a lookup to retrieve all data-elements related with a range-query, for example. 
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The tendency is that all semantically related data be close according to the digital causality 

property, mentioned on section 1.7.  

 Another strategy was thought up in order to use indexing Hilbert algorithm together 

with the hash function. The hash function would generate an identifier from the derived-key 

in order to insert the data elements in the DHT. This would cause data to be uniformly dis-

tributed in the overlay network. This is the role of the DHT hash function. The idea bene-

fited from Hilbert concept and an algorithm to retrieve all data-elements of a query was 

built. After finding all data-elements satisfying the query, the hash function would be applied 

to each derived-key or data-element inside the query region and then, through this hashed 

derived-key, we can find if the elements are in the overlay, and consequently their values or 

ambient network identifiers. However, the problem with this strategy is that the discovery of 

all data-elements inside the query region is too time-consuming and memory consuming. To 

have an idea about this fact, we tested this strategy in a relatively powerful machine (say, 

2GB memory and 3GHz processor) using a two-dimensional directory index. For a very 

simple query (fif* - ent*), representing a query example for the Service (type = User) index, 

more than 680.000.000 data elements were generated, which broke the storage capacity of 

the list C++ data structure. Moreover, applying the hash function to more than 680.000.000 

data-elements, to afterwards query each one of the hashed values in the directory overlay, 

brings a prohibitive query time, mainly for a simple query. Imagine what happen if we had a 

(* - *) query.  
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Simulation Environment and       Re-
sults 
 

 

In this chapter, we will describe some aspects of the OverSim simulator such as its architec-

ture, layers and exchanging of messages in section 1.15. In section 1.16, we will detail the 

blocks and messages added as well as parts modified in OverSim architecture in order to im-

plement the DDAN mechanism. Section 1.17 describes how the experiments were designed 

through the establishment of the metrics, factors and levels in order to do the evaluation and 

validation of the DDAN. Finally, section 1.18 presents the DDAN results according to the 

variation of the levels of the factors. 

1.15 OverSim simulator 

The experiments to validate the DDAN were performed in OverSim simulator [38] . Over-

Sim is a flexible overlay network simulation framework, based on OMNeT++ [39]  and 

supports several structured and unstructured peer-to-peer protocols such as Chord, Pastry, 

Kademlia [41] and Gia [42] . OverSim uses discrete event simulation to simulate exchange 

and processing of network messages. In the same way as OMNeT++, it provides an interac-

tive GUI (which can be disabled for faster simulations), it is highly modular and provides a 

helpful documentation. In addition, it provides different underlying network models, which 

are transparent to the overlay layer, with a consistent UDP/IP interface to the overlay layer. This 

property can be very useful to simulate heterogeneous ambient networks, considering each 

ambient network as a specific overlay with a specific underlay. 

 The modular architecture of OverSim is shown at the left side of Figure 0.1. Recently, 

in September 2007, a module called the DHT module was added and it defines and imple-

ments the get and put DHT functions – see section 1.6 -, the storage of the keys that a spe-

cific node owns, as well as replication of them. The overlay layer implements all mechanism of 

the P2P algorithms – discussed in section 1.6, the organization of keys in finger tables of the 

nodes when a node leaves or joins in the network and so forth. The particular peer-to-peer 
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protocol (e.g. Chord, Pastry, CAN) used in the overlay layer is chosen by overlayType configura-

tion parameter. Tier1 layer is seen as the layer which uses the overlay layer directly, i.e. without 

put and get functions, neither storage of the keys and replication. The DHT module is con-

sidered an application for Tier1 layer, as well as KBR TestApp and RealApp Connection. In 

this case, the functions used from the overlay are the most simple defined in the overlay 

module such as lookup function, in order to discover which node is responsible for a spe-

cific key. There is also Tier2 layer which represents the application that uses the functions of 

the Tier1 layer. An example for the application in Tier2 layer is DHT TestApp. The Global 

Observer module is a generic module which has a global view on the overlay network in 

every simulation. 

 The scenario used in this work involved the DHT TestApp (with modifications), to-

gether with the DHT module (also modified) and the Chord protocol acting in the overlay 

layer – right side of the Figure 0.1. This picture shows the exchanging of messages between 

the OverSim layers when there is a lookup for an exact key. The underlying network model 

used was the simple underlay, which is the most scalable in the simulator and data packets 

are sent directly from one overlay node to another by using a global routing table [38] .  
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Figure 0.1 - Modular architecture of OverSim. Source: [38]  

1.16 DDAN mechanism and OverSim 

The OverSim simulator was almost totally modified, mainly DHT module and DHT 

TestApp application where functions were added in order to implement the DDAN mecha-

nism. There are also modifications in the Global Observer module such as the addition of 

the generated queries for a global view as depicted in Figure 0.2. And also in base classes 

such as OverlayKey class in order to have keys of 64 bits. This will be explained in details in 

section 0. In addition, a lot of messages were created in the OverSim simulator in order to 

execute the DDAN mechanism. 

 We will detail the modifications in OverSim according to the execution of events dur-

ing the simulations. We have four main events: the query event (Figure 0.2), put event 

(Figure 0.3), composition event (Figure 0.4) and decomposition event (Figure 0.5). The 

modifications or additions performed to enable the DDAN mechanism to appear in these 

figures are represented by the boxes sided by ‘*’. The messages created are also sided by ‘*’. 

In addition a library which implements the DDAN indexing and discovery next-match algo-

rithms – explained in sections 0 and 0 - was developed and this library is used by the Over-

Sim modified modules. 
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 The overlay node represent the access of each AN in order to put its information in 

the DDAN - Figure 0.5. Basically each AN can be represented by an overlay node or by a set 

of overlay nodes as already explained in section 1.11. We can also have multiple ANs access-

ing DDAN through a unique overlay node. In this last case, we can have for instance the 

proportion of two, three or more ambient networks for individual node. In the simulations, 

we work with the proportion of one AN per one DHT node and also with multiple ANs per 

one DHT node, as further seen in next sections, but it is also possible work with the propor-

tion of one AN per multiple DHT nodes, without any modification of the DDAN mecha-

nism. Each AN is seen from the point of view of its information model, and thus its topol-

ogy and other characteristics are not taken into consideration. The DDAN supports the in-

formation put by the ambient networks as well as their queries (including the flexible ones), 

compositions of ambient network information models and their respective decomposition. 

 The queries are generated in the following way: for each inserted index in DDAN, 1 

exact query is generated (which is the index itself), 2 invalid queries (which are substrings of 

the respective dimensions of the index, appended by an invalid alphabetic character such as 

‘$’), and 4 range queries. In order to generate a range query, a random number is generated 

between 0 and the length - 1 of each index dimension (number of characters in each index 

dimension). After that, a substring for each dimension is formed, where the length of this 

substring is the random number.  A ‘*’ character is attached to this substring and then a 

range query is formed, with the respective values generated for each dimension. 

 The set of generated queries is stored in a data structure, located in the GlobalOb-

server global module of the simulator, at the same time index values are inserted in the 

DHT. At simulation time, queries are randomly chosen by picking one of them in the data 

structure using a uniform distribution (with the min value 1 and the max value being the 

length of the data structure where the generated queries are stored) that will give the data 

structure element to be queried. When there is a query event (Figure 0.2), a query is picked 

up from the GlobalObserver module and its execution begins.  

 The first step is finding the first next-match for this query (or the first point in the Hil-

bert curve satisfying the query) using the current next-match equal to zero – this step was 

explained in section 0. This next-match is obtained from the implemented Hilbert library, 
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which is also constantly used by the macro search and search inside DHT node blocks - 

Figure 0.2. Secondly, a DHTlookupDataElementsCAPICall is sent to Tier1 layer in order to 

find data-elements or derived-keys satisfying the query (if any) from this first next-match. 

The handleDHTLookupDataElementsCAPIRequest() function in Tier1 layer receives this message 

and sends another message (LookupCall message) to the overlay in order to find the node re-

sponsible for the first next-match.  

 The overlay answers the request through LookupCallResponse message and the han-

dleLookupResponse() function sends a DHTGetDataElements message to the node that answers 

the request in order to execute the search inside the DHT node. The handleGetDataElements-

Request() function of the DHT node responsible receives the DHTGetDataElements message 

sent and executes the search inside the DHT node, which was explained in details in section 

0 - Figure 0.24 and Figure 0.25. Afterwards, a DHTGetDataElementsResponse message, with 

the results of the search inside the DHT node, is sent and received by handleGetDataEle-

mentsResponse() function in the Tier1 layer of the node who did the request (the requester 

node). This function builds a DHTlookupDataElementsCAPIResponseCall message with the 

same results of the previous message and sends it to the Tier2 layer of the same requester 

node. This node receives the message by the handleLookupDataElementsCAPIResponse() func-

tion and this function contains the macro search algorithm, explained in section 0 and Figure 

0.26. The macro search algorithm decides if the query is finished. If it is not, the process 

could continue by firstly sending again a DHTlookupDataElementsCAPICall message to Tier1 

layer as depicted in Figure 0.2 and then the same process described may be repeated. 
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Figure 0.2 – DDAN mechanism mapped into OverSim architecture for the processing of queries 

 When there is a put event, an AN information model has to be inserted according to 

its number of indexes and the respective index instances. Actually the put event is executed 

only once and then all the ANs (or their respective information model) are inserted. Firstly 

the index instances are processed, where a derived-key is generated for each one through the 

indexing algorithm in LibHilbert shown in Figure 0.3. The generation of the derived-key 

from an index instance was explained in section 0, Figure 0.8. Afterwards, a DHTPutCAPI-

Call message for each derived-key (corresponding to each index instance) is sent to the Tier1 

layer. This message is received in the handlePutCAPIRequest() function, which sends a Lookup-

Call message to the overlay in order to find the node responsible for storing this derived-key. 

Then the overlay sends back a LookupResponseCall message indicating the node responsible. 

This message is received in the handleLookupResponse() function in the Tier1layer of the re-

quester node and this function builds a DHTPutCall message and sends it to the node re-

sponsible for the derived-key. This last message is received by the handlePutRequest() function 

in the Tier1 layer of the node responsible for the derived-key and then it is stored in the node. 

Afterwards a DHTPutResponseCall message is sent back to the node which requests for the 

storing of the key and this message is received by the handlePutResponse() function, which in 
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turn, builds a DHTputCAPIResponse message and sends it to the Tier 2 layer of the requester 

node.  

 

Figure 0.3 - DDAN mechanism for the insertion of AN information model 

 When there is a composition event (Figure 0.4), it is necessary to retrieve from the 

network the information models of the two ANs being composed. This process is described 

in section 0. After the successful retrieving of them, they are merged in order to avoid re-

peated information in the information model of the new AN to be created in this composi-

tion. Then, the indexing algorithm is applied to each index instance of the new AN informa-

tion model in order to generate a derived-key for each of them. Afterwards, the process is 

the same as described in the put event. 



 68 

 

Figure 0.4 – DDAN mechanism for the composition between ANs 

 In the decomposition event (Figure 0.5), it is necessary at first to retrieve the informa-

tion model of the AN to be decomposed. This process is described in section 0. Then, we 

generate the derived-keys, using the libHilbert, related to the index instances of this informa-

tion model. Afterwards, a DHTRemoveANCAPICall message is generated for each of these 

derived-keys. This message is received in Tier1 layer by handleDHTRemoveANCAPIRequest() 

function, which in turn sends a LookupCall message to the overlay in order to find the node 

responsible for the derived-key. The aim is to delete the AN identifier from the value associ-

ated with this derived-key, since this value contains the set of ANs owning the resource re-

lated to that derived-key. The overlay sends back a LookResponseCall message indicating the 

node responsible for the derived-key requested. This response is received in Tier1 layer by the 

handleLookupResponse() function, which builds a DHTGetIndexValueRemoveANCAPICall mes-

sage and sends it to the node responsible for the derived-key. This node receives the mes-

sage in the handleGetIndexValueRemoveAN() function in its Tier1 layer, and the value associated 

with the derived-key is finally retrieved from its storage, and then the AN identifier is re-

moved. Afterwards, this function builds a DHTGetIndexValueRemoveANResponseCall message 

indicating that the AN was removed (or not) successfully and the requester node, which re-

quests for the AN decomposition event, receives this message by handleDHTGetIndexValu-

eRemoveANResponse() function in its Tier1 layer. This function builds the DHTRemoveAN-

CAPIResponseCall message, which is finally sent to the Tier2 layer of the requester node. 
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Figure 0.5 - DDAN mechanism for the decomposition between ANs 

1.17 Experimental Design 

Metrics 

Metrics are the observable outcome of an experiment (also known as response variable). The 

following metrics are defined for these experiments, along with the method used for collect-

ing them. 

a) Total number of data elements found for each type of query. A data element is the 

same as a derived-key which is stored in the DHT overlay network. This is described in sec-

tion 1.7. In the experiments we have exact queries (the query searches for a specific existing 

information), invalid queries (the query searches for a specific non-existing information) and 

range queries. Example of queries DDAN supports are given in section 1.12. The way que-

ries are generated in the simulation was explained in section 1.16. 

b) Data nodes found: Number of nodes where data elements to a specific query are 

found. It is better when the number of data nodes is around the same number of processing 

nodes. A perfect situation would be if the result of this division (number of processing 

nodes/number of data nodes) was always 1 meaning that every time the algorithm inside a 

node is executed (thus this node is a processing node), then data elements are also found in 

it (thus becoming at the same time a data node). 
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c) Processing nodes: number of nodes whose data storage is being queried during a spe-

cific query – number of nodes that effectively participate in the query, by processing the 

query and searching for matches. Processing nodes include data nodes since in order to find 

each data element a node must process the DDAN mechanism to find it. In other words, 

processing nodes are all nodes that take part in the search for data elements in a query, 

whereas data nodes are the ones that effectively store queried data. 

d) Number of messages sent to the overlay for each query: these messages are the Look-

upCall messages – shown in Figure 0.1, Figure 0.2, Figure 0.3 and Figure 0.4- sent to the 

overlay in order to ask for the node responsible for a specific key during the processing of 

the DDAN mechanism – explained in section 0. In exact queries or invalid queries, there is 

only one message sent directly to the overlay, which is the only query asking for the node 

responsible for the specific key.  

e) Total number of required messages to process a specific query. In OverSim, without 

any modifications, we count 6 messages in the lookup for an exact key as shown in Figure 

0.1. 

 After the modifications in the OverSim to enable the DDAN mechanism, the number 

of messages used for queries for exact keys remains the same as the number used previously. 

DDAN enables range queries in OverSim, but the number of messages exchanged for these 

types of queries may be higher since more messages are sent to the overlay. We can do a 

mapping: for each 1 message sent to the overlay (LookupCall message), there are a total of 6 

messages in an exact query. In order to measure the total of messages exchanged for a range 

query, the basic parameter is the number of 6 messages exchanged for exact queries.  

f) The time for each query to complete the execution. 

Factors and Levels 

Factors are variables that affect the outcome of the experiments. Each factor has a set of al-

ternative values (levels). Levels are the values each factor can assume, that is, each level is an 

alternative for the correspondent factor. The query and composition arrival rates follow a 

Poisson distribution, whereas the duration of composition, which originates the decomposi-

tion event, follows an exponential distribution.  
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# Factor Level 

1 DDAN Size (Number of DHT nodes) 100, 500, 1000 

2 Number of index instances in each index of an AN   10, 20, 40, 70, 100 

3 Composition arrival rate (in seconds) 1/120, 1/90, 1/60 

4 Query arrival rate (in seconds) 1/50, 1/35, 1/20 

5 Duration of Composition (in seconds) 600s, 400s, 200s 

6 Number of Ambient Networks 100, 250, 500, 750, 1000 

Table 0.1 - Table of factors and levels 

1.18 Results 

DDAN has been evaluated and validated by observing how the metrics presented in section 

0 behave as we vary each factor at a time. Each simulation was configured with a set of lev-

els for each factor. Then we run different experiments, where each experiment is composed 

of a sequence of different simulations. The difference between these simulations is the level 

of the specific factor that is varied.  The other factors are fixed. The experiment will measure 

the behavior of DDAN according to the variation of the factor. We run each simulation 30 

times. 

 Each simulation generates an amount of exact (Q0), invalid (Q1) and range (Q2) que-

ries, which are formed and chosen to be executed during the simulation. The metrics are re-

lated to the queries and when the execution of each query is finished, their respective metric 

values are collected and recorded in the corresponding file (e.g. exact query file, invalid quey 

file or range query file). After the end of simulation, the means of the metrics, in each file, 

are calculated and stored in a file. After the 30 replications, we have 30 mean values of each 

metric and then we calculate the final mean and the standard deviation. 

 Each graphic depicts a metric by its final mean values according to the variation of the 

respective factors. The 99% assintotic confidence intervals have been calculated but the ver-

tical bars are not shown because there was no overlapping among the curves. Histograms 

have also been generated in order to show in a more transparently way, how the metrics be-

have, and which values are more common. They show a more detailed behaviour of the met-

rics and the values (or the values interval) that appears in a specific number of queries that 
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represents the frequency of the histogram. These histograms correspond to a specific repli-

cation of each simulation.  

 The histograms were generated using the statistic package R [40] , which is a language 

and an environment to generate graphics and statistics. This environment offers a special 

function – called scott - which estimates an adequate number of bins to represent the distri-

bution of data.  

Variation in the number of index instances in each AN index 

In the first simulations the number of index instances in each index was varied (or the num-

ber of index instances in each directory index) of an ambient network to 10, 20, 40, 70, 100. 

These simulations run for 1000 seconds. Additionally, we have 1/120 as the composition 

arrival rate, 1/35 as query arrival rate, 600 as the composition duration of each ambient net-

work, 100 ambient networks and 100 DHT nodes, representing the DDAN size. 

 As we increase the number of index instances in each DDAN index, there is also an 

increase in the number of data elements found for Q2 query (Figure 0.6 (a)), which is an ex-

pected result because we have more information in DDAN. Q0 and Q1 queries remain with 

the same number of data elements, respectively 1 and 0, since we always find 1 data element 

in an exact query (considering that there is no replication in the DHT) and there is no data 

element in an invalid query. The same happens to the number of data nodes found, where 

there is only one for exact queries and none for invalid. In addition, the other metrics are the 

same for both exact and invalid queries, except for the query time. We have the same num-

ber of processing nodes (1), the same number of messages (6) and messages sent to the 

overlay (1). The metric values for exact and invalid queries are the same for all the experi-

ments – that is an expected behaviour -, except for the query time metric. Hence all the 

comments made are relative to range queries (Q2). However, we are showing Q0 and Q1 in 

all figures in order to make it easier to compare them with the range queries (Q2). 

 In Figure 0.6 (b), we observe a slight increase in the number of data nodes found when 

the number of index instances in each index varies from 10 to 40, the metric remains almost 

the same between 40 and 70 and increases again from 70 to 100 index instances. This is a 

positive result showing that data tends to spread more in the DDAN system (with more data 



 73 

nodes found in each query) as more information exists, whereas the mean value of data 

nodes and processing nodes found during the processing of queries does not represent more 

than 15% (considering a range of 100 DHT nodes) of the total of data nodes available for 

storing information. This is due to the use of Hilbert Space-Filling Curves (HSFC) concept, 

since they concentrate the semantically related data in a part of the space. This fact does not 

imply that only 15% of the nodes store valid information. Figure 0.7 depicts the distribution 

of data elements among all the 100 DHT nodes. The x axis represents the nodes (100 nodes) 

and y axis indicates the number of data elements that node owns. In this case, almost all 

nodes store information, although the distribution is assymetric.  

 Hence, we can conclude by the results in Figure 0.6 (b) that it is only necessary to 

query, on average, less than 15% of the total nodes in DDAN in order to find data elements 

satyisfying the queries, which is a very important result because few nodes have to be que-

ried in the whole network in order to return the results for the query. This result is even bet-

ter according to the histograms presented in Figure 0.8 (f) and (g), where most of the queries 

only use 5 processing or data nodes, which represent only 5% of the total of nodes, consid-

ering a range of 100 DHT nodes. 

 In Figure 0.6 (c), we see that the number of processing nodes remains the same when 

the number of index instances is increased and this is expected since there is no change in 

the number of nodes in the network structure and therefore the same nodes are responsible 

for the same ranges. The number of total messages exchanged in range queries is more than 

8 times higher than the ones exchanged in exact or invalid queries - Figure 0.6 (d) -, whereas 

the number of messages sent to the overlay is 14 times higher - Figure 0.6 (e). Although this 

may seem to be very high, if we observe the histogram presented in Figure 0.8 (b) and Figure 

0.8 (c), we see that in the first one the total number of messages is between 0 and 10 for 

most of queries, while in the second one we have the number of messages sent to overlay 

between 0 and 5 for most of queries. This number depends intrinsically on the type of query 

and can be really very high. For instance, a query for “fif*, game*” tends to be faster than a 

query for “f*, g*”. The processing time for range queries is also higher compared to the time 

for exact or invalid queries - Figure 0.6 (f). However the same explanation given to the 

number of messages is valid for the query time. For almost 4000 queries the query time is 
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around 5 seconds whereas for exact or invalid queries is around 1.3 second. We can see this 

in histogram of the Figure 0.8 (e).  

 An interesting fact that can be observed is the decrease of the query time as long as we 

have more information in DDAN - Figure 0.6 (f). This is due the fact that with a higher 

concentration of data in the nodes we have more chances to reach a zero next-match more 

quickly and therefore finishing the query. As discussed in section 0, when the query is being 

executed inside a node, the next-match algorithm is executed by passing as parameter the 

current data element stored in the data storage as parameter for the algorithm. Hence, the 

more this algorithm is executed (due to more data elements) the higher is the probability to 

find a zero next-match, inside the node. This avoids an additional request for a new current 

next-match in Tier2 layer, when the result of the processing done in the node returns. When 

this processing returns, the next-match is already zero, which means that there is no more 

data elements in DDAN satisfying the query. Then, no more questions to the overlay are 

necessary and the time decreases. This fact can be also linked with the smooth decreasing of 

the other metrics such as processing nodes, number of total messages and number of mes-

sages sent to the overlay.   
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

Figure 0.6 –Index instances in each index of an AN 
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Figure 0.7 - Distribution of data elements in the DDAN nodes 

 Although HSFC is known as a mechanism that fills only a small part of the space, 

forming clusters, in our case data is well distributed over the node space. This happens be-

cause we used a simple load balancing mechanism. As our stored data elements were trans-

formed to 64-bit keys, we used this threshold (64) to limit the identifier of the DHT nodes. 

In this way, the range of keys which nodes are responsible for is limited to 64-bit keys, which 

helps considerably in the natural distribution of data. If we were to apply a more elaborate 

balancing mechanism or take more advantage of the physical space available, we would have 

to measure the other metrics and observe their behaviour, to conclude if it is worthwhile. 

The metrics must at least remain the same or even present better results. 

 We also measure the relation between processing nodes and data nodes found during 

the queries. A perfect situation would be if the result of this division was always 1 which 

means that every time the algorithm inside a node is executed (i.e. this node is a processing 

node), data elements are found (i.e. this node is a data node). However, this fact does not 

always occur and sometimes we can pass through a node without finding data elements be-

longing to the query. DDAN presented adequate results (Figure 0.8 (d)), since the ratio be-

tween processing nodes and data nodes is around 1 in most of the queries. In addition, 

Figure 0.8(a) presents the frequency of data elements found in the queries. In most of the 

queries, between 0 and 500 data elements were found. However, in some other queries more 

than 9500 data elements were found, which represent the most general range queries such as 

“a*,b*”. This is the explanation for the high number of data elements in Figure 0.6(a). 
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

 
(g) 

Figure 0.8 - Histograms for 100 index instances per AN index in DDAN; a) number of data elements found 
in a number of queries(frequency); b) frequency of total number of messages exchanged; c) frequency of total 
number of messages sent to the overlay; d) frequency of the ratio between processing nodes and data nodes; 

e) frequency of query time; f) frequency of data nodes; g) frequency of processing nodes 
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Variation in composition arrival rate 

Another evaluation was observing the behaviour of the metrics when composition arrival 

rate varies. We simulated different composition arrival rates, say, 1/120 (0.008), 1/90 (0.011) 

and 1/60 (0.017). The number of index instances in each AN index is always 20 and the 

other factors maintain the same values as in the previous experiment. The graphics with the 

mean of each metric are shown in Figure 0.9. When the composition arrival rate increases, 

there are more compositions and consequently more ambient networks are formed, implying 

that more queries are performed. However, this fact does not cause the number of data ele-

ments found in queries to increase because the information in the network remains the 

same. When two networks compose, no new services or resources are created, which means 

that the new network will provide access to the same existing data elements. Moreover, the 

number of data elements found per query depends on the type of range queries performed, 

although the more information a network contains, the  higher the values of this metric tend 

to be (as observed in Figure 0.6 (a)). In Figure 0.9 (a), results show that the number of data 

elements found remains the same as the composition arrival rate increases. 
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

Figure 0.9 – Effect of the composition arrival rate 

 The other metrics presented the same behaviour, with almost no changes in their val-

ues, which means that DDAN supports compositions very well, without changing its per-

formance. The histograms for the variation in the composition arrival rate are not presented 

because they revealed a similar behaviour to the histograms presented in Figure 0.8. 
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Variation in query arrival rate 

The experiments where the query arrival rate is varied reveals that, similar to the composi-

tion arrival rate, DDAN is scalable as far as query load is concerned - Figure 0.10. The pa-

rameters used in this experiment were the same as in section 0, but with the composition ar-

rival rate being 1/120 (0.008). The query arrival rate values were 1/50 (0.020), 1/35 (0.029) 

and 1/20 (0.050). We observe in the histograms that the behaviour is very similar to the 

other histograms presented in Figure 0.8 and because of this they are not depicted. 

 
 

 
 

(a) (b) 

  
(c) (d) 

  
  

Figure 0.10 – Experiments related to the variation in query arrival rate 
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Variation in the composition duration 

The results of the experiments when the composition duration is varied are presented in 

Figure 0.11. We used three different durations: 200, 400 and 600. The other factors were set 

to: 100 DHT Nodes, 20 index instances in each index, 1/120 as the composition arrival rate, 

1/35 as the query arrival rate and 100 ambient networks. We know that the higher the com-

position duration, the larger the number of simultaneous networks and it is observed that 

the values of the metrics do not vary significantly as the number of networks increase. As a 

matter of fact, increasing the composition duration has the same effect as increasing the 

composition arrival rate. Also it suggests that DDAN supports decompositions of ambient 

networks in terms of their information model, without compromising its performance. 
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

Figure 0.11 – Effect of composition duration 

 
 

Variation in the number of ANs 

Figure 0.12 presents the results of the collected metrics when there are 100, 250, 500, 750 

and 1000 ambient networks. These simulations run for 600 seconds and we have 1/72 as the 

composition arrival rate, 1/21 as query arrival rate, 360 as the composition duration of each 

ambient network, 10 as the number of index instances in each AN and 100 DHT nodes, 

representing the DDAN size. 
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 In Figure 0.12 (a) it is observed that the number of data elements found per query in-

creases as there is an increasing of the number of ANs. This is an expected result because 

more ambient networks represent also more information in the DDAN, and although the 

number of data elements found in a query depends on the query made, when we have more 

data in the network, the tendency is that more data elements are returned for the query. In 

Figure 0.12 (b), there is a steady increase in the number of data nodes as the number of ANs 

is increased, which means that at a first moment the data tend to spread in the network 

when we have more information, as similarly observed in Figure 0.6 (b). However, data 

nodes found at range queries (Q2) are at a peak when there are 500 ambient networks, but 

there is a steep decline over 750 and 1000 ambient networks. This decreasing is associated 

with the Hilbert Space-Filling curves concept, which tends to concentrate the data, forming 

clusters across the space available. Hence, fewer data nodes are returned per query when 

there is more information (or ambient networks).  

 In Figure 0.12 (c), the number of processing nodes remains almost constant over 100, 

250 and 500 ambient networks, and then there is a steady downward trend. The explanation 

given to the behaviour in Figure 0.6 (c) in section 0 can be also applied to explain the initial 

constant values of the number of processing nodes Figure 0.12 (c). However, the downward 

trend from 500 ambient networks in Figure 0.12 (c) follows the downward trend in data 

nodes found in Figure 0.12 (b). This fact happens because with the more concentration of 

data in the nodes, the zero next-match is returned more quickly – explained in section 0 - 

and fewer nodes have to be queried and processed in order for complete a specific query. 

This is directly linked to the other metrics such as the number of total messages (Figure 0.12 

(d)), the number of messages sent to the overlay (Figure 0.12 (e)) and query time (Figure 0.12 

(f)), which also follow the downward trend when there is more than 500 ambient networks.  



 84 

(a) (b) 

  

(c) (d) 

  
(e) (f) 

Figure 0.12 – Effect of the variation in the number of ANs 
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Variation in DDAN Size  

The results of the experiments when the DDAN size is varied are presented in Figure 0.13. 

In this case, the DDAN size corresponds to the number of DHT nodes that DDAN relies 

on. We used three different sizes: 100, 500 and 1000 DHT nodes. The experiments run for 

600 seconds and the other factors were set to: 1000 ANs, 10 index instances in each AN in-

dex, 1/72 as the composition arrival rate, 1/21 as the query arrival rate and 360 as the com-

position duration. 

 In Figure 0.13 (a), there is a huge decreasing as we increase the number of DHT nodes, 

especially from 100 to 500 DHT nodes. But this result is not related with the increasing of 

DHT nodes but rather to the specific kinds of queries made in the simulations. In addition, 

there is no variation in the amount of information in DDAN to interfere in the number of 

data elements found. By analysing the queries made when there are 100 DHT nodes, it is ob-

served that more general queries were executed such as ‘*, a*’, and then more data elements 

are returned. In the case of 500 and 1000 DHT nodes, the type of queries executed are more 

specific such as ‘fif*, entert*’, for example. 

 In Figure 0.13 (b), there is a decrease in the number of data nodes as the number of 

DHT nodes is increased, and this fact can be directly linked to the decreasing of the number 

of data elements. At the same time, Figure 0.13 (c) shows a steady increase in the number of 

processing nodes. This is associated to the following: when more DHT nodes participate 

from DDAN, there are more identifiers (the ones of the nodes) and the space become more 

divided in the DHT, e.g. the node which was responsible for a specific range in a DDAN 

with 100 DHT nodes, can be responsible for the fifth part of this range when there are 500 

DHT nodes. Hence, the number of processing nodes increases because more messages are 

necessary to be sent to the overlay in order to complete the execution of a range query (con-

firmed by Figure 0.13 (e)). Consequently the number of total messages is also increased 

(Figure 0.13 (d)).  In Figure 0.13 (f), there is an upward trend in the query time because this 

metric depends on the response time of the queries sent to the overlay, which depends on 

the number of hops executed to satisfy a lookup for an exact-key, and this number of hops 

is considered to be O(log n) where n represents the number of DHT nodes. Hence, as we 

have more DHT nodes, the query time is also increased. 
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(a) (b) 

 

(c) (d) 

 
(e) (f) 

Figure 0.13 – Effect of the variation in the number of DHT nodes 

 We can observe in the histograms for 1000 ambient networks and 1000 DHT Nodes 

that the behavior is similar to the ones observed in the previous sections and sometimes pre-

sents improvements, confirming that there are only a few queries where the total number of 

messages sent to the overlay is greater than 50 - Figure 0.14 (b). Additionally, most queries 

exchange between 0 and 200 messages, which are concentrated between 0 and 50 messages, 
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according to Figure 0.14 (a). An interesting fact is the ratio between processing nodes and 

data nodes, which are concentrated around 1 for most of the queries (Figure 0.14 (c)), mean-

ing that the number of data nodes becomes closer to the number of processing nodes, as 

DDAN increases both in number of ANs and DHT nodes. This is an interesting result since 

the smaller the ratio, the more efficient the mechanism is, where 1 is the perfect value. 

 Although the higher values presented in query time metric in DDAN with 1000 DHT 

nodes (Figure 0.13 (f)), Figure 0.14 (d) shows that for most of queries the query time is 

smaller than the mean presented for this metric in Figure 0.13 (f). Figure 0.14 (e) and (f) 

shows that the number of data and processing nodes remains around 0 and 50 where for 

most queries less than 10 processing and data nodes were visited. This does not mean that 

there is a greater concentration of information in a few nodes, since the histogram in Figure 

0.15 shows a well distributed data among all the nodes composing the DDAN with 1000 

ANs and 1000 DHT nodes. 

 

 

 

 

 

 



 88 

     
(a) (b) 

  
(c) (d) 

  
(e) (f) 

Figure 0.14 – Histograms for 1000 ANs and 1000 DHT nodes in DDAN  
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Figure 0.15 - Distribution of data elements in DDAN with 1000 ANs and 1000 DHT nodes 
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Conclusions and Future Work 
 

 

This chapter presents the final conclusions of this work, as well as its main contributions and 

some suggestions for future work in order to enhance DDAN and advance research into it. 

1.19 Final considerations 

This work leads with a relatively new and not yet fully explored functional area of the ambi-

ent networks architecture, that of service registery and discovery, which is a pre-requirement 

to enable the negotiation between networks for the usage of available resources and then a 

composition between them (after a successful negotiation). This represents an important 

step in the realization of the complete typical cooperation process (advertisement, negotia-

tion and composition) among ambient networks.  

 Therefore, a Global Distributed Directory Mechanism for Ambient Networks 

(DDAN) is presented and it was designed and implemented through the consideration of 

AN typical scenarios and requirements, in particular the requirements which arise for a glob-

al directory for ambient networks. In addition, this work involved: a) the proposal of a global 

information model, aiming at being standard for all ANs sharing their information; b) the 

presentation of DDAN architecture; c) DDAN design, with the stablishment of indexes to 

organize the shared information according to the typical user queries; d) the DDAN imple-

mention, using the Hilbert Space-Filling Curves concept which allows DDAN to satisfy the 

requirements of efficient and flexible queries deployed in a scalable, robust and fault-tolerant 

infrastructure which in turn satisfy another AN requirement (Network robustness and fault 

tolerance); e) DDAN validation, through simulation experiments. 

 Results from the simulation analysis showed that DDAN had a positive behavior ac-

cording to the dynamicity simulated through composition, decomposition and query events. 

These events do not interfere in DDAN performance suggesting that DDAN supports a 

dynamic environment. With regard to the increase in the amount of information (the num-

ber of index instances) in each AN in the overlay DHT network, it is observed that data 
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tends to spread more in the DDAN system (with more data nodes found in each query) and 

it is not necessary to query too many nodes (for most query this number is around 5%) in 

order to return all the possible results for a query. However, when there are more than 500 

ambient networks, the data tend to concentrate in fewer nodes following the Hilbert Space-

Filling curves feature. This was observed in the variation in the number of ANs and means 

that a more elaborated balancing mechanism might be required than the one explained in 

section 0, but the impact of this balancing mechanism need to be evaluated in the other met-

rics. Another interesting fact related to the increase in the amount of information and the 

increase of ANs in each AN is the decrease of such metrics as the query time, number of 

total messages and number of messages sent to the overlay, which was a very positive result. 

When the number of DHT nodes is increased, the data remains well distributed along the 

network and the metrics do not presented significant or non-expected changes as the num-

ber DHT nodes were increased. Therefore we can conclude that DDAN presented satisfac-

tory results. 

1.20 Contributions 

As described during this work, three phases are considered in a typical cooperation process 

involving ambient networks: advertisement, negotiation and composition. However, the 

advertisement phase is not prospected sufficiently, since the discovery of services and 

networks is considered an “automatic” approach. This work focused on the ambient 

networks advertisement phase, contributing with a more elaborate structure for searching 

and updating ambient network information on a global basis in a dymanic directory. The 

main contributions of this work are: 

� State of the Art Research: This work presented an important study of the state of 

the art in terms of existing directory services and their disadvantages to be used in 

an ambient networks environment. In addition, requirements to a distributed direc-

tory in a global basis for ambient networks were arisen; 

� Development of an global AN information model, separating global from local 

context information, and encouraging the sharing of ambient network information 

according to a standard (or at least an attempt to be standard) global model; 
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� Development of a complete DDAN mechanism, including all the necessary steps 

in order to index information and search for it in a infrastructure to accommodate 

a directory service for ambient networks. In addition, this DDAN mechanism pre-

sented a positive behaviour according to common events in an ambient networks 

environment such as composition and decomposition processes. 

� Development of a library based on Hilbert-Space Filling Curves concept that can 

be used for indexing information as well as searching for it especially when more 

flexible queries are required; 

1.21 Future Work 

� Compare the strategy described in this work with the one using advanced balancing 

mechanisms techniques to evaluate based on the metrics results if it is worthwhile; 

� Enhance the DDAN mechanism in order to work with three-dimensional indexes 

and also with n-dimensional indexes. The number of dimensions necessary will de-

pend on the current AN information model as it can suffer evolutions and can be 

enhanced according to the appearance of new resources and new queries that users 

can do. In other words, the aim is to transform DDAN mechanism as generic as 

possible in terms of different information models and indexes in order for it to be 

easily adapted as far as some changes are concerned; 

� It is interesting to simulate DDAN in a heterogeneous scenario, where we have 

networks, with different technologies, that communicate with each other – as de-

scribed in 1.8 - and that query the DDAN for services and resources available in 

other networks as well as including and updating its information according to the 

dynamism of the environment. This scenario is a challenging task researchers face 

in nowadays. 
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